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Introduction

Personal data is a precious mineral that
must be extracted with human rights
safeguards to avert adverse impacts on
fundamental rights. In 2022, Eswatini
enacted a data protection law follow-
ing closely behind its Southern African
counterparts, Zambia and Zimbabwe,
which enacted their laws on 23 March
2021 and 3 December 2021, respec-
tively. On the other hand, Malawi and
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Namibia are yet to enact data protec-
tion legislation. An assessment of the
Eswatini and Zambia data protection
enactments presents some significant
differences. While the assessment
of the laws below is not exhaustive, it
highlights what other countries yet to
enact data protection laws can emulate
or avoid.


https://www.parliament.gov.zm/node/8853
https://www.veritaszim.net/node/5522

Introduction

Observing regional developments, the
African Union Convention on Cyber Se-
curity and Personal Data Protection (the
Malabo Convention) took effect in June
2023, after Mauritania ratified as the
156th signatory. African states have had
low traction to ratify the regional trea-
ty, considering its adoption on 27 June
2014. The significance of the Malabo
Convention regarding data protection
is the expectation that it can instil the
conscience to preserve privacy in the
African States through its laws. If com-
plied with, it creates, to a large extent,
an instinct to preserve personal data in
a way that advances human rights. Ar-
ticle 8 of the Malabo Convention stipu-
lates that each State party shall commit
itself to establishing a legal framework
aimed at strengthening fundamental
rights and public freedoms, particular-
ly the protection of physical data, and
punish any violation of privacy without
prejudice to the principle of free flow of
data.

The African Commission on Human
and Peoples’ Rights Declaration of Prin-
ciples on Freedom of Expression and
Access to Information in Africa adopt-
ed in 2019, provides in Principle 42(1)
that in adoption of laws for the protec-
tion of personal information of individ-
uals should do so according to human
rights standards. The yardstick for data
protection is clearly set.

The Malabo Convention
defines a data subject as a
natural person that is the
subject of personal data
protection, and the
Declaration refers to
personal information of an
individual. For purposes of
this analysis, a data subject
is any individual or natural
person whose data is
processed. The data
controller is a natural or
legal person controlling the
personal information of an
individual.



https://au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-protection
https://achpr.au.int/en/node/902#:~:text=The%20Declaration%20establishes%20or%20affirms,to%20express%20and%20disseminate%20information.
https://achpr.au.int/en/node/902#:~:text=The%20Declaration%20establishes%20or%20affirms,to%20express%20and%20disseminate%20information.
https://achpr.au.int/en/node/902#:~:text=The%20Declaration%20establishes%20or%20affirms,to%20express%20and%20disseminate%20information.

Eswatini versus Zambia

Eswatini passed the Data Protection

Act, 2022 on 4 March 2022 (the Eswa-
tini Act) with the objective of providing
for the collection, processing, disclo-

sure and protection of personal data,
balancing competing values of person-
al information privacy and sector-spe-
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cific laws and other related matters. Its
purpose is to provide for the collection.
In terms of section 3, the Eswatini DPA
applies to data controllers and proces-
sors, whether or not they are domiciled,
or their principal place of business is in
Eswatini who use automated or



https://www.esccom.org.sz/legislation/DATA%20PROTECTION%20ACT.pdf
https://www.esccom.org.sz/legislation/DATA%20PROTECTION%20ACT.pdf

non-automated means in Eswatini for
forwarding personal data. The Eswati-
ni Act also concerns the processing of
personal data wholly or partly by auto-
mated means. Where the data control-
ler fails to comply with the Act, section
6 provides for the penalties, including a
warning, formal notice or a fine where
the formal notice is not complied with.

On the other hand, Zambia passed its
Data Protection Act, 2021 (the Zambian
Act) on 24 March 2021 to ‘provide an
effective system for the use and protec-
tion of personal data; regulate the col-
lection, use, transmission, storage and

Processing of Personal Information

In terms of section 9(2) of the Eswati-
ni Act, personal information must be
processed if the data subject consents,
the processing is necessary in terms
of contractual obligations to which the
data subject is a party, the processing
ensures compliance with a legal ob-
ligation to which the data controller is
a subject, processing is necessary to
protect legitimate interests of the data
subject, it is necessary for the proper
performance of public law duty by a
public body or processing is necessary

otherwise processing of personal data;
establish the Office of the Data Protec-
tion Commissioner and provide for its
functions; the registration of data con-
trollers and licencing of data auditors;
provide for the duties of data control-
lers and data processors; provide for
the rights of data subjects; and provide
for matters connected with, or inciden-
tal to, the foregoing.’ In Zambia, the Act
applies to the processing of personal
data performed wholly or partly by au-
tomated means and to any processing
other than by electronic means, as pro-
vided in Section 3.

The objectives of the Eswatini and Zambia Acts differ in that the object of the
Zambian Act is data protection entirely while the Eswatini Act seeks to balance
competing interests of privacy with other sector-specific laws. The objective of
the Eswatini Act does not centre data protection law in line with human rights. An
amendment to the objective would strengthen the Eswatini Act, according due
regard to data protection in compliance with human rights standards of privacy.
Balancing privacy with sector-specific laws which in themselves may be contrary
to human rights standards falls short of adequate safeguards. This human rights-
based approach ensures a more robust approach to data protection.

for pursuing the legitimate interests of
third party to whom the information
is required. Section 9(4) provides that
personal information may only be pro-
cessed, if given the purpose for which it
is collected, it is adequate, relevant and
not excessive.

A data controller in Zambia shall pro-
cess personal information by consent of
the data subject in terms of section 15(1)
of the Zambia Act while section 12(1) of
the Zambia DPA stipulates how


https://www.parliament.gov.zm/node/8853

data controllers should handle data
to safeguard the rights of data sub-
jects. It provides for data rectification,
use limited to purpose and fair, trans-
parent, and lawful processing. Section
13(a) and (c) of the Zambia Act provides
that a data controller may process per-
sonal data where the data subject has
given consent to the processing of that
data subject’s personal data or the pro-
cessing relates to personal data which
is manifestly made public by the data
subject, the processing is necessary for
the performance of a contract to which
the data subject is party or in order to
take steps at the request of the data
subject prior to entfering into a contract
or for compliance with a legal obliga-
tion to which the data controller is sub-
ject or where the processing relates to
personal data which is manifestly made
public by the data subject. Section 13(b)

Data Protection Authorities and Breaches

The Eswatini Act vests the authority fo
implement the Act in the already exist-
ing Eswatini Communications Commis-
sion (Commission) and does not cre-
ate a new entity. In the event of a data
breach, a data controller must notify
the Commission and the data subject
as soon as reasonably possible of any
unauthorised access to personal data
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states that data may processed where
the processing is necessary ‘(i) for the
performance of a contract to which the
data subject is party or in order to take
steps at the request of the data sub-
ject prior to entering into a contract; (ii)
for compliance with a legal obligation
to which the data controller is subject;
(iii) in order to protect the vital interests
of the data subject or of another natu-
ral person; (iv) for the performance of
a task carried out in the public interest
or in the exercise of official authori-
ty vested in the data controller; (v) for
the purposes of the legitimate interests
pursued by the data controller or by a
third party, except where such interests
are overridden by the interest or funda-
mental rights and freedoms of the data
subject which require protection of per-
sonal data, in particular where the data
subject is a child;’

To varied degrees, both acts give data subjects agency over their data provid-
ing consent as a starting point fo the processing of personal information. With
regards to the processing of personal information, the Eswatini Act does not
particularly mention human rights as part of its text as in the Zambian Act under
section 13(b)(v). The Zambian Act refers to data protection with a human rights
lens, particularising this importance where children are concerned. Ultimately,
human rights safeguards must be the yardstick in processing data for everyone.

in terms of Section 17(1) and 17(2) of the
Eswatini Act. There is no specific time-
line within which data breaches should
be disclosed.

The Zambia Act implies a separate data
protection commission must be estab-
lished, yet the government of Zambia
vested the role of implementing the law



in the Zambia Information Communica-
tions and Technology Authority (ZICTA)
established by the Information Com-
munications and Technologies Act of
2009. While this move closed the gap
that could have arisen from enacting
the law and setting up a data protec-
tion authority instantly deploying the
wheels of the law to turn, the concern
is that ZICTA may fail to discharge its
data protection functions due to com-
peting interests fully. The Zambian DPA

vests in the Ministry responsible for
communications, the Office of the Data
Protection Commissioner responsible
for regulating data protection and pri-
vacy. Regarding data breaches, section
49(1) obligates a data controller to no-
tify the Data Protection Commissioner
within twenty-four hours of any securi-
ty breach affecting personal data pro-
cessed, and section 49(3) provides that
the data controller should also notify
the data subject as soon as practicable.

In practice, both Eswatini and Zambia adopted a similar approach of relying on
existing authorities to implement their data protection laws. Data Protection Au-
thorities are mandated to ensure the implementation of data protection legisla-
tion, a key function best executed by an independent and efficient body. Some
African countries have not established new entities as data protection authorities
but have leveraged existing authorities regulating postal and telecommunica-
tions or information, communications, and technology, as in the case of Eswatini
and Zambia. The concern with this approach is that already existing authorities
may fail to fully commit to implementing data protection due to other competing
functions. A benefit of this approach is the prompt commencement of imple-
mentation of a datza protection law, avoiding a lengthy waiting period to estab-
lish a fresh entity. Irrespective of the approach, a data protection authority must
be able to ensure functions are fully discharged without suspension of other
functions based on conflicting interests by an entity with other principal roles.

Regarding data breaches, the Eswatini Act gives unfettered discretion to data
controllers to determine when it is reasonable to disclose any unauthorised ac-
cess to personal data, a potential threat to privacy. Discretion can be abused
without a timeline indicating the urgency with which data breaches must be ad-
dressed. On the other hand, the Zambia Act stipulates a 24-hour timeline within
which data controllers should notify the Data Protection Commission of data
breaches while data subjects are notified as soon as practicable. The approach
in the Zambia Act accords the relevant urgency in data protection cases.

Automated Decision-Making

The use of artificial intelligence and
emerging technologies necessitates
data protection responses that ensure

safety, trust and fairness in handling
personal data. Section 45(1) of the Es-
watini Act provides that a person can-



not be subjected to a decision which
has a legal effect on them based on an
automated processing of personal in-
formation with the relevant exceptions
provided.

The Zambia Act progressively address-
es the processing of personal data col-
lected through emerging technologies.

trust building for data subject.

Operationalisation

In Eswatini, section 54(1) provides that
the Minister may enact regulations fo
give effect to the Act. This provision
is not mandatory. The failure of sec-
tion 54(1) to make it mandatory for the
Minister to enact regulations within a
stipulated time frame leaves room for
operationalisation of provisions of the

lts section 46(1) guides data controllers
to consider the nature, scope, context
and purposes of the processing and
the likelihood of resulting in a high risk
to the rights and freedoms of an indi-
vidual. The same calls data controllers
to conduct impact assessments before
processing the data to understand the
impact on personal data.

While section 45(1) of the Eswatini Act protects data subjects from automated
decision-making with legal effect on the data subject, this provision is limited in
the scope of protections. Protection should rather be directed at avoiding human
rights violations as opposed to legal effects. The Zambia Act has more consid-
eration for human rights and provides for impact assessments to be conducted
by data controllers, a key element ensuring the responsibility o prevent harm to
data subjects. In the absence of comprehensive artificial intelligence strategies
in both countries, these provisions afford a level of protection and are a basis of

Act, such as section 51(1) of the Eswatini
Act, which makes it mandatory for the
Eswatini Communications Commission
to enact rules guiding whistleblowing.
Section 82(1) of the Zambia Act states
that the Minister may enact regulations
to better carry out the provisions of the
Zambia Act.

Enactment of data protection regulations is a key aspect of data protection in
both countries that needs to be done to fully operationalise the Acts.
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Cross-Border Transfer of Personal Data

In Eswatini, personal information shall
only be transferred to recipients in a
Member State that has transposed the
Southern African Development Com-
munity (SADC) data protection require-
ments as provided under section 32 of
the Eswatini Act referring to sub-region-
al requirements. SADC has a Model Law
on Data Protection on data protfection
in Southern Africa which presents the
SADC requirements in a bid to harmo-
nise data protection laws in Southern
Africa. However, section 33(1) provides
that personal information may be trans-
ferred to other countries outside of Es-
watini or SADC Member States if there

is adequate protection and the transfer
itself is solely to allow the processing
that is otherwise authorised to be done
by the controller.

The Zambia Act provides in section
70(7) that a data controller shall process
and store personal data on a server or
data centre in Zambia. Still, the Min-
ister may prescribe categories of per-
sonal data that may be stored outside
the country, as stated in section 70(2).
However, sensitive personal data shall
be processed and stored in a server or
data centre located in Zambia under
section 70(3) of the Zambia Act.

The Eswatini Act is more direct in its reference to SADC requirements. The Zam-
bia Act does not refer to SADC requirements specifically but allows the Minister
to stipulate exceptions through regulations of personal data categories that can
be processed outside of Zambia. For legitimate cross-border flows of personal
data, a trusted environment needs to be fostered through best data governance
practices. It is key to development through the use of emerging technologies.

10


https://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Documents/FINAL%20DOCUMENTS/FINAL%20DOCS%20ENGLISH/sadc_model_law_data_protection.pdf

Conclusion

Attendant rights-respecting practic-
es of dafa protfection are key in order
for protections to be guaranteed and
implemented. Countries yet to enact
data protection laws need to develop
laws that give effect to human rights.
As such, they must avoid a copy-and-
paste approach but enact laws careful-
ly, adopting best practices. Compliance
and commitment to international stan-
dards are essential for data protection,
ensuring privacy and signifying positive
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State willpower. Zambia is commend-
ed for its progressive data protection
law, while Eswatini can consider draw-
ing lessons to strengthen its approach.
Eswatini is urged to ratify the Malabo
Convention, a progressive step taken
by Zambia on 24 March 2021.
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