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ƆYIKYERƐ

 

 

 

 

Sɛɛ abɛɛfo so mfidie dwumadie dawurubɔfoɔ kɔso bɔ abɛɛfo dwumadie ho banbɔ ho 
dawuro no, ɛho behia pii sɛ wɔbɛhwɛ kwan a wɔbɛfa so abɔ wɔn ho ban wɔ wɔn nwu-
madie ho. Saa nwoma yi bɛkyerɛ wo abɛɛfo dwumadie ho nhwɛsodeɛ pii awode bɛbɔ 
woho ban. Nwoma yi bɛsan akyerɛ wo kɔmputa ahobanbɔ mu dawurubɔfoɔ mu 
akukudam , mmerɛ ne beaeɛ a ɛsɛ, wɔ wɔn nwumadie ahodoɔ wɔ wiase afanan nyinaa, 
na asane nso akyerɛ adesua yi nyinaso wɔ Abibiman ahodoɔ bi so, kaseɛbɔ ne nkita-
hodie ahodoɔ nyinaa. Nwoma yi fa bi nso kyerɛ kwan a wobɛfa so de asi kɔmputa 
akwansidie ahodoɔ ano kwan nso.

Stanford Digital Civil Society Fellowship project na wɔsii nwoma yi ho fapem wɔ afe 
apem aduonu aduonu (2020), a Netherlands Human Rights Fund nso dii mu akoten. 
Gbenga Sesan ne Bonface Witaba na ɛhyɛɛ dwumakuo yi ase, ɛna Paradigm Initiative 
ekuo nso di mu akoten. Afei, Owura Fisayo Alo na ɔhwɛɛ sɛ ntwerɛeɛ no mu bɛda hɔ na 
nteaseɛ nso aba mu. Aseda kɛseɛ nso kɔ ma Ashnah Kalemera (CIPESA), Berham Taye 
(AccessNow), Demba Kandeh (School of Journalism and Digital Media, University of 
Gambia), Ephraim Kenyanito (Article 19 UK) , Koliwe Majama (AfDEC) , Liz Orembo 
(KICTANet), Neema Iyer (Pollicy), Neil Blazevic, Oluwatosin Alagbe (PTCIJ), Oyinkasola 
Akintola-Bello (Co-creation Hub), Ronald Kekembo (FrontlineDefenders) ne Vivian 
Affoah (Media Foundation for West Africa), sɛ wɔhwɛ nwoma yi twerɛ a edii kan no. Ɛyɛ 
mo mmoa yi na ɛde nwoma foforɔ yi abɛduru sei.

Wɔasiesie nwoma yei sɛ ɛbɛboa Abɛɛfo mfidie so dwumadie yiedie  dawurubɔfoɔ, 
nsɛntwerɛfoɔ, asotiyifoɔ, ne nnipa ahodoɔ a wɔdi akotene wɔ dawurobɔ mu. Paradigm 
Initiative, asi ketee sɛ nwoma yi ho bɛba mfasoɔ na agyina ama nwoma afoforɔ biara a 
ɛbɛba akyirɛ. Nsɛmmisa ne nhyɛnmu biara a wopɛsɛ wode boa yɛn no, wobɛtumi de 
ama yɛn wɔhello@ayeta.africa
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Ti a edikan 
Abɛɛfo mfidie so dwumadie akwanya

1.1 Nyinasoↄ

Mfoni a edikan: Abibifoɔ a asɔre agyina ama Abɛɛfo mfidie so dwumadie akwanya

Abɛɛfo Kwantenpɔn hyɛɛ aseɛ wɔ wiase wɔ afe apem du nkron ne aduowɔtwe nkron 
(1989). Akyi yi ama nnipa fawohodie ahobanbɔfoɔ nam abɛɛfo so ɛtumi ama ɛnnɛ yi, 
onipa tumi kasa kyerɛ n’adwene wɔ mmerɛ a obiara ntumi nsi ne ho kwan, na obiara 
mpo tumi dɔm kuo biara a ɔpɛ. Ɛnnɛ yi, yɛhunu abɛɛfo kwantenpɔn sɛ adeɛ titire bi a 
ɛtumi ka nnipa bɔ mu wɔ ewiase afanan nyinaa. Yei akyire yi, kwan ahodoɔ pii wɔ hɔ a 
ɛyɛ akwansidie kɛseɛ de tia nnipakuo ahodoɔ bi a wɔde abɛɛfo kwantenpɔn di dwuma 
ahodoɔ bi. Saa nnipa yi bi ne nsɛntwerɛfoɔ, nnipa fawohodie ahobanbɔfoɔ, ne wɔn a 
wɔkasa tia ɔman nhyehyɛeɛ ahodoɔ a wogye di sɛ mfasoɔ papa nni so. Aban mpaninfoɔ 
ahodoɔ bi a wɔyɛ nhyɛsoɔ tumi hyehyɛ mmara, fa akwan pii so sɔre tia ma abɛɛfo 
kwantenpɔn dwumadie tumi kɔ fam koraa.
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1.2 Deɛn ne abɛɛfo mfidie so dwumadie akwan-
ya?

1.3 Abɛɛfo dwumadie ho kwan/Nnipa fawohodie 
kuo ahodoɔne nhyehyɛee

1.

 

UN Declaration of Human Rights

1 https://paradigmhq.org/download/dra19/

Wɔ Paradigm Initiative 2019 Digital Rights in Africa Report atwerɛeɛ wɔ abibirem no, 
watwerɛ sɛ1, “bɛyɛ mfeɛ du akyi yi no, abibiman ekuo ahodoɔno ɛtumi asɔre agyina 
ama Abɛɛfo mfidie so dwumadie akwanyan ɛtumi apagya atia akwansidie ahodoɔ, ma 
ɛnnɛ yi, ɛtumi aterɛ ma obiara tumi de di dwuma, kyerɛ n’adwene, tumi de di nkitaho, 
dɔm ekuw biara nso a ɔpɛ. Nanso yei nyinaa akyi no, Abibiman mu mpaninfoɔ bi nom 
pɛ sɛ wɔ fa abɛɛfo kwantenpɔn so de pere tumi, na wɔsane nso hyɛ wɔn man so”.

Wɔ 2019 CIPESA atwerɛeɛ mu no, wɔda no adi pefee sɛ mpaninfoɔ bɛyɛ aduonu 
mmienu  a wɔdeda Abibiman ahodoɔ bi ano no hyɛeɛ ma abɛɛfo kwantenpɔn dwu-
madie kɔɔ fam koraa, bɛyɛ mfeɛ anan yi a atwam kɔ yi. Abibiman ahodoɔ nsia a ɛyɛ 
Algeria, Democratic Republic of Congo (DR Congo), Chad, Gabon, Sudan, ne Zimbabwe 
de, wɔn abɛɛfo kwantenpɔn dwumadie sɛeɛ koraa, na ebi nso deɛ, wɔn abɛɛfo nkita-
hodie nso ho tɔɔ kyima.2

Nsɛmmɔne bi sei a saa Abibiman mpaninfoɔ yi yɛeɛ no tia African Declaration on Inter-
net Rights and Freedoms (AfDec)3, ne Universal Declaration of Human Rights (GENERAL 
Assembly Resolution 217 A) mmara ne wɔn nhyehyɛeɛ.4

Abɛɛfo mfidie so dwumadie akwanya ne sɛ onipa bɛde ne ho wɔ abɛɛfo kwantenpɔn 
dwumadie mu. Sɛ onipa bɛde ne ho wɔ n’adwenkyerɛ mu, na obiara nso ntumi nhyɛ ne 
so. Nhwɛsodeɛ bi ne fawohodie nhyehyɛeɛ ahodoɔ a United Nations Universal Declara-
tion of Human Rights ahyehyɛ ato hɔ no.5 Wɔ United Nations mmara mu no, ɛtia sɛ 
wobɛsi onipa biara ho kwan sɛ ɔde abɛɛfo kwantenpɔn bɛdi dwuma.6

Ɛwɔ sɛ wotumi ka Abɛɛfo dwumadie ho kwan ne onipa fawohodie bɔ mu, sɛnea nhye-
hyɛeɛ ahodoɔ a ɛbɔ onipa ho ban no nso bɛtumi abɔ wɔn a wɔde abɛɛfo di dwuma no 
ho ban saa ara pɛ.

Universal Declaration of Human Rights (UDHR) yɛ krataa bi a ɛdi mu wɔ abakɔsɛm mu, 
fa onipa fawohodie ho. Sɛ wɔn a wɔtwerɛ saa krataa yi wɔ fapem wɔ mmara ne amam-
merɛ mu wɔ ewiase afanan nyinaa mu no nti no, United Nations General Assembly wɔ
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2. African Charter on Human and People’s Rights

10

Paris , 10 December 1948 (General Assembly Resolution 217 A) , hyɛeɛ sɛ saa Krataa yi 
bɛyɛ nsusudeɛ ma nnipa nyinaa wɔ wiase afanan nyinaa. Ɛhyɛ sɛ, berɛ a ɛdi kan no, 
wɔbɛbɔ onipa fawohodie wɔ wiase afanan nyinaa ho ban. Firi saa berɛ no, wɔatwerɛ 
saa krataa yi firi borɔfo mu de akɔ kasa ahodoɔ bɛyɛ ɔha nnum.7

African Charter on Human and People’s Rights, a wɔsan frɛ no Banjul Charter yɛ wiase 
afanan nyinaa kyidɔm kuo a wɔhwɛ sɛ nnipa ahobanbɔ ho nhyehyɛeɛ bɛkɔ n’anim wɔ 
Abibiman mu. Wɔkyekyeree saa ekuo yi wɔ June 1, 1981, na wɔhyɛɛ aseɛ sɛ wɔde di 
dwuma wɔ October 21, 1986. Saa Kuo yi ne Organisation of African Unity fapem, na 
ɛhwɛeɛ sɛ ɛmfa akwansidie biara ɛnsi kuo yi ma ahodoɔ ho kwan wɔ nnipa ahobanbɔ 
mu. Na Sɛdeɛ wɔn botaeɛ yi bɛgyina nti no, wɔhyɛɛ ɔman biara sɛ wɔde obuo kɛseɛ 
bɛma mmara biara a w’ahyehyɛ no, na ɛtu ahyɛ ayɔnkofa a ɛda wɔn ho wɔn ho no mu.8

3. African Declaration on Digital Rights
Abibiman atua te wɔ abɛɛfo kwantenpɔn fawohodie yɛ Abibiman anamɔntuo sɛ wɔde 
bɛhyɛ nnipa ahobanbɔ nhyehyɛeɛ mu kena na atumpɔn wɔ Abibiman mu, na aboa ma 
nhyehyɛeɛ biara a ɛfa abɛɛfo kwantepɔn ho no ɛtumi agyina wɔ Abibiman mu. Saa 
anamɔntuo yi ne sɛ wɔbɛhwɛ na nhyehyɛeɛ biara a ɛho hia wɔ nnipa ho banbɔ wɔ 
abɛɛfo kwantenpɔn dwumadie mu no bɛwie pɛ yɛ, na atumi aboa Abibiman kankɔ. Saa 
anamɔntuo yi fapem nyinaa gyina Abibiman nhyehyɛeɛ wɔ krataa so a ɛbɔ nnipa ho 
ban, a African Charter on Human and Peoples Rights (1981), ɛne the Windhoek Decla-
ration on Promoting an Independent and Pluralistic African Press of  1991, African 
Charter on Broadcasting (2001), Declaration of Principles on Freedom of Expression in 
Africa (2002) ɛne African Platform on Access to Information Declaration (2011).9

4. African Union Declaration of Principles on Freedom of Expression 
and Access to Information in Africa

Saa kuo yi a wɔhwɛ sɛ nnipa kasa fawohodie ho nhyehyɛeɛ no bɛgyina no hyɛɛ aseɛ wɔ 
2002, a na African Commission on Human and People’s Rights foɔ na na wɔtae akyi. 
Saa krataa yi yɛ nhwɛsodeɛ sɛ wɔde bɛhwɛ Abibiman ahodoɔ no mmɔdenbɔ wɔ nnipa 
fawohodie nhyehyɛeɛ ne nsɛmnsɛm ho.10

5. African Union Declaration on Internet Governance
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1.4 Abɛɛfo Kwantenpɔn Ahobanbɔ so foɔ 

11
12

Mfoni a ɛtɔ so 2: Abɛɛfo Kwantenpɔn Ahobanbɔ so foɔ

Abibiman anamɔntuo kuo a wɔhwɛɛ abɛɛfo kwantenpɔn so yi fapem firi adwenkyerɛ 
ahodoɔ sɛdeɛ ɛbɛyɛ a ɛde mfasoɔ papa bɛbrɛ Abibiman na asane ɛtumi de nkabom 
aba, na wɔatumi aka wɔn tiri abom de nsusuiɛ papa a ɛde abɛɛfo kwantenpɔn ho nhye-
hyɛeɛ pa begugu akwan mu, na ama Abibiman afa ne ntoma pa afura.11

6. ECOWAS Protocol on Democracy and Good Governance
ECOWAS nhyehyɛeɛ a ɛfa kabi ma menka bi ne ammamuo pa ho no nso hyɛɛ aseɛ 
December 2001, a aman mpaninfoɔ ahodoɔ a wɔ wɔAbibimanmu no gye tumu, na 
wɔkɔfa baeɛ no hwɛ sɛ wɔbɛyɛ asomdwoeɛ ne ahobanbɔ ho nhyehyɛeɛ ahodoɔ, na afei 
nso wɔde bɛko atia mente meho ase biara ɛwɔ afe 1999 mu.12
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1. AccessNow - https://www.accessnow.org/
AccessNow wɔ ahomatrofoɔ a obi hia mmoa fa ahobanbɔ ho nsɛmnsɛm a, wotumi 
frɛ bisa mmoa. Afei nso wɔboa wɔ sikasɛm afa mu, de ma ankorɛankorɛ nkumaa a 
wɔn nwumadie ne sɛ wɔbɛhwɛ na abɛɛfo kwantempɔn ahobanbɔ no bɛgyina.

2.
 

AfricanDefenders - https://africandefenders.org/

3.
 

Africtivistes - https://www.africtivistes.org/
Africtivistes yɛ kuo a nsɛntwerɛfoɔ a wɔtwerɛ fawohodie nsɛm gu kɔmputa so ma 
ɛterɛ wiase afanan nyinaa. Saa ekuo yi kuta nnipa ahodoɔ 200 a wɔfiri nkuro 
aduasa nnum mu.

4. Association for Progressive Communication (APC) - 
https://www.apc.org/
Saa kuo yi hwɛ sɛ nnipa nyinaa bɛnya akwanya de abɛɛfo kwantenpɔn adi dwuma, 
na ama wɔn abrabɔ atu mpɔn.

5.
 

Association of Media Women in Kenya (AMWIK) - http://amwik.org/
Kuo yi yɛ mmaa kuo a wɔn botaeɛ ne sɛ wɔbɛ pua mmaa wɔ mpanindie mu.

6.

 

Article 19 - https://www.article19.org/
Article 19 kuo no kuta nkorabata mmienu; sɛ onipa bɛka, anaa sɛ onipa bɛhunu. 
Yei hwɛ sɛ onipa biara bɛtumi akyerɛ n’adwene, na waka ne bo so asɛm wɔ abrɛ a 
obiara ntumi nsi ne ho kwan.

7.

 

Cc-Hub - https://cchubnigeria.com/
Saa kuo yi na nnipa dodoɔ no ara frɛ no ‘Cc-HUB’ anaa ‘the HUB’ no, na ɛyɛ akwan-
ya bi a nnipa ahoroɔ bi a wɔwɔ Nigeriaa wakoadɛre wɔ abɛɛfo dwumadie ho kwan 
hyia kyerɛ kyerɛ wɔn adwene ne wɔn nimdeɛ.

Yei yɛ kuo bi a Abibiman nkuro ahodoɔ bi a nnipa fawohodie ho nsɛm hia wɔn paa 
yie no dɔm. Saa kuo yi yɛ ekuoekuo afoforɔ anum bi a wɔfiri Abibiman mu a wɔn 
aka wɔn ho abɔ mu sɛ wɔde bɛhwɛ nnipa fawohodie ho nsɛm ne ahobanbɔ.

Nnipa dodow a wodi abɛɛfo kwantenpɔn ahobanbɔ mu akotene no ara wɔ anammɔn-
tuo ahodo a wɔde sɔ ɔhaw a nsɛntwerɛfoɔ ne afoforɔ nso a wɔhwɛ nnipa ahobanbɔ ho 
nsɛmnsɛm taa hyia no. sɛ obi hia mmoa bi a ɛfa nsɛm bi a ɛte sei no ho a, wɔtumi kɔ bɔ 
saa kuo yi pono kɔpɛ mmoa.
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8. Central Africa Human Rights Defenders Network (Réseau des 
Défenseurs des Droits Humains en Afrique Centrale – REDHAC) - 
https://defenddefenders.org/africandefenders/
Saa kuo yi a ɛhwɛ nnipa fawohodie ahobanbɔ nsɛm wɔ Abibrem no botaeɛ ne sɛ, 
wɔbɛhwɛ akwansidie ahodoɔ a ɛtia nnipa fawohodie, ne dawurobɔ, sɛ nnipa fawo-
hodie bɛtu mpɔn wɔ Abibrem.

9. Collaboration on International ICT Policy in East and Southern 
Africa (CIPESA) - https://cipesa.org/
Wɔ Kampala, Uganda no, CIPESA yɛ Abɛɛfo Kwantenpɔn nhyehyɛeɛ kuo a wodi 
dwuma wɔ Apueɛ ne Atɔeɛ afam wɔ Abibrem, na whwɛ sɛ nhyehyɛeɛ biara a ɛfa 
abɛɛfo kwantenpɔn ho wɔ Abibrem no bɛyɛ adwuma.

Amereka ankorɛankorɛ kuo a wɔwɔ New York, a wɔn adwumayɛfoɔ ahodoɔ wɔ 
wiase afanan nyinaa awɔ hwɛ sɛ nsɛntwerɛfoɔ nyinaa bɛnya wɔn fawohodie.

Yei yɛ ahobanbɔ kuo a wɔn botaeɛ ne sɛ wɔbɛboa ekuo ahodoɔ no wɔ ahobanbɔ 
mu.

10. Committee to Protect Journalists (CPJ) - https://cpj.org/

11.
 

Cyber Security Africa - https://www.cybersecurityafrica.com/

12.

 

Defend Defenders - https://defenddefenders.org/
Wɔn botaeɛ nso ne sɛ wɔbɛbɔ nnipa fawohodie ho ban, na wahwɛ sɛ nnipa fawo-
hodie bɛtu mpɔn wɔ Apueɛ afa mu wɔ Abibiman mu.

Yei yɛ ekuoekuo ahodoɔ a wɔwɔ nimdeɛ pii wɔ abɛɛfo kwantenpɔn ahobanbɔ nsɛm 
ho, a wɔhwɛ sɛ ankorɛankorɛ ahodoɔ, nnipa fawohodie ahobanbɔfoɔ, nsɛntwerɛfoɔ 
ne nnipa kuo ahodoɔ, ɔman mu mpaninfoɔ, nnipa akukudam bi ne nsɛmmɔnefoɔ bi 
ani taa sa wɔn no bɛnya ahobanbɔ.

Freedom House nso yɛ kuo bi a ɛfiri Amereka, a, wɔyɛ mpɛnsɛnmpɛnsɛnmu fa 
nnipa fawohodie ne amanyɔsɛm ho.

13.

 

Digital Security Alliance (DSA) – 
https://defendersprotection.org/the-digital-security-alliance/

14.

 

Freedom House - https://freedomhouse.org/

15.

 

Frontline Defenders - https://www.frontlinedefenders.org/
Kuo yi firi Dublin, wɔ Ireland, na ɛhyɛɛ aseɛ 2001, sɛ wɔde bɛbɔ wɔn a wɔhwɛ afo-
forɔ fawohodie nsɛmnsɛm so no ho ban.
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16. Gambia Cyber Security Alliance - 
http://gamcybersecurityalliance.com/
Yei yɛ kuo a ɛwɔ Gambia, na ɛbɔ abɛɛfo kwantenpɔn ahobanbɔ ho dawuro, sɛ 
obiara bɛhunu ɔkwan a wɔbɛtumi abɔ wɔn ho ban afiri akwansidie ahodoɔ ano.

17. Gambia Press Union - http://www.gambiapressunion.org/our-work/
Gambia Press Union yɛ nsɛntwerɛ kuw bi a ɛwɔ Gambia, a, nsɛntwerɛfoɔ bi na 
wɔhyɛɛ aseɛ wɔ afe 1978 mu s3 wɔde bɛpia nsɛntwerɛ dwumadie no.

19. Kenya ICT Action Network (KICTANET) - https://www.kictanet.or.ke
Saa kuo yi yɛ ankorɛankorɛ ahodoɔ bi a wɔwɔ nimdeɛ pii fa abɛɛfo kwantenpɔn ho, 
na wɔyɛ nhyehyɛeɛ, si fapem de boa kɔmputa dwumadie ho. Saa kuo yi dwumadie 
no wɔ gyinapɛn ahodoɔ anan bi te sɛ fapembɔ nhyehyɛeɛ, nhwehwɛmu, 
nkyerɛkyerɛ, ɛne sɛ wɔbɛtaa ahyiahyia wɔn ho atoatoa adwene. KICTANET san nso 
hwɛ sɛ, wɔbɛ toatoa adwene de asi osiakwan ahodoɔ biara ho kwan.

20. Media Foundation for West Africa (MfWA) - https://www.mfwa.org/
Wɔhyɛɛ saa kuo yi ase wɔ Ghana, Nkran Kuropɔn mu wɔ afe 1997 , sɛ  ankorɛan-
korɛ a wɔtaa wɔn a wɔbɔ nnipa fawohodie ho ban, nsɛntwerɛfoɔ ne nnipakuo 
ahodoɔ fa kabimamenkabi ho.

21. Media Legal Defense Initiative (MLDI) - 
https://www.mediadefence.org/
Ankorɛankorɛ kuo yi yɛ mmaranim kuo a ɛhyɛɛ aseɛ wɔ afe 2008 mu, sɛ wɔde 
mmoa biara a ɛfa mmara ho bɛboa nsɛntwerɛfoɔ. Wɔsan nso boa sɛ wɔbɛtete 
nsɛntwerɛfoɔ wɔ mmaranim ho na atumi aboa wɔn wɔ wɔn nwumadie ho, na afei 
nso, aboa mmaranimfoɔ ahodoɔ a wɔn nwumadie titire no hwɛ nsɛntwerɛfoɔ 
fawohodie ho.

22. National Coalition of Human Rights Defenders – Kenya (NCHRD-K) - 
https://defenderscoalition.org/
Saa kuo yi yɛ Kenya ɔmanmuo no nyinaa kuo a ɛtaa wɔn a wɔbɔ nnipa fawohodie 
mmaransɛm ho ban akyi, sɛ ɛbɛyɛ adwuma na asi akwansidie ahodoɔ no ho kwan.

18. Human Rights Defenders Network - Sierra Leone (HRDN-SL) https:// 
namati.org/network/organization/pan-african-human-rights-de-
fenders-network/
Saa kuo yi yɛ ekuoekuo ahodoɔ a wɔhwɛ nnipa fawohodie nsɛm. Wɔdɔm saa kuo yi 
sɛ wɔde bɛbɔ nnipa ho ban ɛfa fawohodie ne asomdwoeɛ ho. Wɔhyɛɛ saa kuo yi 
ase sɛ kuo kumaa bi a na wɔhyɛ Pan African Human Rights Defenders Network 
(PAHRDN) a wɔwɔ Uganda, ne West African Human Rights Defenders Network 
(WAHRDN) a, wɔn nso wɔ Togo, a, International Service for Human Rights (ISHR) 
nso a wofiri Geneva tae akyire.
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23. Paradigm Initiative (PIN) - https://paradigmhq.org/
Paradigm Initiative nso boate ne sɛ wɔbɛboa ankorɛankorɛ a wɔbɔ abɛɛfo kwan-
tenpɔn fawohodie ho nsɛm dawuro, sɛ ɛbɛboa na nnipa dodoɔ a wɔfiri ohia mu no 
atumpɔn. Paradigm Initiative botaeɛ baako nso ne sɛ wɔbɛnwono nhyehyɛeɛ a 
ɛbɛboa abɛɛfo kwantenpɔn fawohodie ho nsɛm wɔ Abibiman mu.

24. Pollicy - https://pollicy.org/
Pollicy nso gyina hɔ ma beaeɛ a wɔboa aban dwumadie ahodoɔ wɔ abɛɛfo kwan-
tenpɔn so, fa nkitahodie ne adwentoa ho.

25. Safe Sisters - https://safesisters.net/
Safe sisters yɛ kuo a mmaa a wɔdi nnipa fawohodie nsɛm ho akotene ne nsɛnt-
werɛfoɔ dɔm .Saa nnipa kuo yi fa nteteeɛ ahodoɔ so kyerɛ kuo mma no ɔkwan a 
wɔbɛfa so abɔ wɔn ho ban afiri abɛɛfo kwantenpɔn akwansidie ahodoɔ no ano, na 
atumi ama wɔn abrabɔ atu mpɔn.

26. Women Human Rights Defenders (WHRD) - 
https://www.peacewomen.org/
Saa Kuo yi mu nnipa no dodoɔ no yɛ mmaa a wɔdi nnipa fawohodie ahobanbɔ mu 
akotene, a nea wɔyɛ titire ne sɛ wɔbɔ mmaa fawohodie ho ban.

27. Women of Uganda Network (WOUGNET) - https://wougnet.org/
WOUGNET kuo yi nso hyɛɛ wɔn dwumadie aseɛ wɔ afe 2000, sɛ wɔbɛboa mmaa na 
wahyɛ wɔn nkuran afa abɛɛfo kwantenpɔn dwumadie ho, ne akwan ahodoɔ a 
wɔfaso bɔ dawuro ne nkitahodie.
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1.5 Abɛɛfo mfidie so dwumadie akwanyae 
nnwuma a Ɛhohia

 

RELEVANT

EVENTS
DIGITAL RIGHTS

African School on Internet 
Governance (AfriSIG)

Cc-HUB Digital Security 
Demo Day

Digital Rights and 
Inclusion Forum (DRIF)

East Africa Cyber 
Security Convention

Forum on Internet Freedom in 
Africa (FIFAfrica)

Regional Initiatives / Schools of Internet Governance
East Africa School of Internet Governance (EASIG) 
West Africa School of Internet Governance (WASIG)

National Initiatives / Schools of Internet Governance
Kenya School of Internet Governance (KeSIG) 
Nigeria School of Internet Governance (NSIG) 
South Sudan School of Internet Governance (SSSIG) 
Tanzania School of Internet Governance (TzSIG)
Arusha Women School of Internet Governance (AruWSIG)

West Africa

Internet

Governance

Forum

Mfoni a ɛtɔ so 3: Abɛɛfo mfidie so dwumadie akwanya nnwuma a Ɛhohia

Afe biara, wɔ Abibiman mu no, dwumadie ahodoɔ pii a ɛfa abɛɛfa kwantenpɔn ne 
ahobanbɔ ho nsɛmnsɛm taa kɔ so, na ɛma akukudam ahodoɔ a wɔfiri nkuro ahodoɔ pii 
so bɛhyia, fa adwene san de nsusuiɛ ahodoɔ to dwa.

1. African School On Internet Governance (AfriSIG):
Yei yɛ kɔmputa nteteeɛ anamɔntuo a ɛma Abibiman akwanya de nya osua hunu ne 
akukuduro, ɛyɛ akwanya kɛseɛ ma Abibiman sɛ wɔtumi kyerɛ deɛ wonim fa abɛɛfo 
kwantenpɔn ho wɔ wiase afanan nyinaa. https://www.apc.org/en/project/afri-
can-school-internet-governance-afrisig

2. Cc-HUB Digital Security Demo Day:
Nnwuma kuo, adesuafoɔ, ankorɛankorɛ ne nkitahodie mpɛnsɛnpɛnsɛnmufoɔ wɔ 
Nigeria Kuropɔn Lagos, ne wɔn a wɔfiri akyirekyire taa hyia sua abɛɛfo kwantenpɔn 
akwansidie ahodoɔ ne ɔkwan a wɔfaso si ano kwan. https://cchubnigeria.com/c-
chub-hosts-first-cybersecurity-conference/

3. Digital Rights And Inclusion Forum (DRIF):
Yei yɛ kasahodoɔ kuo a Paradigm Initiative foɔ na wɔhyɛ aseɛ. Wɔ Oforisuo
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bosome biara mu no, ankorɛankorɛ dwumadiefoɔ, kɔmputa nwuma kuo ahodoɔ, 
aman aman mu mpaninfoɔ, ne adesua mu akukudam hyia susu abɛɛfo kwanten-
pɔn ho nsɛm a ɛfa ahobanbɔ ho. https://drif.paradigmhq.org/

 

1.6 Abɛɛfo mfidie so dwumadie akwanya nsɛm a 
esisi

 

https://tinyurl.com/y5p57qkw
https://tinyurl.com/y3fedl7f
https://tinyurl.com/y324dmeu
https://tinyurl.com/y63gbr3m

1.7

 

Nhoma yi nyinaso tɔfabɔ

 

  

4. East Africa Cyber Security Convention:
Saa kuo yi a ɛwɔ Apueɛ afa wɔ Abibrem no hwɛ sɛ adesuafoɔ bɛnya nimdeɛ ne 
osuahunu wɔ ɔkwan a wɔfa so bɔ wɔn ho ban firi abɛɛfo kwantenpɔn ho akwans-
idie ho. https://cloudsecurityalliance.org/csa_events/east-africa-cy-
ber-security-convention/

5. Forum on Internet Freedom in Africa (FIFAfrica):
Saa kuo yi hyia Ɛbɔ bosome biara a CIPESA a wɔhyɛ aseɛ yi hwɛ sɛ kɔmputa adesua 
bɛtu mpɔn wɔ abibrem a ɛka biara nni ho. https://cipesa.org/fifafrica/

6. Regional Initiatives/ Schools on Internet Governance:
East Africa School of Internet Governance (EASIG)
West Africa School of Governance (WASIG)

7. National Initiatives/School of Internet Governance:
Kenya School of Internet Governance (KeSIG)
Nigeria School of Internet Governance (NSIG)
South Sudan School of Internet Governance (SSSIG)
Tanzania School of Internet Governance (TzSIG)
Arusha School of Internet Governance (AruWSIG)

Ɛda adi pefee wɔ Abibiman ahodoɔ bi te sɛ Cameroun, Nigeria, Tanzania ne Zimbabwe 
sɛ wɔsɔre tia nsɛntwerɛfoɔ fawohodie ne wɔn dwumadie wɔ abɛɛfo kwantenpɔn so, ɛfa 
mmara anaa atɛnmmuafoɔ nhyehyɛeɛ bi so sɛ wɔbɛkum kɔmputa so dwumadie no 
koraa

bosome biara mu no, ankorɛankorɛ dwumadiefoɔ, kɔmputa nwuma kuo ahodoɔ, 
aman aman mu mpaninfoɔ, ne adesua mu akukudam hyia susu abɛɛfo kwanten-
pɔn ho nsɛm a ɛfa ahobanbɔ ho. https://drif.paradigmhq.org/
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Dwumadie ahodoɔ a wɔn a wɔhwɛ sɛ abɛɛfo kwantenpɔn fawohodie ho nsɛmnsɛm, 
nsɛntwerɛfoɔ ne ankorɛankorɛ ahodoɔ no di mu paa yie, esiane wɔn mmɔdenmmɔ sɛ 
wɔpɛ mmuaeɛ de si ɔhaw ahodoɔ a ɛtaa mmem ɔman no.

Akandifoɔ a wɔwɔ Abibiman ahodoɔ bi so no tirimpɔ ne wɔn nhyehyɛeɛ sɛ wɔbɛfa 
mmara ne nhyehyɛeɛ ahodoɔ so sɛ wobɛsi abɛɛfo kwantenpɔn dwumadie ho kwan no 
si nnipa fawohodie ho kwan, na ɛtia wɔn asomdwoeɛ ne ayɔnkofa ho nso. Na, ɔkwan 
baako a wɔbɛfa so asi biribi saa ho kwan no ne sɛ nnipakuo ahodoɔ a abɛɛfo kwanten-
pɔn dwumadie ho hia wɔn no bɛka abom na way3 baako.

https://tinyurl.com/y2ynk6oc
https://tinyurl.com/y3r9t974
https://tinyurl.com/y2v9ucfl

1.8 Nhoma yi mu animdefo ahorow no ns3m

https://tinyurl.com/yyt8kkhp
https://tinyurl.com/y5eku8et
https://tinyurl.com/y4l6lwkg
https://tinyurl.com/y38k8mut
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Ti a ɛtɔ so II 

2.1 Abɛɛfo dwumadie ne kwantenpɔn ho banbɔ

 

a.

 

Ɔkwan a wɔfa so bɔ wɔn ho ban 

190,000,000 Mails

194,444 tweets

19,000,000 WhatsApp texts

4,500,000,000 Billion people
(50%) of the world population is connected online

Mfoni a ɛtɔ so 4: Abɛɛfo kwantenpɔn so dwuma di wɔ mmere baako mu

Abɛɛfo dwumadie ne kwantenpɔn ahobanbɔ asekyerɛ ara ne ɔkwan a obi bɛfa so na 
dwuma biara a ɔbedi wɔ kɔmputa so no ɛnkɔda adi wɔ afoforɔ nsam.

Nansa yi, nhwehwɛmu kyerɛ sɛ, nnipa ɔpepepee anan ne akyire, anaa bɛyɛ nnipa 
nyinaa a ɛwɔ asaase yi so mu nkyɛmu mmienu, na wɔde abɛɛfo kwantenpɔn di dwuma, 
a ɛda adi pefee nso sɛ saa nnipa yi mu dodoɔ no nso ara na wɔyɛ akwanmukafoɔ. Na 
sɛnea, nnipa dodoɔ no nso a wɔde abɛɛfo kwantenpɔn di dwuma pa, te sɛ nsɛntwerɛ-
foɔ, mmaranimfoɔ ne wɔn a ɛka ho no bɛtumi abɔ wɔn ho ban afiri abɛɛfo kwantenpɔn 
so akwanmukafoɔ ho no, wɔde nhyehyɛeɛ ahodoɔ bi agu hɔa, ɛwɔ sɛ wɔdi soɔ.
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b. Abɛɛfo kwantenpɔn ahonidie 

Mfoni a ɛtɔ so 5: Abɛɛfo kwantenpɔn ho ahobanbɔ ne ahonidie 

Abɛɛfo kwantenpɔn ahonidie ne sɛ wobɛdi wo kɔmputa ni, na dwumadie biara nso a 
wobɛdi no, ɛho bɛtwa kama, na ahosuo ne mfonini biara bɛda n’akwan mu nso.

c. Ahonidie Ho Mfaso
Sɛwokora nkitahodie anaa wo nsɛm biara wɔ abɛɛfo kwantenpɔn so yie a, ɛtumi boa bɔ 
wo ho ban firi akwanmukafoɔ ho. Obi a wobɔ woho ban deɛ, ɛwɔ sɛ wobɔ mmɔden sɛ 
wobɛdi ahonidie nhyehyɛeɛ biara so.
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2.2 Ahonidie Nhyehyɛeɛ No Bi 

2.
Always have a 
current/updated 
anti-virus running.

3.
Avoid 
phishing 
scams.

4.
Use a complex 
password or a 
password manager.

5.
Be careful what you 
click; a disreputable 
website can link you 
to cyber criminals 
and bad actors.

6.

Never leave your computer or 
devices unattended. Lock any 
screens when you head to the 
restroom. An open system is 
an open invitation to your data.

1.
Keep your systems 
and software up to 
date

8.
Protect 
your data.

9.
For all personal files, backup your data! You 
never know when you may lose your hard 
drive, and if the data will be recoverable. 
There are many cloud storage options, an 
external drive is also an option.

10.

When shopping online, or sharing sensitive 
data, be sure you are sending information 
encrypted by looking for “https” or the lock 
icon in your address bar.

11.
Be smart about 
what you share 
(and don’t share) 
on social media.

12.

In the physical world, be 
careful of social engineering. 
This can be an attempt by a 
stranger to pull information 
from you that you wouldn’t 
share online.

7.
Create a pin for your 
mobile device, and try 
to never leave it on in 
an airplane.

Mfoni a ɛtɔ so 6:  Hwɛ sɛ ahobanbɔ ho bɛhia wo wɔ abɛɛfo kwantenpɔn so
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a. Hwɛ sɛ ahobanbɔ ho bɛhia wo wɔ abɛɛfo kwantenpɔn so

b. Atomudeɛ Ne Nsosiedua 

13
14
15
16

19
20

Nneɛma ahodoɔ bi wɔ hɔ a wobɛyɛ de abɔ wo ho ban wɔ aberɛ a ɛho nhia koraa sɛ 
wobɛsɛe sika de akɔtɔ nimdeɛ foforɔ bi koraa. Saa nneɛma yi bi na edidisoɔ yi.

1.    Bɔ mmɔden sɛ wo kɔmputa so nhyehyɛeɛ ne dwumadie no ne berɛ hyia aberɛ 
biara.13

2.    Hwɛ sɛ dwumadie a ɛko tia kɔmputa so mmoawa (virus) no ne bere hyia.14

3.    Hwɛ sɛ wonkɔ keleke adeɛ biara a ɛho mma wo mfasoɔ biara, wotae yɛ saa a, 
wobɛtumi de wo ho akɔ hyɛ akwanmukafoɔ nsam.15

4.    Hwɛ sɛ abrɛ biara wo kɔmputa nna hɔ kwa, na obiara atumi anya ho kwan. Taa 
fa ahyɛnsodeɛ to wo kɔmputa so, na abrɛ biara a wobɛsɔ no, wode abue.16

5.    Hwɛ sɛ abrɛ biara no, wobɛnya siebea foforɔ de ama wo dwumadie biara a 
wobɛdi no wɔ wo kɔmputa so.
6.    Sɛ woredi dwa anaa sɛ nkitahodie bi wɔ kɔmputa kwantenpɔn so a, abrɛ biara 
hwɛ sɛ wobɛhunu saa ahyɛnsodeɛ yi ‘’https’’ wɔ beaeɛ a adrɛse wɔ no ansa.
7.    Hwɛ sɛ ɛnyɛ biribiara na wobɛkyekyɛ ama afoforɔ, hwɛ sɛ adekorɔ no firi beaeɛ 
pa bi.17

8.    Hwɛ sɛ ɛnyɛ nsɛm biara a ɛfa wo ho na wode bɛto dwa, nsɛm bi te sɛ w’awoda, 
wo mfeɛ , beaeɛ a wote ne nea ɛkeka ho.
9.    Hwɛ sɛ abrɛ biara no w’ani bɛkɔ dwumadie biara a wobɛdi no abɛɛfo kwanten-
pɔn no so yie. 18

10.  Sɛ woredi gua wɔ abɛɛfo kwantenpɔn gua so, anaa sɛ wode asɛm kɔ ma obi a, 
hwɛ sɛ ɔkwan a wo nam so no kita nkyerɛwee “https” anaa sɛ krado ahyɛnsodeɛ bi 
da beaa a adrɛɛse no wɔ no. 
11.  Hwɛ nea wode kɔma afoforo no yie wɔ kwantenpɔn ayɔnkofabea (social media) 
so.19

12.  W’abrabɔ mu ankasa no, hwɛ sɛ obi mfa kwatikwan biara nnya wo ho nsɛm. 
Wei betumi ama obi anya woho nsɛm bi tesɛ w’awoda, beae a wotaa gye w’ani, 
w’ayɛnmmoa din ne nea ɛkeka ho.
13.  Hwɛ sɛ w’ani nso bɛkɔ wo sikasem ne abɛɛfo kwantenpɔn so ayɔnkofa so dwu-
madi nso yie.20

Sɛ wopɛ ɔkwan bi a wode bɛbɔ wo abɛɛfo kwantenpɔn no ho ban a, ade baako a ɛwɔ sɛ 
wo hwehwɛ akyire kwan ne ɔkwan a wode atomudeɛ (password) bɛyɛ adwuma. Atom-
udeɛ yɛ ahyɛnsodeɛ a yɛde to kɔmputa anaa abɛɛfo kwantepɔn dwumadie bi so, sɛnea 
obiara ntumi nnya wo nnwuma a wodi no ho kwan, agyesɛ nea wode saa atomudeɛ yi 
ama no, na wama no kwan.
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c. Nea wɔde yɛ atomudeɛ 

 
d.

 
Nea wɔde atomudeɛ yi ho mfasoɔ

 

e. Atomudeɛ ahwɛsofoɔ

Atomudeɛ ahwɛsofoɔ:

 • Hwɛ sɛ wobɛyɛ atomudeɛ a onipa biara ntumi mfa n’adwene nhunu.

 • De w’atomudeɛ yi sie yie.

 • Bɔ w’atomudeɛ yi ho ban, hwɛ sɛ wode ahyɛnsodeɛ bi bɛfrafra w’atomudeɛ 
mu.21

21
22

Nea wɔde yɛ atomudeɛ yi yɛ nimdeɛ sononko bi a wahyɛda ayɛ de boa yɛ atomudeɛ. 
Yei boa ma wotumi yɛ atomudeɛ a obiara ntumi nnya ho kwan.

Nea wɔde yɛ atomudeɛ yi boa wɔn a abrɛ biara ɛwɔ sɛ wɔde atomudeɛ bue wɔn kɔmpu-
ta ansa na watumi adi wɔn nnwuma.

Atomudeɛ ahwɛsofoɔ yɛ nimdeɛ bi a wɔde yɛ atomudeɛ siebeaeɛ, sɛdeɛ ɛbɛma w’atumi 
asie atomudeɛ dodoɔ no ara wɔ abrɛ a ɛho nhia sɛ wode bɛto wo tirim. Atomudeɛ 
dodoɔ no ara wɔ faako, na ɛho nhia sɛ wode bɛto wo tirim.

KeePassXC yɛ atomudeɛ ahwɛsofoɔ no mu bi a wotumi de sie wɔ wo kɔmputa 
dɛsktɔp22 no so. KeePassXC yi dwuma a ɛdi no, ɛntumi nsie nsakrayɛ biara 
prɛkopɛ, enti sɛ ɛkɔba sɛ asɛe a, wontumi nnya wo dwumadie a wodii wɔ so no 
biom, agyesɛ wodi kan yɛ ɛho nhyehyɛeɛ wɔ wo kɔmputa sɛtens hɔ ansa. Kae sɛ, 
sɛ wode saa atomudeɛ ahwɛsofoɔ yi di dwuma a, ɛtesɛ wode wo nkosua nyinaa 
agu kɛntɛn baako mu, na wode wonkwa ne ne wo mmerɛ nyinaa wɛn, asodie a 
ɛwɔ ho ne sɛ, sɛ obi nya saa kɛntɛn yi ho kwan a, na wanya nkosua yi nyinaa nso 
ho kwan.
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2.3 Atomudeɛ ho akwanhyia  

a. Sɛ obi de bɔsramka bɛhunu wo atomudeɛ

23

Mfoni a ɛtɔ so 7: Atomudeɛ a emu yɛden

Ɔkwan ahodoɔ pii wɔ hɔ a obi bɛtumi afa so de ahunu wo atomudeɛ23, na ebi ne sɛ obi 
bɛyɛ nhwehwɛmu kakra afa wo ho. 2019 CNNfoɔ nhwehwɛmu a wɔyɛeɛ no da saa 
nneɛma a edidisoɔ yi adi sɛ atomudeɛ a nnipa pii taa de di dwuma.

Saa atomudeɛ ahodoɔ yi a yabobɔ so yi yɛ atomudeɛ a obi bɛtumi de bɔsramka atumi 
ahunu.

1.     12345
2.     123456789
3.     Qwerty
4.     password
5.     111111
6.     12345678
7.     Abc123
8.     1234567
9.     Password1
10.   12345
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b.

 

Ebinom de aniɔdenso hwehwɛ w’atomudeɛ

 

Sɛ ɛbɛyɛ na wobɛhunu watomudeɛ nti, wotumi keka ntwerɛeɛ ne ahyɛnsodeɛ ahodoɔ 
no bobom sɛ wobɛhunu anaa. Saa ɔkwan yi, nnipa a wɔde atomudeɛ tiatia di dwuma 
no na wɔtaa nya wɔn ho kwan. Sɛ w’atomudeɛ no yɛ tenten kakra a, ɛtumi yɛ den paa 
ara yie sɛ obi bɛtumi anya woho kwan.

**************

*************

************

***********

**********

*********

********

*******

******

*****

****

*** 0.86 seconds

1.36 minutes

2.15 hours

8.51 days

2.21 years

2.10 centuries

20 millennia

1,899 millennia

180,365 millennia

17,184,705 millennia

1,627,797,068 millennia

154,640,721,434 millennia

0.02 seconds

0.46 seconds

11.9 seconds

5.15 minutes

2.23 hours

2.42 days

2.07 months

4.48 years

1.16 centuries

3.03 millennia

78.7 millennia

2,046 millennia

Password Length All Characters Only Lowercase

Hwɛ yie sɛ womfa nea edidisoɔ yi mu bi nnyɛ w’atomudeɛ:

Nsɛm a ɛwɔ abɛɛfo kwantenpɔn so no yɛ nwanwa yie, enti ɛyɛ a ɛnyɛ hu koraa sɛ obi 
bɛtumi de bɔsramka atumi ahunu watomudeɛ.

•     Wo din, w’abusuani bi din, anaa w’adamfo bi din
•     W’awoda, w’adamfo bi awoda, anaa w’abusuani bi awoda
•     W’ayɛnmmoa din
•     Beaeɛ a woteɛ anaa beaeɛ a watena pɛn, nkuro ne din a wɔde atoto wakwan.

Mfoni a ɛtɔ so 8: Atomudeɛ tenten anaasɛ nea ɛyɛ den

Hunu sɛ, bere a wɔde bue atomudeɛ ani anaa wɔde nya atomudeɛ ho kwan no dodoɔ 
no ara gyina ahyɛnsodeɛ ahodoɔ a wode ka w’atomudeɛ ho. Atomudeɛ a ekura ahyɛn-
sodeɛ ahodoɔ ahodoɔ no, nsonsoe a ɛda 6, 7, 8 ne 9 ahyɛnsodeɛ no ntam no yɛ nna, ne 
mfi bebree. Afei nso, san hunu mpɛn dodoɔ a wɔde nya atomudeɛ a ekura ahyɛnsodeɛ 
ahodoɔ ahodoɔ no ho kwan, ne mpɛn dodoɔ nso a wɔde nya atomudeɛ a wɔn tenten 
nyinaa yɛ pɛ nso wɔde nkyerɛwee nketewa na ayɛ no.
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c. Sɛ wobɛyɛ atomudeɛ a ɛmu yɛ den na obiara nnya ho kwan
Atomudeɛ a wode adi dwuma bi pɛn no, wotaa de di dwuma biom a ɛtumi ma obi nya 
wo ho kwan. Sɛ onipa bɔnefoɔ nsa ka saa atomudeɛ yi a, wotumi nya wo nnwuma pii 
ho kwan, enti na ɛho bɛhia sɛ abrɛ biara wobɛnya atomudeɛ a ɛmu yɛ den.24

d. Sɛ wode Dice bɛyɛ atomudeɛ a ɛmu yɛ den
Atomudeɛ ahodoɔ pii a ɛmu yɛ den wɔ hɔ a wobɛtumi de ato wo tirim, atomudeɛ bi te 
sɛ:

e. Sɛ wode atomudeɛ bi bɛma kɔmputa ahodoɔ bi
Sɛ wode atomudeɛ ahwɛsofoɔ di dwuma a, ɛtumi ma wotumi de atomudeɛ baako di 
dwuma wɔ kɔmputa pii so. Yei kyerɛ sɛ, sɛ wode atomudeɛ baako di dwuma wɔ kɔmpu-
ta baako so a, ɛsɛ sɛ, saa atomudeɛ no ara na ɔfoforɔ bi nso bɛtumi de adi dwuma wɔ 
kɔmputa foforɔ bi so. Atomudeɛ ahwɛsofoɔ yi, wode di dwuma a, ɛtumi sie atomudeɛ 
wɔ icloud . Sɛ ɛkɔba sɛ atomudeɛ yi ho behia na wode adi dwuma bi a, saa ahwɛsofoɔ yi 
bɛtumi akɔyi34 atomudeɛ no apue. Atomudie ahwɛsofoɔ yi wɔ ahoɔden sɛ ɛtumi de 
atomudeɛ sie, nanso ɛtɔ da bi a, ɛho tumi tɔ kyima. Sɛ wosie wo atomudeɛ ahwɛfo yi 
wɔ wo kɔmputa ne wo icloud so a, ɛho nhia mma onipa bɔnefoɔ sɛ wɔbenya wo kɔmpu-
ta no kwan kan ansa, deɛ ɔbɛyɛ ne sɛ, ɔbɛbɔ awura w’ahwɛfoɔ yi mu na wanya ho 
kwan, enti sɛ wosuro a, hwɛ sɛ atomudeɛ a wode bɛto wo kɔmputa no so no, womfa 
ayɔnkofa biara nkɔto nea wode bɛto wo icloud so no mu.

Adeɛ baako a ɛyɛ den paa ne sɛ, nnipa pii ntaa ntumi mfa atomudeɛ a bɔmsramkafoɔ 
ntumi nnya ho kwan29. Ɔkwan baako a wobɛtumi ayɛ atomudeɛ a bɔsramkafoɔ ntumi 
nnya ho kwan30 ne sɛ wode dice31 anaa sɛ wobɛyi nsɛmfua ahodoɔ32 bi mu baako ayɛ, 
sɛ wobɛtumi ayɛ no yie no, ɛho bɛhia sɛ wode nsɛmfua a ntwerɛeɛ no boro nsia bɛyɛ.

Deɛn nti na ɛwɔ sɛ wode nsɛmfua a ntwerɛeɛ no boro nsia ɛyɛ atomudeɛ? Deɛn nti na 
ɛwɔ sɛ wode dice bɛhwehwɛ wo nsɛmfua a wode bɛyɛ atomudeɛ yei? Sɛ watomudeɛ no 
yɛ tenten a, bɔsramkafoɔ ntumi nnya ho kwan.33

Sɛ obi tumi nya wo kɔmputa ho kwan, na sɛ akyire wode sepaewɛɛ (spyware) gu wo 
kɔmputa yi so a, saa sepaewɛɛ yi bɛtumi awia watomudeɛ yi , na akodi nnipa bɔnefoɔ 
nsam. Aberɛ biara no, ɛho bɛhia sɛ wobɛsiesie wo kɔmputa no yie, na wabɔ ho ban afiri 
sepaewɛɛ yi ho.

•     Atomudeɛ a wode bɛto wo kɔmputa so
•     Atomudeɛ a wode bɛto wo nnwuma so25

•     Atomudeɛ26 wode bɛto wo nnwuma nyinaa so27

•     Atomudeɛ a wode bɛto wo email so28
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• Kae sɛ;
Abrɛ biara wobɛsiesie w’akyi ama watomudeɛ, na sɛ ɛkɔba sɛ wo kɔmputa no sɛe anaa 
sɛ ɛkɔdi awifoɔ nsam a, saa atomudeɛ ahwɛfoɔ yi wɔ nankasa kwan a ɔtumi ma wo nya 
wo nnwuma a na ɛwɔ kɔmputa no so no.

Sɛ woyɛ atomudeɛ sononko a ɛmu yɛ den a, nnipabɔnefoɔ ntumi nnya wo abɛɛfo kwan-
tenpɔn ne wo dwumadie biara ho kwan35. Na sɛdeɛ ɛbɛyɛ na wobɛbɔ wo abɛɛfo kwan-
tenpɔn dwumadie ho ban no, hwɛ sɛ wobɛsɔ nea wɔfrɛ no borɔfo kasa mu sɛ ‘two 
factor authentication anaa ‘two step verification‘35, saa adeɛ yi hyɛ sɛ nea ɔde kɔmputa 
di dwuma no bɛnya n’atomudeɛ ne adeɛ foforɔ bi ansa na wanya ho kwan. Saa adeɛ 
foforɔ yi a wobɛhia no tumi yɛ ahyɛnsodeɛ anaa agyinaeɛ bi a obiara nnim ho hwee.
Sɛ wode saa ‘ two-factor authentication’ yi di dwuma wɔ ahomatrofoɔ so a,

Sɛ wowɔ akwanya a, fa saa ‘authenticator’ anaa nea wɔfrɛ no ‘stand-alone’ afidie yi sen 
sɛ wobɛdi nkitaho afa ahomatrofoɔ nkitahodie fa atwerɛeɛ kwan so. Ɛba saa a, akwan-
mukafoɔ tumi nya woho kwan wɔ abrɛ a wɔnmmrɛ koraa sen sɛ anka wobɛnya nea 
wɔfrɛ no ‘authenticator’ no ho. Nneɛma bi te sɛ Google, nso tumi boa ma wonya wato-
mudeɛ prɛkopɛ a ɛno nso wɔfrɛ no ‘single-use’ atomudeɛ. Saa atomudeɛ yi deɛ, ɛtwa sɛ 
wobɛtwerɛ agu baabi na wode ahyɛ woho baabiara a wobɛkɔ. Saa atomudeɛ yi mu 
biara yɛ adwuma mpɛn baako pɛ, enti sɛ ɛkɔba sɛ korɔmfoɔ bi mpo de nea wɔfrɛ no 
spyware yi nya woho kwan a, ɔntumi mfa atomudeɛ no nnyɛ hwee.

2.4 Kwan ahodoɔ a wotumi hyɛ watomudeɛ nso

•     Ahomotrofoɔ no bɛtumi ahwehwɛ sɛ atomudeɛ a wokita no yɛ nokorɛ anaa 
ne kwan so anaa  ɛtisɛ Google Authenticator36 anaa Authy37, anaa nso sɛ wotumi 
de Yubikey nso yɛ.
•     Ahomatrofoɔ no ankasa bɛtumi afa abɛɛfo nkitahodie so akyerɛ w’atomudeɛ 
a wohia no.

a. Akwan ahodoɔ a wɔde hyɛ atomudeɛ nso
Saa akwan ahodoɔ yi a wɔde hyɛ atomudeɛ nso yi, mfidie pii wɔ abɛɛfo kwantenpɔn so 
ma saa akwanya yi.

b. Sɛnea saa akwan ahodoɔ yi a wɔde hyɛ atomudeɛ nso yi di 
dwuma (“Multiple Factor Authentication”)

Sɛ wowɔ saa nhyehyɛeɛ yi bi wɔ wo kɔmputa so a, sɛ wode watomudeɛ anaa w’ahyɛn-
sode hyen mu pɛ, wo kɔmputa no ankasa bɛsan abisa wo ɔkwan foforɔ bi a wode bue, 
ansa na ama wo kwan. Ɛte sɛ nea wokɔyi sika wɔ sika korabea na wohia mfonini anaa 
w’ahyɛnsodeɛ bi. Ɛyɛ den paa sɛ wode obi ahyɛnsodeɛ bɛdi dwuma bi sei.
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c. Akwan ahodoɔ yi mu bi

i. Ahomatrofoɔ Kwantenpɔn a wɔfrɛ no ‘push’ no

Ne korakora koraa no, ɛho bɛhia sɛ wode saa ɔkwan yi mu mmienu na ɛbeɛdi dwuma, 
na sɛ ɛkɔba sɛ baako sɛe a, wode ɔfoforɔ no asi anan mu. Saa ɔkwan a ɛtɔ so mmienu yi 
no nso wɔ akwan ahodoɔ bi a wode yɛ, ebi na edidisoɔ yi;

Ɔkwan titire a wɔfa so nya ɔkwan a ɛfa so mmienu no ne nea wɔfrɛ no ‘push’ no 
wɔahomatrofoɔ kwantenpɔn so. Yɛwɔ akwan ahodoɔ pii a ɛka biara nni ho a 
wobetumi de adi saa dwuma yi. Wo kɔmputa no ankasa bɛtwerɛ akɔ w’ahomatro-
foɔ no so, na akyerɛ wo nea wobɛyɛ , anaa ama wahunu nea ɛkɔ so , sɛ ebia 
ɔfoforɔ bi pɛeɛ sɛ anka ɔnya wo kɔmputa no ho kwan. Saa nkitahodie yi bɛma wo 
ahosuo ahyɛnsodeɛ mmienu, ahahammono ne kɔkɔɔ, a wɔgyina hɔ ma daabi 
anaa aane.  Sɛ ɛbisa wo sɛ, so wonim sɛ obi pɛsɛ ɔde wo kɔmputa no di dwuma a, 
na sɛ ɛyɛ ampa sɛ wonim onikorɔ a, na wamia aane ahosuo no so, na sɛ wonnim 
ho hwee nso a, na ntɛm pa ara, wamia daabi ahosuo no so. Sɛ ɛba no saa a, 
wowɔ ho kwan sɛ prɛko pɛ, wobɛkɔ wo kɔmputa no so, na wasesa watomudeɛ no, 
esiane sɛ onipa bɔnefoɔ bi pɛ sɛ ɔnya wo kɔmputa no ho kwan. Yei yɛ ɔkwan a 
ɔbrɛ biara nni ho koraa. Mfasoɔ a ɛwɔ saa ɔkwan yi so ne sɛ, ansa na onipa bɔne-
foɔ bi bɛnya wo kɔmputa yi ho kwan no, gye sɛ ne nsa asan aka wahomatrofoɔ no 
nso. Mfasoɔ baako nso ne sɛ, abrɛ biara, wonya nkaebɔ bi sɛ obi pɛ sɛ ɔde ne nsa 
ka wo kɔmputa no, prɛko pɛ, wotumi sesa watomudeɛ no.

ii. Ahomatrofoɔ kwantenpɔn kwan a wɔfrɛ no ‘code’ no
Da bi wɔ hɔ a, wo kɔmputa no mmena wo nkitahodie nsɛm biara, nanso, ɛtumi 
twerɛ fa w’ahomatrofoɔ no so bisa wo nsɛmfua anaa mma bi a ɛmmoro nsia. Saa 
nsɛmfua anaa mma nsia yi, kɔmputa no ankasa na ɛnwono bɛyɛ simma baako 
biara, na ɛma no yɛ den paa yie sɛ onipabɔnefoɔ bi bɛtumi ahunu saa nsɛmfua 
anaa mma yi, ɛsiane mmerɛ tiawa a ɛda ntam no. Afei nso, ansa na obi bɛtumi 
anya wo ho kwan no, gye sɛ saa onipabɔnefoɔ yi nsa aka w’ahomatrofoɔ no. 
Mmom de, saa ɔkwan yei nte sɛ deɛ wɔfrɛ no ‘push’ no, nsonsonoeɛ a ɛda ntam 
ne sɛ, ‘push’ no taa bɔ nkaeɛ sɛ obi pɛsɛ ɔnya wo kɔmputa no ho kwan, nanso 
‘code’ deɛ yi deɛ, ɛnte saa, mmonkae biara. Yei nti, wɔtaa de ‘code’ no tae ‘push’ 
no akyire.

iii. Ahomatrofoɔ ntwerɛeɛ nkitahodie kwan no
Saa ɔkwan yi nso de ahomatrofoɔ afidie yi ara na ɛdi dwuma, nanso esiane sɛ 
wonhia ahomatrofoɔ afidie a ne suahunu no kɔ akyire nti, wotumi de ahomatro-
foɔ afidie biara di saa dwuma yi. Sɛ wode saa ɔkwan yi di dwuma na sɛ wo hyen 
wo din ne w’atomudeɛ a, wo kɔmputa no bɛmane w’ahomatrofoɔ no atomudeɛ 
foforɔ bi a wode bɛdi wo dwuma. Saa kwan yi ne nea wɔfrɛ no ‘push’ kwan no di 
nsɛ kakra, mmom ɔyi ho kwan no wɔ n’anim kakra, esiane sɛ ɛwɔ sɛ wo hyen saa  
atomudeɛ yi a wobɛnya wɔ w’ahomatrofoɔ afidie yi so wɔ wo kɔmputa no so ansa 
na watumi adi wo dwuma. Saa ɔkwan yei nso no, wobɛnya nkaebɔ wɔ w’ahoma-
trofoɔ afidie no so, sɛ obi pɛsɛ ɔnya woho kwan a. Ɛho nhia sɛ onipabɔnefoɔ bi 
bɛba abɛwura w’ahomatrofoɔ afidie no mu ansa na wanya saa atomudeɛ yi, 
esiane sɛ, sɛ wahomatrofoɔ afidie yi ani adum mpo a, saa ntwerɛeɛ yi tumi bɛda 
ani.



25

AYETA: Abɛɛfo mfidie so dwumadie akwanya nwoma

 

a. Kwan bɛn so na ‘’2FA’’ di dwuma?
Abɛɛfo kwantenpɔn akwan pii a wɔde di nkitaho no bi tesɛ Facebook, Google ne Twitter 
no ma wo akwanya sɛ wobɛhyen watomudeɛ ansa na wode adi dwuma. Sɛ wode saa 
binom di dwuma a, wonya akwanya mmienu sɛ wode bɛbue ansa na wadi wo dwuma. 
Nea ɛdi kan no yɛ wo ankasa watomudeɛ ɛna nea ɛtɔ so mmienu no yɛ atomudeɛ 
foforɔ bi a wo kɔmputa no ankasa de mane wahomatrofoɔ afidie no. Ɛdi afidie bi tesɛ  
Google Authenticator, Duo Mobile, Facebook app, anaa Clef na edi di dwuma. Abɛɛfo 
kwantenpɔn bi te sɛ Google nso boa kura wo atomudeɛ no yiye. Sɛ wo pɛ wo de “2FA” 
di dwuma a, ɛsɛ sɛ wo bɔ w’atomudeɛ no ɛwɔ wo ahomatrofoɔ no so ansa.

iv. Email Nkitahodie kwan no
Saa ɔkwan yi yɛ adwuma te sɛ ahomatrofoɔ ntwerɛeɛ nkitahodie kwan no, nanso 
yei deɛ w’atomudeɛ no kɔdi email bi a wode adi dwuma bi pɛn no hɔ. Sɛ wobɛfa 
saa ɔkwan yi so adi dwuma a, gyesɛ wowɔ nyinasoɔ bi wɔ ‘multi factor authentica-
tion’ no so, na wobɛsan nso ahwɛ sɛ , wo email no ho nni asɛm biara . Ɛwɔ sɛ 
woyɛ saa ɛfiri sɛ emaildeɛ efiri sɛ onipa bɔnefoɔ bi bɛtumi ahwɛ wɔ baabiara , wɔ 
aberɛ a ne nsa aka kɔmputa a wode di wo dwuma no. Ne tiawa ne sɛ, ɛho nhia sɛ 
obi bɛnya kɔmputa foforɔ biara ansa na wanya woho kwan, gyesɛ nea wodi so 
dwuma no ara. Yei nti na ɛwɔ sɛ wode atomudeɛ a ɛmu yɛ den yie a obiara mfa 
nnii dwuma wɔ baabi biara wodi wo dwuma no. Sɛ woyɛ no saa, gyesɛ onipabɔne-
foɔ yi nim w’atomudeɛ mmienu no nyinaa ansa na wanya woho kwan.

v. Atomudeɛ a woankasa bɛkora
Saa ɔkwan yi yɛ ɔkwan dada a ɛfiri tete ansa koraa na ahomatrofoɔ reba. Yei yɛ 
afidie ketewa bi a ɛno ankasa nwono atomudeɛ ma wo, tesɛ nea ntwerɛeɛ pue wɔ 
w’ahomatrofoɔ afidie so no ara pɛ. Nanso nansa yi, nnipa dodoɔ no ara na wɔde 
ahomatrofoɔ di dwuma, nti wɔntaa mfa saa ɔkwan nni dwuma, na mmom, sɛ 
ɛkɔba sɛ wode bi di dwuma a, na ɛkyerɛ sɛ ɛwɔ sɛ abrɛ biara saa atomudeɛ yi hyɛ 
woho, ɛba saa a, hwɛ yie na anyera.

Yei hyɛ nea wɔfrɛ no ‘multi-factor authentication’ no aseɛ, na ɛdi dwuma sɛ ɛbɛboa na 
nea ɔde kɔmputa redi dwuma no bɛda neho adi yie ansa na watumi adi ne dwuma. 
Ansa na wobɛtumi ada woho adi no, gyesɛ nea ɔredi dwuma yi no nim n’atomudeɛ na 
ɔsan nso kura nahomatrofoɔ afidie anaa adeɛ bi a ɔde ayɔnkofa ato ɔno ne ne kɔmputa 
ntam, sɛ ebia ɔno ankasa ne nsa ano.

2.5 Two-Factor Authentication (“2FA”)
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Two-Factor 
Authentication

How does 2FA work online?

This feature will prompt you for both a password and a 
secondary method of authentication. This second method is 

typically either a one-time code sent by SMS or a one-time 
code generated by a dedicated mobile app that stores a 

secret. 

The second factor is your mobile phone, something you 
(normally) possess. Once you’ve opted-in to using 2FA, you 
will need to enter your password and a one-time code from 

your phone to access your account.

Are there downsides to using 2FA?
There is an increased risk of getting locked out of your account if, for 

example, you misplace or lose your phone, change your SIM card or 
travel to a country without turning on roaming. Using 2FA means you 

may be handing over more information to a service than you are 
comfortable with. Suppose you use Twitter, and you signed up using a 
pseudonym. Even if you carefully avoid giving Twitter your identifying 

information, and you access the service only over Tor or a VPN, as 
long as you enable SMS 2FA, Twitter will necessarily have a record of 
your mobile number. That means if compelled by a court, Twitter can 

link your account to you via your phone number.

Why should you enable 2FA?
2FA offers you greater account security by 
requiring you to authenticate your identity 
with more than one method. 

This means that, even if someone were to 
get hold of your primary password, they 
could not access your account unless 
they also have your mobile phone or 
another secondary means of 
authentication.

Mfoni a ɛtɔ so 9: Kwan bɛn so na “2 Factor Authentication” di dwuma?
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b. Deɛn nti na ɛwɔ sɛ wode saa ‘’2FA” yi di dwuma?
Saa ‘’2FA’ yi ma w’ahobanbɔ wɔ wo nnwumadie mu yɛ den yie, ɛsiane sɛ ɛhyɛ ɔkwan a 
wofa so da woho adi no mu kena. Yei kyerɛ sɛ, sɛ obi mpo nya w’atomudeɛ a wohyɛɛ 
aseɛ di dii wo dwuma yi ho kwan mpo a, agyesɛ wanya w’ahomatrofoɔ afidie yi ho 
kwan ansa na w’atumi anya woho kwan.

c. So ‘’2FA’’ yi wɔ akyisan bi anaa?
Mpo sɛ ‘’2FA’’ yi hyɛ ɔkwan a wofa so da wo ho adi no mu kena no, sɛ ɛkɔba sɛ wo sesa 
wahomatrofoɔ, anaa sɛ mpo woyera no, anaa wosesa no38, anaa sɛ mpo wotu kwan kɔ 
ɔman foforɔ bi so a, wotumi hwere saa ɔkwan yi.

Ne tiawa mu ne sɛ, wo nnwumadie bɛtumi akɔdi beaeɛ bi a wonnya so tumi bio, sɛ 
ebia, wode twitter di dwuma yi, sɛ woyera w’ahomatrofoɔ afidie anaa sɛ w’atomudeɛ yi 
a, wontumi mfa din foforɔ biara a wo wɔ ɛmmue, gyesɛ wode dada no ara na ɛbue39. 
Mmom ɛsiane sɛ Twitter wɔ w’ahyɛnsodeɛ biara no, asɛnniibea bi bɛtumi ahyɛ wɔn 
ketee40 ama wɔde nsɛm biara a wohia ama wo abue, nanso agyesɛ wode wo din dada 
no ara na ebue, din foforɔ biara a wowɔ no ntumi mmue.

d. Universal factor authentication
Saa ɔkwan yi yi tesɛ dua a ɛkura nkorabata ahodoɔ pii, na wotumi firi baako so kɔ 
ɔfoforɔ so.

Sɛ wonam saa ɔkwan yi so di dwuma a, wotumi firi ɔkwantenpɔn baako so san kɔ foforɔ 
so wɔ abrɛ a wonhia sɛ wobɛhyɛn atomudeɛ anaa ahyɛnsodeɛ biara. �haw baako a ɛwɔ 
abɛɛfo kwantenpɔn dwumadie mu ne sɛ, nea ɔbedi dwuma ahodoɔ no hia atomudeɛ 
ahodoɔ ansa na wadi ne dwuma, ɛba no saa a, abrɛ biara gyesɛ wode saa atomudeɛ yi 
to wo tirim, anyɛ saa a, wontumi mfa nni dwuma biara. Nanso, saa ɔkwan yi nte saa, 
ɛboa si saa ɔhaw yi nyinaa ano kwan.
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Mfoni a ɛtɔ so 10: Firewalls

2.6 Firewalls

Yei tesɛ polisini a ɔbɔ wo kɔmputa ho ban ɛfiri twaka bi wɔ kɔmputa foforɔ bi a wonnim 
ho hwee ntam. Saa polisini yi hwɛ sɛ nkitahodie biara a wo mma ho kwan ɛmfiri wo 
kɔmputa no so nkɔ ɔfoforɔ hɔ. Ɛsan nso41 hwɛ sɛ nnipa dodoɔ bi ntumi nnyɛ nea wɔpɛ 
biara wɔ abɛɛfo kwantenpɔn no so.

a. Hardware ne software firewalls
Saa apolisifoɔ yi a wɔbɔ kɔmputa ho ban a yadikan aka ho asɛm deda no wɔ afa 
mmienu; sɛ ɛbɛyɛ hardware anaa software, nanso ne titire no paa nesɛ ɛbɛyɛ saa 
mmienu yi nyinaa. Ɛnyɛ sɛ ɛbesi obi ho kwan sɛ ɔbɛnya wo kɔmputa anaa wo abɛɛfo 
ntentan ho kwan nkoaa ne dwuma a ɛdi, mmom ɛsane nso tumi ma wonya network de 
di wo dwuma. Wobɛtumi atɔ polisifi yi nkoaa adi dwuma, nanso ɛtaa ne internet broad-
band na ɛnam, enti abrɛ biara a wobɛtɔ bi no na ɛno nso ka ho, ɛwɔ sɛ wohunu sɛ ɛyɛ 
adeɛ bi a ɛho hia yie ma wo network ahobanbɔ. Ɛtaa wɔ ntokuro bɛyɛ anan bi wɔ ho a 
wotumi de ma kɔmputa bɛyɛ anan de di dwuma. Sɛ ɛyɛ adwumakuo kɛse bi de, a yɛwɔ 
saa polisifo yi mu bi a wahyɛda ayɛ de ama nwuma akɛseɛ. Yɛhyɛda de saa apolisifo yi 
gu wo kɔmputa no so, yei nti, wowɔ akwanya sɛ wotumi kora no sɛnea wopɛ biara; ɛma 
wotumi sɛ woyɛ nea wopɛ biara. Polisifoɔ yi bɔ wo kɔmputa ho ban sɛnea obi foforɔ 
ntumi nnya ho kwan. Ɛtumi nso yɛ ɛfa bi a ɛwɔ wo kɔmputa no ho a asi kɔmputa so 
mmoawa ne nnipabɔnefoɔ kwan firi wo kɔmputa ne wo nnwuma ho.
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a. Firewall Filtering Techniques
Apolisifoɔ yi bɔ wo network a ɛwɔ wo fie ne w’adwuma mu nyinaa ho ban. Ɛsɔne nkita-
hodie ne nsɛm biara a ɛfiri baabi foforɔ ba wo kɔmputa no so. Ɔkwan a apolisifoɔ yi di 
wɔn nnwuma no mu gu ahodoɔ pii;

Yei nso ne mmoa a adikan bɔ wo nsɛm bo ban. Sɛ wo hia mmoa a emu yɛ den a ɛsɛsɛ 
wo bɔ ho ban teteee.

•     Packet Filter:  Yei hwɛ pakɛt42 biara a ɛpue anaa ɛwura wo network no mu, 
ɛgye anaa sɛ ɛpo, na mmom ɛgyina wo nhyehyɛeɛ a wayɛ so. Pakɛt yi di dwuma 
paa, nanso ɛho akwan yɛ den yie.43

•     Application Gateway: Yei hwɛ ahobanbɔ ho nhyehyɛeɛ, tesɛ FTP44 ne Telnet45. 
Ne dwuma a ɔdi no sɔ ani paa, nanso ɛtumi ma wo kɔmputa dwumadie no ba 
fam.
•     Circuit Level Gateway: Yei deɛ, sɛ wode TCP46 anaa UDP47 di dwuma a, ɛhwɛ 
n’ahobanbɔ ho nhyehyɛeɛ no sɛ ɛgyina ne nan so a. Sɛ wonya hyehyɛ pɛ, pakɛt yi 
tene de fa wo network yi mu ma ne yɛ adwuma pɛpɛɛpɛ.
•     Proxy Server: Yei hwɛ nkitahodie nsɛm biara a ɛfiri wo network no so de kɔ 
baabi foforɔ, anaa ɛfiri baabi foforɔ de ba wodeɛ so. Saa Proxy48 yi boa ma wo 
adrɛse a ɛwɔ wo network no so sie a obiara ntumi nhunu.

2.7 Encryption

Encryption: Yei yɛ nkontabuo kwan a ɛde pɛnsɛnpɛnsɛn nkitahodeɛ nsɛm, sɛnea obi 
foforɔ bi hunu a ɔnya nteaseɛ biara, nanso nea ɛsi ne nan so na okura ho nimdeɛ no de 
tumi te aseɛ de kɔ tebea a nteaseɛ wɔ mu. Saa yi mma obiara kɛkɛ nnya ho kwan, 
agyesɛ okura atomudeɛ a wɔde yɛeɛ no. Saa nimdeɛ yi, wɔfrɛ no kriptografi.

Nkitahodie nsɛm biara a ɛfiri ɔfa de kɔsi ɔfa bi no, saa nimdeɛ yi dane no kokoa mu 
nsɛm, de firi nea ɔreto nkra no de kɔma nea ɔregye nsɛm no, na ɔno de ɔte aseɛ. Saa 
nimdeɛ yi, afoforɔ a aka no deɛ, wɔtaa gyina nea ɔgyina nkyɛn (third party) no so. 
Asekyerɛ ne sɛ, sɛ woyi nea ɔso nkra ne nea nkra no rekɔ ne hɔ no firi hɔ a, ɛwɔ sɛ 
onipa biara a ɔka ho no yɛ obi a wogye no die. Suro biara nni saa nimdeɛ yi ho, esiane 
sɛ ɛhwɛ paa sɛ nnipa biara ntumi nnya ho kwan kɛkɛ.
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2.8 Virtual Private Networks (VPNs)

Virtual Private Network (VPN) ne ɔkwan a yɛka yɛn Kɔmputa/Afidie Badweneba bɔ 
Abɛɛfo Nkratoɔ mu. Afidie bi ho a ɛkabɔ adwumakuo bi Dwumadie ho wɔ Abɛɛfo Nkra-
toɔ Ntentan so. Sɛ yɛde VPN yɛ adwuma a, na ɛkyerɛ sɛ yɛn nkɔmmɔdie wɔ Abɛɛfo 
Ntentan so no wɔaka abom49, abɔ ho ban, adane ama saa adwumakuo no, na ɛhɔ na 
wɔyi banbɔ no, sane nsɛm no mu, soma kɔ baabi a ɛsɛ sɛ ɛkɔ50. Abɛɛfo Nkratoɔ anaa 
kɔmputa foforɔ hunu sɛ, deɛ wɔrebisa no firi adwumakuo no hɔ, na ɛmfiri baabi a 
wowɔ hɔ. Ankorɛ-ankorɛ de VPN di dwuma de dwane firi wɔn man mu nhyɛsoɔ ho anaa 
de di nkonim wɔ hwɛ a wɔfee wɔani hwɛ Nkratoɔdie mu wɔ wɔn aman mu.

a. Commercial VPNs
Yeii yɛ ankorɛankorɛ dwumadie bi a ɛde wo abɛɛfo kwantenpɔn nkitahodie nsɛm no fa 
ɔno ara ne nɛtwɛk so. Mfasoɔ baako ne sɛ, wo nsɛm biara a wode mane, ne nea wogye 
biara wɔ ahobanbɔ, yei nti obi foforɔ biara ntumi mfa n’ani nni akyire. Ɔman bi tumi de 
saa VPN51 yi di dwuma sɛ ɛbɛ bɔ wɔn nsɛmsɛm ho ban ɛfiri afoforɔ ho. Mmom deɛ sɛ 
VPN yi dwumadie no osuro biara nni ho deɛ, nanso n’ahobanbɔ no tumi keka kakra.

b. Free VPNs
Yei yɛ dwumadie bi a ɛma woho kwan de wo kɔmputa no dɔm VPN nɛtwɛk bi a wontua 
sika biara. Mmom sɛ saa VPN boa ma wosie sika deɛ, nanso ɔhaw baako ne sɛ ɛntumi 
mma wontumi nkora wo nsɛm. Saa VPN yi bi ne NordVPN52, Private Internet Access 
VPN53, Windscribe VPN54, CyberGhost VPN55, TunnelBear VPN56 ne deɛ ɛkeka ho.
 
Hwɛ yie: Ansa na wode VPN bɛyɛ adwuma no, ɛsɛ sɛ wo hwɛ dwumakuo no sɛ ɛyɛ na 
ɔhaw  biara nni ho
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2.9 Tor Browser

‘Tor’ yi yɛ dwumadie bi a ɛma nkitahodie bi a wonnim ne farebae kɔ so wɔ abrɛ a 
wontua sika biara. Ɔyii edin ‘Tor’ yi firii nimdeɛ a wɔfrɛ no ‘the original router’ yi mu. 
‘Tor’ yi ankasa wɔ ahobanbɔ bi sɛ obiara ntumi mfa n’ani nni wo nnwumadie akyire.

2.10 DuckDuckGo

Yei yɛ abɛɛfo kwantenpɔn hwehwɛbeaeɛ bi a ɛboa ma nhwehwɛmufoɔ sie wɔn nsɛm, 
na ɛsane nso boa sɔnesɔne wɔn nsɛm so. Saa DuckDuckGo yi da mu sononko sɛ ɔsie 
wɔn a wɔde ne di dwuma no ho nsɛm, na ɔma obiara akwanya sɛ ɔbɛnya nsɛm ahodoɔ 
ahodoɔ de bɛbua asɛm baako.

2.11 Nhyehyɛeɛ ahodoɔ a ɛboa  fie ɛdwumayɛ

Yareɛ twitwiridii a amantam wiase afanan nyinaa a wɔfrɛ no  CoronaVirus disease  
(COVID-19) yi ama abɛyɛ ɔhyɛ sɛ nnipa bɛte wɔntam wɔntam sɛnea ɛbɛyɔ na asi yareɛ yi 
ho kwan sɛ ɛbɛsanesane afoforɔ pii, yei nti ama nnwuma kuo ahodoɔ no ara ahyɛ wɔn 
nnwumayɛfoɔ sɛ ɛbɛtumi a anka wɔntena tena wɔn afie mu na wonni wɔn nnwuma 
mfa ntanɛt so. 

Anka saa ɔhyɛ yi yɛ asɛmpa, nanso esiane asodie kakra a ɛwɔ ho nti, wahyehyɛ nea 
ɛdidisoɔ yi sɛ wode bɛdi dwuma na abɔ wo ho ban;

•     Fa wadwumakuo no kɔmputa no ankasa di wo dwuma.
•     Hwɛ sɛ wo apolisifoɔ (anti-virus) a wɔhwɛ sɛ kɔmputa so mmoawa no ɛnha 
wo no, yɛ adwuma.
•     Hwɛ sɛ wo Software ne wo Operating System no hyia mmerɛ.
•     Hwɛ sɛ aberɛ biara no wo nsɛm a wakora no, wobɛhyɛ mu den, na ankɔ yera.
•     Hwɛ sɛ baabi a wonya wo network no ho nni asɛm biara.
•     Hwɛ baabi a wonya wo nkitahodie nsɛm firi no yie, ɛnyɛ biribiara na wode 
wani bɛdi akyire wɔ aberɛ a wonnim deɛ ɛfiri.

Nhyehyɛeɛ ahodoɔ bi a ɛboa  ɛdwumayɛfoɔ



32

AYETA: Abɛɛfo mfidie so dwumadie akwanya nwoma

Sini Nhyiamu ne Nkitahodeɛ mfidie:
• Jitsi –   https://jitsi.org/
• Google Meets –  https://apps.google.com/meet/
• BlueJeans –  https://www.bluejeans.com
• Signal –   https://www.signal.org
• Cisco Webex –  https://www.webex.com
• Microsoft Teams – https://teams.microsoft.com

•     Hwɛ sɛ wode VPN ne nneɛma ahodoɔ bi tesɛ anti—malware ne firewalls 
bɛtae ɛdi dwuma na abɔ woho ban.
•     Ɛntaa mfa wo kɔmputa no nkɔ dɔm abɛɛfo kwantenpɔn bi wɔ aberɛ a wonni 
VPN.
•     Hwɛ sɛ wode nea wɔfrɛ no (multi-factor authentication) no nso beyɛ 
adwuma.
•     Hwɛ sɛ wobɛsi ɔkwan biara a ɛde nsɛm a ɛho nhia no bɛbrɛ wo, na taa bɔ ɛho 
dawuro nso kyerɛ wadwumayɛfoɔ.
•     Ɛnyɛ software biara na wode di dwuma, enti hwɛ sɛ software a w’adwumayɛ-
foɔ de bɛdi dwuma no yɛ nea wankasa akɔpɛ, na hwɛ sɛ w’adwumayɛfo yi nim ho 
akwan.
•     Taa hwɛ ɔkwan a wofa so bua wo nkitahodie nsɛm, na hwɛ sɛ aberɛ biara no 
ɛhyia merɛ, sɛnea ɛbɛyɛ a wadwumayɛfoɔ no bɛyɛ adwuma ahomeka mu.
•     Hwɛ sɛ w’adwuma no ne nhyehyɛeɛ a wayɛ no kɔso abrɛ ne abrɛ ano anaa.

Nhyehyɛeɛ ahodoɔ bi a ɛboa nnwumawuranom

2.12 Sini Nhyiamu Mfidie

Esiane COVID-19 yareɛ yi nti, afe 2020 no mu no, nnipa dodoɔ no ara a wɔyɛɛ wɔn 
nnwuma wɔ fie no de zoom na ɛdii dwuma, nnipa dodoɔ no ara tumi yɛ nhyia mu kyerɛ 
wɔn adwene ne dwumadie ahodoɔ bi. Saa nti, akwanmukafoɔ nso de wɔn ho gyee mu, 
ma wɔtaa dee ‘wantwiwantwi ne ananmutwitwa bebaa saa ntanɛt nhyiamu dwumadie 
yi so. Sɛnea ɛbɛyɛ a wɔbɛsi nneɛma saa ho kwan no, di nea ɛdidisoɔ yi so.

•     Hwɛ sɛ nnipa a wɔbɛyɛ nhyiamu yi nam ɔkwan a wankasa de frɛɛ wɔn.
•     Hwɛ sɛ obi biara wɔ n’atomudeɛ a ɔde bɛwura nhyiamu yi mu.
•     Sɛ ɛbehia mpo a, hwɛ sɛ nea ɔfrɛ nhyiamu yi no bɛma ho kwan mpo ansa na 
obi awura nhyiamu no mu.
•     Ɛmfa nhyiamu yi ho nsɛm nkɔto abɛɛfo kwantenpɔn biara so na nnipabɔne-
foɔ bi annya ho kwan.
•     Hwɛ sɛ wo wɔ software bi a ɛbɛbɔ saa nhyiamu yi ho ban.

Nhyehyɛeɛ ahodoɔ bi a ɛboa Sini Nhyiamu ne Nkitahodeɛ 
ekuo ahodoɔ
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  2.13 Abɛɛfo kwantenpɔn ho ahobanbɔ: Malware 
ne Ransomware

Mfoni a ɛtɔ so 11: Sɛnea wobɛhu “Spam, Phishing, Malware ne Virus” mmoawa

a. Malware
Malware yɛ asɛntia de ma nea wɔfrɛ no borɔfo kasa mu sɛ ‘malicious software ‘no. Ɛyɛ 
nimdeɛ bi a wɔyɛ de sɛe kɔmputa dwumadie bi. Saa Malware yi bi ne kɔmputa so 
mmoawa ne osiakwan ahodoɔ tesɛ virus, spywɛɛ (spyware) adewɛɛ (adware) ne kɔm-
puta mu nnokommoa. Wotumi nya saa ɔhaw yi firi email nkekaho , nkitahodie nsɛm  
anaa kwantenpɔn bi a ɛnni nnepa biara. Sɛ saa mmoawa yi ba wo kɔmputa so a, ɛtumi 
sɛe wo kɔmputa no koraa, na wo nnwuma biara a w’adi no wɔso no nso ho tɔ kyima. 
Ɛtumi mpo fa wo email so kɔ afoforɔ kɔmputa so. Sɛ woanhwɛ ansi saa mmoawa yi ho 
kwan a, ɛtumi bɔ wura wo email nyinaa mu, na ɛsɛe wo email dwumadie biara. 
Mmoawa yi dwumadie no tumi da adi nti, prɛko pɛ no ara wotumi sɔ ano kwan.

Wo mmɔdenb) kakra betumi aboa ma w’abɔ wo komputa ho ban, na ayi wo afri ɔhaw 
ahorow ahorow no mu. Nea edidiso yi, sɛ ɛkɔba mpo sɛ komputa so mmoawa yi nya 
wo komputa ho kwan a, ebetumi abɔ saa komputa no ho ban.

Ɔkwan a wotumi de si saa mmoawa yi ho kwan 
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59

•     Fa Anti-virus57 gu wo kɔmputa so abrɛ biara.
•     Hwɛ sɛ wo Anti-virus yi hyia mmerɛ58 anaa.
•     Sɛ wonya imeeli na sɛ wani nna nkekaho (attachments) biara a, ɛmmue59.
•     Dum ahyɛnsodeɛ a ɛbɔ wo nkaeɛ no, sɛnea ɛbɛbɔ woho ban afIri mmoawa a 
wɔnam saa nkaeɛbɔ no so ba no.
•     San nso dum nhyehyɛeɛ biara a ɛtumi bue email ne ne nkekaho (attach-
ments) wɔ aberɛ a wommaa ho kwan no.

b. Ransomware
Ransomware yɛ malwɛɛ no mu bi a wɔde si wo kɔmputa dwumadie no fa bi ho kwan, 
sɛnea ɛbɛyɛ a sɛ sika reba a akurɔmfoɔ bɛtumi asi wakyi. Ɛsiane sɛ akurɔmfoɔ pɛ obi 
awia no nti, abrɛ biara wɔnwono nhyehyɛeɛ pii de hyɛ wɔn nnwumadie mu kena. Saa 
Ransomwɛɛ yi yɛ asodie kɛseɛ ma obiara a ɛnnyɛ nnwumakuo nkoaa, na ɛyɛ ɔhaw 
kɛseɛ paa. Nneɛma a ɛdidisoɔ yi boa ma wotumi si ransomwɛɛ ho kwan.

•     Te ayɔnkofoɔ dodoɔ a ɛwɔ kɔmputa ahodoɔ ahodoɔ no so, anyɛ saa a, sɛ 
mmoawa wɔ baako so a ɛbɛsane afoforɔ no nyinaa.
•     Hwɛ sɛ nimdeɛ ahodoɔ no a wode di dwuma no hyia mmerɛ da biara. Sɛ 
nimdeɛ ahodoɔ yi twam a, ɛtumi ma ransomwɛɛ ne malwɛɛ ahodoɔ no nya ne ho 
kwan.
•     Fa anti-virus di dwuma aberɛ biara. Anti –virus yi boa ma ɛyi mmoawa ne 
akwansideɛ biara firi hɔ.

Ɔkwan a wɔfaso de si Ransomware ho kwan
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2.14 Nhwehwɛmu ne Nhwehwɛmukɛseɛ

Ɛhwɛ beaeɛ a obi wɔ,bɔtɔ mu nhwehwɛmu, anim agyinahyɛdeɛ,nhwehwɛmukɛseɛ ne 
yɛtwitwane nkɔmmɔdie mu. Nhwehwɛmu de ɔhaw ne amaneɛ brɛ nsɛntwerɛfoɔ na 
ɛma ɛyɛ den ma wɔn sɛ wɔbɛ kora asane abɔ wɔn nsɛm fapem ho ban.

2.15 “Phishing” ntohyɛsoɔ

“Phishing” anaa “spear phishing” anammɔntuo taa yɛ adeɛ a anam abɛɛfo ntentan so 
anaa abɛɛfo dawurobɔ dwuma so a ɛnnyɛ. Sɛ wo kliki saa abɛɛfo ntentan no so a ɛma 
no sɛe yie paa. Saa adeɛ yi a ɛnnyɛ tumi ma ɔbɔneyɛfoɔ nya nsɛm bi firi wo kɔmputa no 
so, ɛne nsɛntwerɛni ne ho asɛm ankasa. 

2.16 Atorɔɛ ntohyɛsoɔ. 

Ɛyɛ nhyehyɛeɛ a ɛwɔ wiase ntentan kɛseɛ so a ɛnyɛ papa. Ntentan kɛseɛ a ɛnyɛ nokorɛ 
no gyina ma yɛde atorɔ to dwa. Amanneɛ a yɛde sɛe dawurobɔ ntentan nnwuma ne 
nsɛntwerɛni nnwuma.

2.17 Man-in-the-Middle (MitM) ntohyɛsoɔ

Abɔnfo gyina nnipa wɔ wɔn kɔmputa no akyi ne faako wɔn ani wɔ. Ebi ne sɛ,wɔtumi 
sesa wireless router ma ɛdi dwuma sɛ Wi-Fi  hotspot wɔ baabi a amanfoɔ pii wɔ,sɛnea   
nnipa no bɛdwene sɛ ɛyɛ Wi-Fi noa. Sɛ nnipa di dwuma wɔ so a,abɔnfo nsa tumi ka 
nnipa no nnwumadie ho nsɛm.

2.18 Denial of Service (DoS) ntohyɛsoɔ

Saa ntohyɛsoɔ yi adeɛ a abu so wɔ kɔmputa baako anaa dodoɔ so ne abɛɛfo kwanten-
pɔnt so a asi kwan ma nnipa ɛntumi nni dwuma. Ɛba nsɛntwerɛfoɔ so a, saa ntohyɛsoɔ 
no si akwan ma nsɛm duru badwam na ne boɔ nso san yɛ den, ahɔhɔo to bɛte na ɛhia 
nimdeɛ yiye.
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2.19 Cyberstalkingne Nhwehwɛmukɛseɛ

Ɛyɛ kwan a wɔfa abɛɛfo kwan so teetee nnipa anaa ekuo bi. Wɔsan nso hwɛ nkurɔfoɔ 
hunu nsɛm,de bɔ wɔn soboɔ anaa ntrɛnee,san de sɛesɛe wɔn nnoɔma.

2.20 Cyber bullying 

Cyber bullying yɛ sɛ obi nam abɛɛfo ntentan so hyɛ obi so. Wɔnam kwan bi so i sɛe 
abɛɛfo dawurobɔ nnwuma pii a wɔde adwenbɔne so de agye tumi de di obi so. 

Mmoa

1. https://tinyurl.com/y2kkmckg

2. https://tinyurl.com/y37nrxd7

3. https://tinyurl.com/yyu2y5ub

4. https://tinyurl.com/yxzfprhj

5. https://tinyurl.com/y25p5q3e

6. https://tinyurl.com/y3szuuhz

7. https://tinyurl.com/y692p5yw

8. https://tinyurl.com/yy92uvrc

9. https://tinyurl.com/y28vrj7z

10. https://tinyurl.com/yxpd2vpg
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Ti a ɛtɔ so III
 

 

 

60 https://www.torproject.org/
61
62
63
64

3.1 Abɛɛfo mfidie ne Nnipa ho banbɔ

a. Abɛɛfo mfidie banbɔ wɔ ɔyɛkyerɛ ase
Ɛtɔ da a, onipa kyɛfa wɔ abɛɛfo mfidie mu nnianimufoɔ hunu wɔn ho wɔ ɔyɛkyerɛ mu 
sɛdeɛ wɔbɛma amanfoɔ ate wɔn nne. Ɛwɔ sɛ wɔhunu sɛ  wɔn mfidie a wɔde kɔ ɔyɛkyerɛ 
ase no bɛtumi aha wɔn ne titire ne sɛ, ɔman mu banbɔfoɔ wɔ biribi sɛ fake cell phone 
recognition a wɔbɛtumi de ahwehwɛ na wɔahunu ayɛkyerɛfoɔ na wahwehwɛ wɔn 
anamɔntuo ne wɔn nkɔmmɔ a wɔdie, a ne korakora mu no, wɔrebu wɔn ahobanbɔ ne 
kokoam adeyɔ. Ansa na wobɛkɔ ɔyɛkyerɛ bi ase no, ɛsɛ sɛ ayɛkyerɛfoɔ wɔn ani kɔ wɔn 
abɛɛfo mfidie ne nkitahodie ho. Deɛ ɛdidiso soɔ yi yɛ nneɛma bi a ɛwɔ sɛ wɔde hyɛ wɔ 
tirim ansa wɔayɛ ɔyɛkyerɛ.

b. Yɛ wo ɔyɛkyerɛ ahoboa wɔ kokoa mu
Sɛ ayɛkyerɛfoɔ nya Virtual Private Network (VPN) a, ɛbɛtumi aboa ama wɔde wɔn ho 
asie. Afei nso, ayɛkyerɛfoɔ bɛtumi de biribi tesɛ Tor Browser60 a etumi yɛ nkatanimu 
san si abɛɛfo ntentan kɛseɛ so ahwɛfoɔ ho kwan firi wɔn dwumadie ho. Afei nso, deɛ 
ehia kɛseɛ ne sɛ, ayɛkyerɛfoɔ bɛyɛ ɔyɛkyerɛ ahoboa asie wɔ afa ne afa nkitahodie mu 
sene sɛ wobɛfa afidie nkrabɔ a yɛtaa frɛ no SMS so.

c. Sɛ woreyɛ kasafidie no Full disc encryption
Sɛ banbɔfoɔ gye w’afidie anaa ɛyera ana ampa sɛ wɔwia a, Full Disc Encyption bɛtumi 
aboa abɔ wo data a ɛwɔ w’afidie no so no ho ban. Android61 ne iOS62 mfidie tumi di saa 
dwuma no ma wo. Ewɔ sɛ wɔde atomudeɛ a ɛda nso to so sɛ deɛ ɛbɛyɛ a, biribia ara 
anaa obiarantumi nkɔ mu.

d. Twe Signal to wo kasafidie no so
Signal yɛ  bi a ɛwɔ iOS63 ne Android64 So. ɛtumi boa bɔ nkitahodie ne kokoa mu nkɔmmɔ 
ho ban firi afoforɔ ho. Ebio nso no, ɛbɔ akuo nkɔmmɔdie ho ban firi afoforɔ ho. Saa 
Signal app yi wɔ biribi sononko a ɛtumi ma nkɔmɔ yera fiti anibɔ du kɔsi nna nson berɛ 
a yakan nkɔmmɔ no. Deɛ ɛne no bɔ abira no bi ne SnapChat a ɛtumi ma nkɔmmɔ yera 
amono mu hɔ ara.
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e. Sie wo data ma daakye
Hwɛ na hunu nsunsuansoɔ a ɛwɔ hɔ ɛberɛ a wakasafidie afiri wo nsa mpo sɛ ayera 
anaa ahobanbɔfoɔ agye afiri wo nsam. Sie biribiara a ɛwɔ wo kasafidie no so  wɔ baabi 
a wonsa bɛtumi aka no ahoɔhare so a wommrɛ ho daakye.

f. Burner Ahomatrofoɔ
Ayɛkyerɛfoɔ a wodwene wɔn abɛɛfo ntentan fidie banbɔ ho no wɔ kwan pa bi a mmom 
ɛnkyɛ, a wɔbɛfa so abɔ ho ban a ɛne sɛ wɔbɛnya “Burner” ahomatrofoɔ , afidie bi a 
yɛtua na yɛka deɛ yɛde reyɛ berɛ aa yɛreyɛ asomdwoeɛ ɔyɛkyerɛ. “Burner” ahomatrofoɔ 
e yi bɛtumi ama wɔn mfasodeɛ sɛ, wɔbɛkɔso ne afoforɔ adi nkitaho, mpo wɔ ɛbrɛ a 
nneɛma regye agu a  wɔn nsɛm nkɔ abɔntene. Afei nso, wɔbɛtumi de wɔn ahomatrofoɔ  
no ato airplane mode ma adi dwuma korɔ no ara. Wobɛtumi atoaso akenkan bebree 
wɔ https://ssd.eff.org/en/module/attending-protest.

g. Sɛ wobɛbɔ wo ara wo ho ban
Ntrɛnee a yɛbɔ abɛɛfo mfidie so dwumadie yiedie okyiginafoɔ yɛ adeɛ a ɛwɔ hɔ na ɛtaa 
si. Saa ntrɛnee yi tumi yɛ ɔkyeɛ, adwoodwoo anaa mpo sɛ yɛɛgye w’akasafidie afiri wo 
nsam.Yei tumi de wɔn to asɛm kɛseɛ mu na ɛma wɔn ahobanbɔ ho tɔ kyema. Sɛ yɛbɛtu-
mi asi saa ntrɛnee yi ano a, ɛwɔ sɛ abɛɛfo mfidie so dwumadie yiedie okyiginafoɔ hwɛ 
baabi a wɔwɔ na wɔhunu deɛ ɛbɛtumi atɔ sini wɔ wɔn ahobanbɔ ho. Kokromoti mmara 
ne sɛ ɛwɔ sɛ abɛɛfo mfidie so dwumadie yiedie okyiginafoɔ bɔ neho ban sɛdeɛ ɛbɛyɛ a 
ɔbɛtumi abɔ afoforɔ ho ban.

a. Gye to mu sɛ asiane tumi si:
Woregye asiane ato mu kyerɛsɛ, ɛwɔ sɛ deɛ ɔredi dwuma no hunu sɛ asiane bɛtumi ato 
no wɔ berɛ a ɔredi ne dwuma. Sɛ ɔhunu saa a, ɔboa ne ho sɛ ɔbɛsi ano kwan. Mfatoho 
ne sɛ, sɛ worekɔ baabi a ɔko wɔ, akɔyɛ amanfoɔ mmoa a, ɛwɔ sɛ wohunu sɛ wahobanbɔ 
ho bɛtumi ato kyema nti,  wobeyɛ ahoboa sɛ wobɛtu mmirika berɛ a ɛsɛ mu, anaa mpo 
sɛ wobɛfrɛ obi ama waboa wo. Afei nso, ɛho bɛhia sɛ wobɛda wo ho adi akyerɛ akofoɔ 
no na wakyerɛ deɛ nti a wowɔ hɔ na wama wo kwan. Afei nso, ɛwɔ sɛ wo de atomudeɛ 
to wo ahomatrofoɔ  no so na wosan nso yɛ nhwehwɛmu ansa na w’adi dwuma wɔ 
abɛɛfo ntentan kɛseɛ beaeɛ bi so. Na akyire koraa no, sie wo nneɛma wɔ baabi foforɔ.

b. Sɛ wosi asiane ano kwan:
Sɛ worehunu asiane no na woresi ano kwan yɛ ade foforɔ. Sɛ wani nna woho so wɔ 
asiane bi ho a, si ano kwan; ɛnni sɛ woyɛ woho sɛ wowɔ tumi wɔ so saa berɛ no.
Ma wo kasa ne wo nneyɛeɛ ne faako a wohunu woho no nsɛ sɛdeɛ ɛbɛyɛ a wobɛtumi 
asi asiane biara ano kwan. Ɛwɔ sɛ wohwɛ wo ho na wosane nso hunu atenaeɛ a wowɔ

3.2 Worebɔ wo ho ban afiri ahunahuna ho
Abɛɛfo mfidie so dwumadie yiedie okyiginafoɔ betumi abɔ wɔn ho ban afiri ahunanhu-
na ho a, gyesɛ woyɛ yei;
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c. Dane wo trimupɔ adi kyerɛ wɔn a wɔn ho hia
Wo trimupɔ tumi de wo to asiane mu wɔ berɛ a wobɛdane no adi akyerɛ amansan. Sɛ 
woyɛ adasamma yiedie nimdeɛfoɔ yi, ɛbɛyɛ sɛ wobɛnya nimdeɛ bi wɔ wɔn a wobɛka wo 
nsɛm akyerɛ wɔn anaa wo ne wɔn adi kasabom ɛfirisɛ ɛnnyɛ nhyɛ sɛ obiara bɛgye wo 
nsusuyɛ ato mu.

e. Beaeɛ:
Sɛ mpo, wowɔ wo ara wo beaeɛ anaa bea a wonni a, ɛwɔ sɛ woyi saa nsɛmmisa yi ano;
Me ne hwan? Ɛhefa na mewɔ? Wɔyɛ nnipa bɛn? Saa nsɛmmisa yi ho hia yie ɛfiri sɛ deɛ 
wobɛyɛ biara bɛhia saa nsɛmmisa yi mmuaeɛ. Mfantoho ne, adasamma yiedie okyigy-
inafoɔ ntumi nkɔ asraafoɔ atenaeɛ sɛ ɔrekɔka wɔn anim. Ɛkyerɛ deɛ nti a ɛsɛ sɛ yɛbisa 
yɛn ho saa nsɛm no ansa na yatu anammɔn biara. Ne nsunsuansoɔ ne sɛ wɔbɛkye wo 
ato mu wɔ deɛ wo bisaa wɔn no ho.

f. Firi beaeɛ a ɛsan wɔ:
Beaɛ bi tesɛ nkuro ano, nnipa dodoɔ mu, sika korabea, ɛhyɛn beaeɛ, nnipa nhyiamu, 
akono ne deɛ ɛkeka ho yɛ asiane beaeɛ a ɛwɔ sɛ yɛhunu berɛ a yɛkɔ hɔ. Mfatoho ne sɛ, 
ɛnni ho kwan sɛ adasamma yiedie okyigyinafoɔ bɛkɔ ɔko beaeɛ a ɔnni ahobanbɔ nny-
inasoɔ biara. Mfatoho baako ne Cameroon borɔfo fa mu a basabasaeɛ wɔ amanaman-
foɔ ne aban asraafoɔ ntam; ahummɔborɔ adwumayɛfoɔ ntumi nkɔ ntɔkwabea hɔ wɔ 
berɛ a wɔnni agyinamudeɛ biara a efiri asraafoɔ no hɔ. Yei ho hia efiri sɛ biribi  bɛtumi 
ato kyema.

g. Ahosiesie:
Ɛwɔ sɛ deɛ ɔredi ahummɔborɔ dwuma no hunu n’ahosiesie. Mfatoho ne sɛ, ɛsɛ sɛ 
ahummɔborɔ dwumadifoɔ hyɛ ntaadeɛ ne mpaboa a ɛmu ɛyɛ ha na watumi atu mmiri-
ka a ɔremmrɛ ho. Sɛ banbɔ mapa nni beaeɛ a wowɔ no a, mɛnhyɛ ahwehwɛaniwa ne 
ntadeɛ a ne boɔ yɛ den ɛfirisɛ, wɔtumi susu nsusueɛ foforɔ fa wo ho. Ɛne ahɔhoɔ nni 
nkɔmɔ wɔ beaeɛ a ate ne ho ɛfiri sɛ wɔbɛtumi adi wo bɔne. Afei nso, ɛnhyɛ ntaadeɛ a 
ɛda wo ho ɛfirisɛ ɛmma wo ntumi ntu mmirika wɔ berɛ a ɛsɛ mu.

d. Woyɛ ekuo bi ananmusini yi deɛ, ɛwɔ sɛ wowɔ nimdeɛ fa wo ho ne 
ekuo no ho:

Sɛ ɔkandifoɔ pɛsɛ osi asiane ano kwan a, ɛsɛ sɛ ɔhunu Nipa korɔ a ɔyɛ na mpo ekuo 
korɔ a ɔresi wɔn anan mu. Ɛbɛyɛ sɛ wobɛhunu baabiara a wobɛkɔ; na saa ahoboa no 
boa wo wɔ berɛ a mmra ahobanbɔfoɔ akye woɔ. Sɛ deɛ wobɛda woho ne wo kuo anaa 
adwuma no adi akyerɛ wɔn a w’akye wo no kyerɛ kwan a wɔde wo fa soɔ. Mpɛn pii no, 
wɔgyae deɛ wɔsusu sɛ w’adi bɔne wɔ berɛ a ɔdan ne ho adi yie kyerɛ wɔn. Hwɛ sɛ deɛ 
woyɛ woho ne wo nkasaeɛ mu yie wɔ berɛ a wakye woɔ sɛ kɔyi nsɛm ano.

ansa na wahyɛ biribi ase anaa wo ne wɔn a wɔwɔ hɔ adi nkutaho na ama wo ahunu sɛ 
mpo, asiane bi wɔ hɔ anaa daabi. Sɛ wohunu sɛ ani si wo so a, yɛ deɛ wobetumi biara 
sɛ wobɛ si asiane no ano kwan.
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h. Mɛnni asie wɔ berɛ a etuo si wo so:
Sɛ wɔkye wo anaa mpo sɛ  akorɔmfoɔ fa wo nnɔnum a, yɛ deɛ wobɛtumi biara a wode 
bɛbɔ wo nkwa ho ban. Ɛne wɔn nni asie ɛfiri sɛ wɔbɛtumi akum wo. Dwene w’ahobanbɔ 
ho kanee.

j. Nya Nnipa bi anaa nkorɔfokuo a wogye wɔn di:
Wɔ adwuma biara mu no, ne titire ne adasamma yiedie adwuma no, yɛn atenka tumi 
ma yɛn susu sɛ, wɔbɛtumi akyere wo ato afiase, anaa wɔbɛfa wo nonum anaa mpo sɛ, 
wobɛte wo nsɛm so atua. Sɛ wopɛsɛ wo sisi  nsɛm yi ho kwan a, ɛwɔ sɛ wonya nnipa 
anaa nkorɔfokuo bi a wogye wɔn die na waka faako a wowɔ, dwuma a woredi nyinaa 
ara, berɛ a wokɔɔ hɔ ne berɛ a wosusu sɛ wobɛfiri hɔ nyinaa akyerɛ wɔn.

i. Pɛ w’ahiadeɛ nyinaa ara ne nnuro wɔ berɛ a worekɔdi dwuma wɔ 
baabi:

Berɛ biara a wobetu kwan akɔdi dwuma wɔ baabi sɛ ɔkandifoɔ no, ɛwɔ sɛ wode 
w’ahiadeɛ nyinaa kɔ, ne titire ne sɛ wobɛdwene w’apomuden, wo kwan, ewiemu 
nsakraeɛ, w’atenka, ne deɛ ɛkeka ho no. Yei tumi boa bɔ wo ho ban ɛfiri sɛ wobɛtumi 
adwene asiane bi ho na wabɔ woho ban ansa watu anammɔn.

k. Fa ahokyerɛ mu aboafoɔ nɔma to wo tirim:
Fa ahokyerɛ mu aboafoɔ bi te sɛ polisi, ayarefoɔ hyɛn, odumgyafoɔ, ayaresabeaeɛ ne 
deɛ ɛkeka ho nyinaa nɔma to wo tirim. Afei nso, twe application a wɔbɛtumi de ahwe-
hwɛ wo  ahomatrofoɔ no wɔ berɛ a wowɔ ahokyerɛ mu. Wobɛtumi akan pii wɔ: 
https://tinyurl.com/y5wje4zk
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Mmoa
11. https://tinyurl.com/y34p99o6

12. https://tinyurl.com/yy4t25hm

13. https://tinyurl.com/y2nn2ot9

14. https://tinyurl.com/y32w6ra

15. https://tinyurl.com/y369rudo

16. https://tinyurl.com/y6arpfw6

17. https://tinyurl.com/y85p49a3

18. https://tinyurl.com/y33cxu2u

19. https://tinyurl.com/y5wje4zk

20. https://tinyurl.com/y6spa5zk

21. https://tinyurl.com/y4tv7srz
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Mfoni a ɛtɔ so 12: Abɛɛfo kwantenpɔn mu toↄ

Ti a ɛtɔ so IV

4.1 Abɛɛfo kwantenpɔn mu toↄ

Article 19 wɔ Universal Declaration of Human Rights ma obiara fawohodie wɔ n’adwen-
kyerɛ ne ne kasaboa ho.Saa fawohodie yi bi ne; fawohodie a yɛde kura yɛn adwenkyerɛ 
hwehwɛ nya,sane kyɛ nkratoɔ ne adwenepɔ ahodoɔ wɔ ɔkwan biara so a ɛmfa ho ne 
deɛ wofiri a obiara ntumi ntwintwam yɛakwan mu. Nanso mfeɛ kakraa bi nie no,Abibi-
rem Aman kɔ so ara hyɛ nkratoɔ a ɛkɔ ɔmanfoɔ hɔ no so. Yei ama Abɛɛfo kwantenpɔn 
ayɛ baabi a nkratoɔ sesa ntɛntɛm a ɛde akwansideɛ pii abrɛ wɔn a wɔkasa  fa nnoɔma a 
ɛrekɔso ho,wɔn a wɔbɔ adasa fawohodie ho ban,wɔn a wɔkasa tia aban ne nsɛntwerɛ-
foɔ;na nkaebɔ kyerɛ sɛ yei dɔ ara na ɛredɔɔ so.

Ka ankabi amamuo afa akwan nuasa so te sɛ Abɛɛfo kwantenpɔn mu toɔ, ne sɛ yɛresi 
obi kwan sɛ ɔbɛto nkra wɔ Abɛɛfo Ntentan so si nkurɔfoɔ adwenkyerɛ ho kwan.
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the per day impact of a temporary shutdown of the 
Internet and all of its services would be on average

$23.6 million  
per 10 million population.

22 African 
Governments 
had ordered network disruptions in the last 

4 years

Since the start of 2019, 
6 African countries – 

Algeria, the Democratic Republic 
of Congo (DR Congo), Chad, 

Gabon, Sudan and Zimbabwe
had experienced internet shutdowns.

65

Mfoni a ɛtɔ so 13: Abɛɛfo kwantenpɔnn mu toↄ ho nneɛma wↄ africa

’Freedom House’s Freedom on the net 2018 kyerɛ sɛ ‘’Ewiase aman nyinaa rehyɛ nhy-
ɛsoɔ a ɔhyɛ amanfoɔ dwumadie a wɔde Abɛɛfo kwantenpɔn no mu kena, wɔka sɛ nkra-
toɔ bi nnyɛ nokorɛ ɛde ka wɔn a wɔne  wɔn nnyɛ adwene hyɛ, rema Abɛɛfo kwantenpɔn 
ho ahotɔsoɔ reyera ne kabi-ma-me-nkabi  fapem. ”Ekuo bi a wɔfrɛ no ‘CIPESA’ amanebɔ 
a wɔbɔɔ no Afe mpem mmienu ne dunwɔtwe (2018) ada no adi sɛ65, Abibirem aban  
aduonu mmienu ahyɛ ama wɔayɛ Abɛɛfo kwantenpɔn Dwumadie basaaa wɔ mfeɛ nnan 
a atwam yi. Na ɛfiri afe 2019 mfitiaseɛ no Abibirem Aman nsia, Algeria, Democratic 
Republic of Congo, Chad, Gabon, Sudan ne Zimbabwe akɔ Abɛɛfo kwantenpɔn mu toɔ 
mu.
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66 http://paradigmhq.org/download/dra19/

Bio,’’ Paradigm Initiative’’ Nkaebɔ wɔ Afe Mpem Mmienu Ne Dunkron (2019) mu66 ada 
no adi sɛ Abibirem Aman bi nom toto  Abɛɛfo kwantenpɔn mu amanyɔsɛm nti,hyɛ 
mmara a ano yɛ den fa nnoɔma a yɛde to Abɛɛfo kwantenpɔn so ho, wɔde wɔn ani hwɛ 
wɔn a wɔbɔ amansan fawohodie  ho ban dwumadie so. Nkaebɔ yi kɔso kyerɛ sɛ ,saa 
Chinafoɔ ne Russiafoɔ nhyehyɛeɛ a ɛfa Mmara a ɛyɛ adwuma ho, a ɛfa Abɛɛfo kwanten-
pɔn nhyɛsoɔ so no, ahyɛ aban nhyɛsoɔ mu kena ne Abɛɛfo Nkratoɔdie Fawohodie sɛeɛ 
,nam mmara a wɔboapa ahyehyɛ sɛ wɔde repɛ ‘pɛpɛɛpɛyɛ ne asomdwoeɛ wɔ Abibirem 
Aman mu. Abɛɛfo kwantenpɔn ntotomu yi aha saa aman yi sikasɛm yie. ’Deloitte  
Adesua Nkyerɛkyerɛ67 ada no adi sɛ, wɔ ɔman a wɔde Abɛɛfo kwantenpɔn yɛ adwuma 
yie paa mu no, da koro biara a wɔbɛto mu berɛ tiawa mu no,wɔhwere bɛyɛ 23.6million 
Amerikafoɔ sika Dollars wɔ nnipa ɔpepe du biara mu. Ɛmfa ho ne saa nnoɔma ahodoɔ 
a wɔreyɛ de asi Abɛɛfo kwantenpɔn dwumadie ho kwan no ,nhyehyɛeɛ ahodoɔ bi te sɛ 
VPNs ne Web based proxies boa ma wɔn a wɔkasa  fa Adasa Fawohodie ho, wɔn a wɔbɔ 
Abɛɛfo Nkratodie ho ban, Nsɛntwerɛfoɔ, wɔn a wɔbɔ nkaeɛ ne ade nya anidasoɔ.

4.2 Akwan a yɛfa so dwane firi abɛɛfo ntentan 
mu toↄ ne ne nhyɛsoↄ ho

Yɛn din a yɛmfa nnyɛ adwuma wɔ Abɛɛfo Ntentan so ne akwan a yɛde dwane firi ɛmu 
toɔ ho bi te sɛ VPNS ,Tor Browsers ne wɔn a wɔmfa wɔn din ankasa nnyɛ adwuma wɔ 
Abɛɛfo Ntentan so ma wɔn a wɔyɛ Adasa Fawohodie ho adwuma ,wɔn a wɔbɔ Abɛɛfo 
Ntentan dwumadie ho ban, Nsɛntwerɛfoɔ,Amanebɔfoɔ ne ade anidasoɔ.

Mfoni a ɛtɔ so 14: kwan a yɛde VPN yɛ edwuma

a. Virtual Private Network (VPN)
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69 https://ooni.org/install/

 https://cipesa.org/

Virtual Private Network (VPN) ne ɔkwan a yɛka yɛn Kɔmputa/Afidie Badweneba bɔ 
Abɛɛfo  kwantenpɔn Afidie bi ho a ɛkabɔ adwumakuo bi Dwumadie ho wɔ Abɛɛfo  
kwantenpɔn so. Sɛ yɛde VPN yɛ adwuma a,na ɛkyerɛ sɛ yɛn nkɔmmɔdie wɔ Abɛɛfo 
Ntentan so no wɔaka abom ,abɔ ho ban ,adane ama saa adwumakuo no,na ɛhɔ na wɔyi 
banbɔ no,sane nsɛm no mu,soma kɔ baabi a ɛsɛ sɛ ɛkɔ. Abɛɛfo  kwantenpɔn anaa 
kɔmputa foforɔ hunu  sɛ deɛ wɔrebisa no firi adwumakuo no hɔ ,na ɛmfiri baabi a 
wowɔ hɔ. Ankorɛ-ankorɛ de VPN di dwuma de dwane firi wɔn man mu nhyɛsoɔ ho anaa 
de di nkonim wɔ hwɛ a wɔfee wɔani hwɛ Nkratoɔdie mu wɔ wɔn aman mu.

 

 
 

4.3 Sɛ wɔresua abɛɛfo  kwantenpɔn mu atotoat-
oɔ ne ne nhyɛsoɔ

a. The Open Observatory Of NetworkInterference (OONI)
The Open Observatory of Network Interference (OONI) yɛ dwumadie bi a ɛwɔ Kɔmputa 
so a yɛde di dwuma kwa a ne botaeɛ ne sɛ ɛbɛhyɛ mmɔdemmɔ ahodoɔ a yɛde ma 
Abɛɛfo  kwantenpɔn  mu da hɔ wɔ wiase afanan nyinaa mu den. Saa OONI yi yɛ dwu-
madie bi a ɛyɛ kwa na yɛabue68 a wɔfrɛ no ‘OONI Probe’’ a wɔbɛtumi de asusu;

4.4 Kasatia a ɛfa abɛɛfo  kwantenpɔn ntotomu 
ho wↄ Abibirem

a. The Cost Of Shutdown Tool (COST)
‘COST’ yɛ dwumadie bi a ɛwɔ Abɛɛfo Ntentan so a yɛde susu ɛka a yɛbɔ berɛ a yɛato 
Abɛɛfo  kwantenpɔn mu, na yɛde dane Aban ahodoɔ adwene sɛ wɔntoa so ma Abɛɛfo  
kwantenpɔn nyɛ adwuma. Saa dwumadie yi ma obi biara ,Nsɛntwerɛfoɔ, Nhwehwɛmu-
foɔ,wɔn a wɔkasa  ma biribi,wɔn a wɔyɛ Ntotoeɛ,nnwuma ahodoɔ ne afoforɔ pii de 
ntɛmso ne kwan mmerɛmerɛ so kari sika a yɛhwere wɔ Abɛɛfo kwantenpɔn dwumadie 
mu toɔ mu. Sɛ yɛretoɔ akwan ahodoɔ a Brookings Institute70 ne CIPESA71 ahyehyɛ no, 
COST susu sika a yɛhwere wɔ Abɛɛfo Ntentan ntomu ho, ahomatrofoɔ nkratoɔ a ɛtekɔ 
ne si a wɔsi akwan ahodoɔ a yɛfa so di nkitaho ano. Wɔde mantam ahodoɔ nhyehyɛeɛ a 
ɛfiri Amansan sika korabea ITU, Eurostat ne U.S Census hɔ.

Wobɛtumi de ‘OONI Probe’69 yi aboaboa nkratoɔ ano,a ɛbɛtumi ayɛ adansedie wɔ 
Abɛɛfo  kwantenpɔn Nhyɛsoɔ ho ɛfiri sɛ ɛkyerɛ sɛn, berɛ bɛn, ɛhefa ne onipa korɔ a 
ɔyɛeɛ.

•     Abɛɛfo Ntentan Anosie.
•     Dwumadie ahodoɔ a yɛde mane nkratoɔ ntentan anosie te sɛ ‘Whatsapp,-
Facebook Messenger ne Telegram.
•     Dwumadie ahodoɔ a yɛde dwane firi Abɛɛfo Ntentan Nhyɛsoɔ ho te sɛ ‘Tor ne 
Psiphon’.
•     Nhyehyɛeɛ bi te sɛ (‘middleboxes’) wɔ wo Nkratoɔ dwumadie mu a ɛbɛtumi 
ahwɛ Nhyɛsoɔ anaa nhwɛsoɔ so.
•     Sɛdeɛ wo Nkratoɔ dwumadie no tu mirika fa ne ne mmɔdemmɔ ho.
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https://netblocks.org/cost/

Mfoni a ɛtɔ so 15: Kasatia a ɛfa abɛɛfo  kwantenpɔn ntotomu ho wↄ Abibirem

b. #KeepItOn Ntoabɔ
Saa Wiase nyinaa ntoabɔ a ekuo ‘Access Now’ na ɛdi mu tintiman yi hwehwɛ sɛ ɛbɛhyɛ 
aban ahodoɔ nkuranne wɔ wiase afanan nyinaa, sɛ wɔnnto Abɛɛfo  kwantenpɔn mu na 
wɔama nkratoɔdie akɔso ara.
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Mmoa
1. https://tinyurl.com/y4sul3dd

2. https://tinyurl.com/y5xxucxy

3. https://tinyurl.com/y49ckklq

4. https://tinyurl.com/y669mw6v

5. https://tinyurl.com/y6dhe2o4

6. https://tinyurl.com/y46tnwuk
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Nsɛmbi Nkyerɛaseɛ
Akadeɛ - Akadeɛ ɛboa ma dwumadie no sesa sɛdeɛ ɛdi dwuma anaa ɛbɛtumi ayɛ 
adwuma. Mpɛm pii no akadeɛ no bi wɔ hɔ a nnipa no bɔ ho ban ma obiara nhunu 
dwuma a ɔredie. Saa nti ɛsɛ sɛ woyɛ ahwɛyie wɔ faako anaa baabi a wonya akadeɛ no 
bi firi. 

Anti-virus - Anti-virus yɛ kɔmputa dwumadie a yɛde sisi nnwuma  bɔne kwan a ɛmma 
wo kɔmputa no ɛnni dwuma yie. Yɛtumi de kyerɛ sɛ nnoɔmabɔne bi abɛda wo kɔmputa 
no so, na  sane yiyi nnoɔmabɔne firi wo kɔmputa no so. Nnoɔma a ɛmma kɔmputa no 
nte apɔ no bi ne Computer virus,Worms ne Trojan Horses. Anti-virus no bi din ne McA-
fee,Avast,AVG ne Kaspersky. 

Censorship - Abɛɛfo kwantenpɔn kɛntɛnsoɔ no yɛ nhyɛsoɔ  bi a ɛhyɛ dwumadie bi a 
wobɛtumi ahunu wo,de to dwa, ne nea wo nsa nso tumi ka wɔ abɛɛfo  kwantenpɔn no 
so. Yei ne mmara a aban ahyehyɛ de ato hɔ.

Circumvention - Akwan a yɛfa so de twe yɛn ho firi abɛɛfo ntentan kɛntɛnsoɔ.

Cryptography - Sɛ wonwono ahinta ntwerɛeɛ a ɛmma obi biara nhunu anaa ɛnte 
nkratoɔ no ase.

Abɛɛfo kwantenpↄn ahonidie - Abɛɛfo kwantenpɔn ahonidie ne sɛ wobɛdi wo kɔmpu-
ta ni, na dwumadie biara nso a wobɛdi no, ɛho bɛtwa kama, na ahosuo ne mfonini 
biara bɛda n’akwan mu nso.

Abɛɛfo mfidie so dwumadie akwanya - Ɛyɛ nnipa fawodie ɛwɔ Abɛɛfo kwantenpɔn 
so.

Encryption - Ɛyɛ dwumadie a yɛfa to nkra kɔma afoforɔ wɔ biri a onipa foforɔ bi ntumi 
nkenkan.

Encryption key - Egyina wɔ ma abɛɛfo nhyehyɛeɛ yɛ di sesa ɛnkra ɛma onipa hunu 
ntumi nkenkan. W akwan bi su  wotumi di saa nhyehyɛeɛ di sesa wo nkra. Ɛtɔ daa 
abɛɛfo nhyehɛeɛ nu tumi sesa. 

Firewall - Afidie a ɛbɔ wo kɔmputa ho ban fi abɛɛfo kwantenpɔn nhyehɛeɛ bi a wompɛ. 
Firewall bɛ tumi awɔnhyehyɛeɛ a asi kwan ma wontumi nni dwuma wɔ abɛɛfo ntentan 
bi so. Firewall yɛ ahobanbɔ a adi kan a yɛdi boa afidie bere a  w’ani nna so. Y3 betumi 
nso di asi nnipa kwan a wontumi nni dwuma wɔ abɛɛfo kwantenpɔn so.

Anonymity - Tebea a ɛmma yɛnhunu nnipa wɔredi nnwuma.
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Abɛɛfo kwantenpɔn mu toↄ - Abɛɛfo kwantenpɔn mu toↄ yɛ se w’ani da ho na wɔato 
Abɛɛfo kwantenpɔn mu anaa mfidie a yɛdi di kasa ndwuma, sɛnea ɛbɛyɛ a yen nsa 
ntumi nka nsɛm bi anaa yɛn nfa nni dwuma pefee.

IP Address - Abɛɛfo kwantenpɔn agyina hyɛdeɛ a ɛma wo dane nso firi mfidie ahodoɔ a 
ɛwɔ soɔ.

Malware - Ɛyɛ abɛɛfo mfidie so dwumadie  a yɛde di dwuma a ɛnsɛ fata ɛwɔ abɛɛfo 
mfidie so . Kɔmputa mmoawa yi tumi wia w’atomudeɛ, fa wo ho asɛm bi a w’ani nna 
anaa sɛ ɛbɛ sɛe wo nnoɔma nyinaa.

Operating System (OS) - Ɛyɛ dwumadie a ɛboa ma wo di dwuma biara ɛwɔ wo kɔmpu-
ta so. Ebi ne indows, Linux, Android ne Apple OS X ne IOS.

Atomudeɛ ahwɛsofoɔ - Atomudeɛ ahwɛsofoɔ yɛ nimdeɛ bi a wɔde yɛ atomudeɛ siebe-
aeɛ, sɛdeɛ ɛbɛma w’atumi asie atomudeɛ dodoɔ no ara wɔ abrɛ a ɛho nhia sɛ wode 
bɛto wo tirim.

Atomudeɛ nsɛm - Wei yɛ atomudeɛ soronko bi a ɛyɛ tenten hyɛn nea wonim daa no.

PC (Woankasa wo Kɔmputa) - Ɛyɛ afidie a ɛboa ma wotumi di dwuma pii.

PGP - Ɛyɛ nhyehyɛeɛ a agyina ma amansain ɛwɔ abɛɛfo kwantenpɔn so. Saa nhyehyɛeɛ 
nu fri Phil Zimmermann 1991 a edi aboa amansain nkitawodie ho bammɔ.

Proxy - Ngyinamu yɛ abɛɛfo so afidie a agyina mu ma obi a ɔpɛ biribi afiri abɛɛfo kwan-
tenpɔn so. 

Ahobanbɔ nsembisa - Ɛyi ni ahobanbɔ nsem a ɛkɔ ma w’atomudeɛ a  wo pɛ na wo nim 
ano mmueɛ.

Software - Ɛyɛ ntrɛnee a ɛboa ma wo di dwuma ɛwɔ kɔmputa so.

Tor - Tor yɛ abɛɛfo dwumadi a ema nkitahodie mu yɛ pefee na yen gyɛ wo sika. Ɔnya ni 
din no fri abɛɛfo dwumadi “The Onion Router”.

Two Factor Authentication (2FA) - Ɛyɛ kwan a  (service provider) ɛbisa wo akwan 
ahodoɔ mienu a wo di bɛ yi  wohu ɛde . Ɛbɛ tumi   aye biribi a wo nim deda (tesɛ wo  
atomudeɛ ),biribi a wo  wɔ te sɛ ahomatrofoɔ anaa biribi a ɛda wohunam (te sɛ wo nsa 
ahyɛnsode).

URL - Ɛyɛ amansan ntontan kɛseɛ hu krataa.
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Virtual Private Network (VPN) - A.Virtual Private Network (VPN) ne ɔkwan a yɛka yɛn 
Kɔmputa/Afidie Badweneba bɔhAbɛɛfo Nkratoɔ .Afidie bi ho a ɛkabɔ adwumakuo bi 
Dwumadie ho wɔ Abɛɛfo Nkratoɔ Ntentan so.Sɛ yɛde VPN yɛ adwuma a,na ɛkyerɛ sɛ 
yɛn nkɔmmɔdie wɔ Abɛɛfo Ntentan so no wɔaka abom ,abɔ ho ban ,adane ama saa 
adwumakuo no,na ɛhɔ na wɔyi banbɔ no,sane nsɛm no mu,soma kɔ baabi a ɛsɛ sɛ 
ɛkɔ.Abɛɛfo Nkratoɔ anaa kɔmputa foforɔ hunu  sɛ,deɛ wɔrebisa no firi adwumakuo no 
hɔ ,na ɛmfiri baabi a wowɔ hɔ.Ankorɛ-ankorɛ de VPN di dwuma de dwane firi wɔn man 
mu nhyɛsoɔ ho anaa de di nkonim wɔ hwɛ a wɔfee wɔani hwɛ Nkratoɔdie mu wɔ wɔn 
aman mu.

Virus - Kɔmputa virus yɛ adeɛ a ɛmma abɛɛfo afid3 no nte apɔ a ɛtumi bo nuhu mmo-
humohu a ɛseɛ afidie nu so nneɛma nyinaa.

Web-based Proxy - Beaeɛ a yɛnya akratoɔ firi wɔ abɛɛfo ntentan so a ɛma wonsa ka 
beaeɛ afofroɔ a y’asi wɔn agyinabia.

Abɛɛfo Kwantenpɔn Ahobanbɔ - Ɛyɛ abɛɛfo nhyehyɛeɛ a ɛboa bɔ onikorɔ a ɔredi 
dwuma no ho ban wɔ Abɛɛfo Kwantenpɔn so.

Abɛɛfo Kwantenpɔn Ahobanbɔ so foɔ - Yɛ nkurɔfoɔ bi a wɔ wɔ adwene suo ahodoɔ de 
boa nsɛntwerɛfoɔ ho ahobanbɔ.

Atomudeɛ - Yɛ ntwerɛdeɛ a yɛ te de bɔ yɛn nneɛma ho ban.

Atomudeɛ kɔfabayɛ - ɛyɛ adeɛ a ɛboa na yɛn tumi te atomudeɛ. Ɛsan boa ma yɛn te 
atomudeɛ a ɛmu yɛ den.

Atomudeɛ dan - Baabi a yɛ de yɛn atomudeɛ nyinaa gu a ɛhwɛ so ma yɛn.

Abɛɛfo ntentan so hwehwɛfo - ɛyɛ abɛɛfo dwumadie a yɛde hwɛ na yɛnya  nyinaa pii 
wɔ abɛɛfo kwantenpɔn so.

Ntohyɛsoɔ gidigidi - ɛyɛ ntohyɛsoɔ bi a ɛde bosrɛmuka hwehwɛ obi atomudeɛ anaa 
biribi.

Hack - ɛyɛ korɔno kwan so a yɛde di dwuma bone wɔ kɔmputa so.

Spyware - ɛyɛ kɔmputa ho nhyehyɛeɛ a ekura nneɛma bɔne a wɔde  to kɔmputa so.

Universal authentication - yɛ san so nim no sɛnsanhɔ (SSO), ɛyɛ kɔmputa ho nhye-
hyɛeɛ a ɛma kwan ma obi tumi di kɔmputa hu dwumadie wɔ kwan  a wɔmmɔ wɔn 
ahyɛnsode abiribiara.
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Atomudeɛ a woankasa bɛkora - yɛ abɛɛfo afidie ketewa a akɔso yɛ mmara wɔ kwan 
so a ɛne abɛɛfo dwumadie a ɛdi mu wɔ wo abɛɛfo afidie so sɛ. Ɛyɛ adwuma yie nanso 
deɛ ɛka ho a ɛnyɛ ne sɛ ɛwɔ sɛ wodi abɛɛfo afidie foforo no akyi. 

Packet Filter - Yei hwɛ pakɛt biara a ɛpue anaa ɛwura wo network no mu, ɛgye anaa sɛ 
ɛpo, na mmom ɛgyina wo nhyehyɛeɛ a wayɛ so. Pakɛt yi di dwuma paa, nanso ɛho 
akwan yɛ den yie.

Application Gateway - Ɛyɛ nhyehyɛeɛ a ɛyɛ ahobanbɔ ma kɔmputa ho nkitawodie, 
ntoho FTP44 ɛna Telnet45. Ɛyɛ adepa nanso ɛtumi ma wo kɔmputa no nso anya ɔhaw.

Circuit Level Gateway - ɛyɛ ahobanbɔ mu nsɛm tese TCP46 anaa UDP47 nkabom. Sɛ 
nkabom no ba so a, nneɛma tumi fa ne kwan so wɔ nnipa ntam mu a ɛnhia sɛ wɔbɛhwɛ 
bio.

Proxy server - ɛyɛ nhyehyɛeɛ a ɛsi nkratoɔ kwan. Ɛ da a Proxy server tumi sie network 
no ho nsɛm.

Zoom bombing - yɛ mmerɛ biara a nnipabɔnefoɔ twitwa abɛɛfo nhyiamu anan mu ne 
wɔn nnwumadie titire wɔn nkitahodie.

Nkitahodie nsɛm biara a ɛfiri ɔfa de kɔsi ɔfa bi no - hwɛ ma nkratoɔ dane ahintasɛm 
firi somafoɔ no ankasa hɔ . Gye sɛ nea ɔgye nkratoɔ no na ɔbɛtumi asesa no.

Ransomware - yɛ malwɛɛ no mu bi a wɔde si wo kɔmputa dwumadie no fa bi ho kwan, 
sɛnea ɛbɛyɛ a sɛ sika reba a akurɔmfoɔ bɛtumi asi wakyi.
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