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AYETA: Abeefo mfidie so dwumadie akwanya nwoma

JYIKYERE

See abeefo so mfidie dwumadie dawurubafod kaso bo abeefo dwumadie ho banb> ho
dawuro no, eho behia pii s wobehwe kwan a wabgefa so aba won ho ban w> wan nwu-
madie ho. Saa nwoma yi bekyere wo abeefo dwumadie ho nhwesodee pii awode bebd
woho ban. Nwoma yi besan akyere wo kamputa ahobanb> mu dawurub>fo> mu
akukudam , mmere ne beaeg a €sg, wd won nwumadie ahodod wa wiase afanan nyinaa,
na asane nso akyere adesua yi nyinaso w> Abibiman ahodoo bi so, kaseeb ne nkita-
hodie ahodo> nyinaa. Nwoma yi fa bi nso kyere kwan a wobefa so de asi komputa
akwansidie ahodos ano kwan nso.

Stanford Digital Civil Society Fellowship project na wasii nwoma yi ho fapem wb> afe
apem aduonu aduonu (2020), a Netherlands Human Rights Fund nso dii mu akoten.
Gbenga Sesan ne Bonface Witaba na ehyee dwumakuo yi ase, ena Paradigm Initiative
ekuo nso di mu akoten. Afei, Owura Fisayo Alo na ohwee se ntwergee no mu beda ha na
nteasee nso aba mu. Aseda kesee nso ko ma Ashnah Kalemera (CIPESA), Berham Taye
(AccessNow), Demba Kandeh (School of Journalism and Digital Media, University of
Gambia), Ephraim Kenyanito (Article 19 UK) , Koliwe Majama (AfDEC), Liz Orembo
(KICTANet), Neema Iyer (Pollicy), Neil Blazevic, Oluwatosin Alagbe (PTCIJ), Oyinkasola
Akintola-Bello (Co-creation Hub), Ronald Kekembo (FrontlineDefenders) ne Vivian
Affoah (Media Foundation for West Africa), s€ wohwe nwoma yi twere a edii kan no. Eye
mo mmoa yi na ede nwoma fofor> yi abeduru sei.

Woasiesie nwoma yei s€ ebeboa Abeefo mfidie so dwumadie yiedie dawurubafoo,
nsentwerefod, asotiyifod, ne nnipa ahodos a wadi akotene w> dawurob> mu. Paradigm
Initiative, asi ketee se nwoma yi ho beba mfasoa na agyina ama nwoma afofor biara a
ebeba akyire. Nsemmisa ne nhyenmu biara a wopese wode boa yen no, wobstumi de
ama yen wohello@ayeta.africa
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Ti a edikan

Abeefo mfidie so dwumadie akwanya

1.1 Nyinaso>

Abeefo Kwantenpon hyee ases wd wiase wa afe apem du nkron ne aduowatwe nkron
(1989). Akyi yi ama nnipa fawohodie ahobanb>fod nam abeefo so etumi ama enneyi,
onipa tumi kasa kyere n'adwene w> mmere a obiara ntumi nsi ne ho kwan, na obiara
mpo tumi dom kuo biara a ope. Enne yi, yehunu abeefo kwantenpon se adec titire bi a
etumi ka nnipa b mu wa ewiase afanan nyinaa. Yei akyire yi, kwan ahodo> pii wa ha a
eye akwansidie kesee de tia nnipakuo ahodo> bi a wode abeefo kwantenpon di dwuma
ahodoo bi. Saa nnipa yi bi ne nsentwerefod, nnipa fawohodie ahobanbafo, ne wan a
wokasa tia oman nhyehyeee ahodod a wogye di se mfasod papa nni so. Aban mpaninfod
ahodoo bi a waye nhyesos tumi hyehye mmara, fa akwan pii so sore tia ma abeefo
kwantenpan dwumadie tumi ka fam koraa.
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Wb Paradigm Initiative 2019 Digital Rights in Africa Report atwereeg wa abibirem no,
watwere sg', “beye mfee du akyi yi no, abibiman ekuo ahodoano gtumi asare agyina
ama Abeefo mfidie so dwumadie akwanyan stumi apagya atia akwansidie ahodod, ma
enneyi, etumi atere ma obiara tumi de di dwuma, kyere n‘adwene, tumi de di nkitaho,
dom ekuw biara nso a ape. Nanso yei nyinaa akyi no, Abibiman mu mpaninfo bi nom
pe s€ wd fa abeefo kwantenpon so de pere tumi, na wasane nso hye won man so”.

W> 2019 CIPESA atwerges mu no, wada no adi pefee se mpaninfod beye aduonu
mmienu a wadeda Abibiman ahodo> bi ano no hyees ma abeefo kwantenpon dwu-
madie koo fam koraa, beye mfee anan yi a atwam kd yi. Abibiman ahodod nsia a gye
Algeria, Democratic Republic of Congo (DR Congo), Chad, Gabon, Sudan, ne Zimbabwe
de, won abgefo kwantenpon dwumadie sece€ koraa, na ebi nso deg, won abegfo nkita-
hodie nso ho tJ3 kyima.2

Nsemmobne bi sei a saa Abibiman mpaninfod yi yeee no tia African Declaration on Inter-
net Rights and Freedoms (AfDec)?, ne Universal Declaration of Human Rights (GENERAL
Assembly Resolution 217 A) mmara ne won nhyehyeee.*

1.2 De&en ne absefo mfidie so dwumadie akwan-
ya?

Abgefo mfidie so dwumadie akwanya ne se onipa bede ne ho wa abgefo kwantenpon
dwumadie mu. Se onipa bede ne ho wa nadwenkyere mu, na obiara nso ntumi nhye ne
so. Nhwesodee bi ne fawohodie nhyehyeee ahodo> a United Nations Universal Declara-
tion of Human Rights ahyehye ato h no.> W3 United Nations mmara mu no, €tia s¢
wobesi onipa biara ho kwan se ode abeefo kwantenpon bedi dwuma.®

1.3 Abeefo dwumadie ho kwan/Nnipa fawohodie
kuo ahodoone nhyehyeee

Ewd se wotumi ka Abgefo dwumadie ho kwan ne onipa fawohodie b> mu, senea nhye-
hyeee ahodod a €bd onipa ho ban no nso betumi abs won a wade abeefo di dwuma no
ho ban saa ara pe.

1. UN Declaration of Human Rights

Universal Declaration of Human Rights (UDHR) ye krataa bi a edi mu wa abakosem mu,
fa onipa fawohodie ho. Se won a watwere saa krataa yi wo fapem w> mmara ne amam-
mere mu wd ewiase afanan nyinaa mu no nti no, United Nations General Assembly w>

https://paradigmhg.org/download/dra19/
https://cipesa.org/2019/03/despots-and-disruptions-five-dimensions-of-internet-shutdowns-in-africa/
https://africaninternetrights.org/articles/
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/217%28111%29
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/217%28111%29
http://www?2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf
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Paris, 10 December 1948 (General Assembly Resolution 217 A) , hysee se saa Krataa yi
beye nsusudeg ma nnipa nyinaa w> wiase afanan nyinaa. Ehye sg, bere a edi kan no,
wobebd onipa fawohodie wa wiase afanan nyinaa ho ban. Firi saa bere no, waatwere
saa krataa yi firi borofo mu de ako> kasa ahodo> beye obha nnum.’

2. African Charter on Human and People’s Rights

African Charter on Human and People’s Rights, a wasan fre no Banjul Charter ye wiase
afanan nyinaa kyidom kuo a wohwe se nnipa ahobanbs ho nhyehyegee bekd n'anim wa
Abibiman mu. Wokyekyeree saa ekuo yi wo June 1, 1981, na wohyee asee se wade di
dwuma w2 October 21, 1986. Saa Kuo yi ne Organisation of African Unity fapem, na
ehweee se emfa akwansidie biara ensi kuo yi ma ahodo> ho kwan wa nnipa ahobanb>
mu. Na Sedee won botaeg yi begyina nti no, wohyee oman biara se wode obuo kesee
bema mmara biara a w'ahyehye no, na €tu ahye ayankofa a eda won ho won ho no mu.®

3. African Declaration on Digital Rights

Abibiman atua te w> abeefo kwantenpon fawohodie ye Abibiman anamantuo se wade
behye nnipa ahobanba nhyehyeee mu kena na atumpon w> Abibiman mu, na aboa ma
nhyehyeee biara a efa abeefo kwantepon ho no etumi agyina wa Abibiman mu. Saa
anamontuo yi ne se wobehwe na nhyehyeee biara a eho hia wa nnipa ho banbs w>
abeefo kwantenpon dwumadie mu no bewie pe yg, na atumi aboa Abibiman kanka. Saa
anambantuo yi fapem nyinaa gyina Abibiman nhyehyeee wo krataa so a €ba nnipa ho
ban, a African Charter on Human and Peoples Rights (1981), ene the Windhoek Decla-
ration on Promoting an Independent and Pluralistic African Press of 1991, African
Charter on Broadcasting (2001), Declaration of Principles on Freedom of Expression in
Africa (2002) ene African Platform on Access to Information Declaration (2011).°

4. African Union Declaration of Principles on Freedom of Expression
and Access to Information in Africa

Saa kuo yi a wohwe se nnipa kasa fawohodie ho nhyehyeee no begyina no hyee asee wa
2002, a na African Commission on Human and People’s Rights fod na na watae akyi.
Saa krataa yi ye nhwesodee se wode behwe Abibiman ahodos no mmoadenb> wa nnipa
fawohodie nhyehyeee ne nsemnsem ho.™

5. African Union Declaration on Internet Governance

https://www.un.org/en/universal-declaration-human-rights/

https://au.int/en/treaties/african-charter-human-and-peoples-rights

https://africaninternetrights.org/about/
https://www.achpr.org/public/Document/file/English/draft_declaration_of_principles_on_freedom_of_expression_in_africa_eng.pdf
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Abibiman anamantuo kuo a wohwee abeefo kwantenpon so yi fapem firi adwenkyere
ahodoo sedeg ebeye a ede mfasod papa bebre Abibiman na asane etumi de nkabom
aba, na woatumi aka won tiri abom de nsusuie papa a ede abeefo kwantenpon ho nhye-
hyeee pa begugu akwan mu, na ama Abibiman afa ne ntoma pa afura.™

6. ECOWAS Protocol on Democracy and Good Governance

ECOWAS nhyehyeee a efa kabi ma menka bi ne ammamuo pa ho no nso hyee ase¢
December 2001, a aman mpaninfod ahodos a wo wiAbibimanmu no gye tumu, na
wokdofa baeg no hwe se wabeye asomdwoee ne ahobanb> ho nhyehyegee ahodod, na afei
nso wode beko atia mente meho ase biara ew> afe 1999 mu.'?

1.4 Abeefo Kwantenpon Ahobanbd so fo>
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Mfoni a €td so 2: Abegefo Kwantenpon Ahobanbo so foa
11 https://au.int/sites/default/files/newseventsworkingdocuments/33025-wd- african_declaration_on_internet_governance_en_0.pdf
12 https://www.ohchr.org/EN/Issues/RuleOfLaw/CompilationDemocracy/Pages/ECOWASProtocol.aspx
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Nnipa dodow a wodi abgefo kwantenpon ahobanb> mu akotene no ara wa anammon-
tuo ahodo a wade sd bhaw a nsentwerefod ne afofora nso a wohwe nnipa ahobanba ho
nsemnsem taa hyia no. s€ obi hia mmoa bi a efa nsem bi a te sei no ho a, watumi ka b>
saa kuo yi pono kape mmoa.

1. AccessNow - https://www.accessnow.org/

AccessNow wd ahomatrofoa a obi hia mmoa fa ahobanb> ho nsemnsem a, wotumi
fre bisa mmoa. Afei nso waboa wa sikasem afa mu, de ma ankorsankors nkumaa a
won nwumadie ne s€ wabehwe na absefo kwantempon ahobanb) no begyina.

2. AfricanDefenders - https://africandefenders.org/

Yei ye kuo bi a Abibiman nkuro ahodoa bi a nnipa fawohodie ho nsem hia won paa
yie no dom. Saa kuo yi ye ekuoekuo afofora anum bi a wofiri Abibiman mu a won
aka wan ho ab> mu se wode behwe nnipa fawohodie ho nsem ne ahobanbo.

3. Africtivistes - https://www.africtivistes.org/

Africtivistes ye kuo a nsentwerefos a watwere fawohodie nsem gu komputa so ma

etere wiase afanan nyinaa. Saa ekuo yi kuta nnipa ahodo 200 a wofiri nkuro
aduasa nnum mu.

4. Association for Progressive Communication (APC) -
https://www.apc.org/

Saa kuo yi hwe s nnipa nyinaa benya akwanya de abeefo kwantenpon adi dwuma,
na ama won abrab> atu mpon.

5. Association of Media Women in Kenya (AMWIK) - http:/amwik.org/
Kuo yi ye mmaa kuo a won botaeg ne se wobe pua mmaa w> mpanindie mu.

6. Article 19 - https://www.article19.org/

Article 19 kuo no kuta nkorabata mmienu; se onipa beka, anaa s€ onipa behunu.

Yei hwe se onipa biara betumi akyere n'adwene, na waka ne bo so asem w> abre a
obiara ntumi nsi ne ho kwan.

7. Cc-Hub - https://cchubnigeria.com/

Saa kuo yi na nnipa dodo> no ara fre no ‘Cc-HUB’ anaa ‘the HUB' no, na gye akwan-
ya bi a nnipa ahorod bi a wow> Nigeriaa wakoadere wa abgefo dwumadie ho kwan
hyia kyere kyere won adwene ne wan nimdee.
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8.

10.

11.

12.

13.

14.

15.

Central Africa Human Rights Defenders Network (Réseau des
Défenseurs des Droits Humains en Afrique Centrale - REDHAC) -
https://defenddefenders.org/africandefenders/

Saa kuo yi a ehwe nnipa fawohodie ahobanba nsem w> Abibrem no botaec ne sg,
wobehwe akwansidie ahodoo a €tia nnipa fawohodie, ne dawurobb, s€ nnipa fawo-
hodie betu mpon w> Abibrem.

Collaboration on International ICT Policy in East and Southern
Africa (CIPESA) - https://cipesa.org/

W> Kampala, Uganda no, CIPESA ye Absefo Kwantenpan nhyehyesee kuo a wodi
dwuma wd Apuee ne Atoes afam wd Abibrem, na whwe se nhyehyeee biara a efa
abeefo kwantenpon ho wa Abibrem no beye adwuma.

Committee to Protect Journalists (CP)) - https://cpj.org/

Amereka ankoreankore kuo a wow> New York, a won adwumayefod ahodod wa
wiase afanan nyinaa aw> hwe se nsentwerefod nyinaa benya won fawohodie.

Cyber Security Africa - https:/www.cybersecurityafrica.com/

Yei ye ahobanb kuo a won botaeg ne s wobeboa ekuo ahodos no wa ahobanb>
mu.

Defend Defenders - https://defenddefenders.org/

Wbon botaeg nso ne se wabebd nnipa fawohodie ho ban, na wahwe se nnipa fawo-
hodie betu mpan wa Apuee afa mu wa Abibiman mu.

Digital Security Alliance (DSA) -
https://defendersprotection.org/the-digital-security-alliance/

Yei ye ekuoekuo ahodo> a wow> nimdee pii wo abeefo kwantenpan ahobanbs nsem

ho, a wohwe se ankoreankore ahodod, nnipa fawohodie ahobanbofos, nsentwerefos
ne nnipa kuo ahodod, oman mu mpaninfod, nnipa akukudam bi ne nsemmonefo> bi
ani taa sa wan no benya ahobanbo.

Freedom House - https:/freedomhouse.org/

Freedom House nso ye kuo bi a €firi Amereka, a, woye mpensenmpensenmu fa
nnipa fawohodie ne amanyasem ho.

Frontline Defenders - https://www.frontlinedefenders.org/

Kuo yi firi Dublin, wo Ireland, na ehyee ases 2001, s wade beby won a wohwe afo-
fora fawohodie nsemnsem so no ho ban.
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16. Gambia Cyber Security Alliance -

17.

18.

19.

20.

21

22.
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http://gamcybersecurityalliance.com/

Yei ye kuo a ewd Gambia, na eb> abgefo kwantenpon ahobanb> ho dawuro, se
obiara behunu ckwan a wabetumi aba won ho ban afiri akwansidie ahodo> ano.

Gambia Press Union - http://www.gambiapressunion.org/our-work/

Gambia Press Union ye nsentwere kuw bi a ew> Gambia, a, nsentwerefod bi na
wohyee asee wa afe 1978 mu s3 wode bepia nsentwere dwumadie no.

Human Rights Defenders Network - Sierra Leone (HRDN-SL) https://
namati.org/network/organization/pan-african-human-rights-de-
fenders-network/

Saa kuo yi ye ekuoekuo ahodo> a wohwe nnipa fawohodie nsem. Wadom saa kuo yi
se wade bebs nnipa ho ban efa fawohodie ne asomdwoeg ho. Wahyee saa kuo vyi
ase se kuo kumaa bi a na wohye Pan African Human Rights Defenders Network
(PAHRDN) a wow> Uganda, ne West African Human Rights Defenders Network
(WAHRDN) a, won nso wa Togo, a, International Service for Human Rights (ISHR)
nso a wofiri Geneva tae akyire.

Kenya ICT Action Network (KICTANET) - https://www.kictanet.or.ke

Saa kuo yi ye ankoreankore ahodod bi a wowa nimdee pii fa abegfo kwantenpan ho,
na waye nhyehyeeg, si fapem de boa komputa dwumadie ho. Saa kuo yi dwumadie
no wa gyinapen ahodod anan bi te se fapemb> nhyehyeeg, nhwehwemu,
nkyerekyere, ene se wobetaa ahyiahyia wan ho atoatoa adwene. KICTANET san nso
hwe sg, wobe toatoa adwene de asi osiakwan ahodoo biara ho kwan.

Media Foundation for West Africa (MfWA) - https://www.mfwa.org/

Wbohyee saa kuo yi ase wd Ghana, Nkran Kuropon mu wo afe 1997, s€ ankorean-
kore a wataa won a wabd nnipa fawohodie ho ban, nsentwerefod ne nnipakuo
ahodoo fa kabimamenkabi ho.

. Media Legal Defense Initiative (MLDI) -

https://www.mediadefence.org/

Ankoreankore kuo yi ye mmaranim kuo a ehyee ases wd afe 2008 mu, s€ wode
mmoa biara a efa mmara ho beboa nsentwerefos. Wasan nso boa s€ wobetete
nsentwersfo> wo mmaranim ho na atumi aboa wan w> won nwumadie ho, na afei
nso, aboa mmaranimfo> ahodo> a won nwumadie titire no hwe nsentwerefoa
fawohodie ho.

National Coalition of Human Rights Defenders - Kenya (NCHRD-K) -
https://defenderscoalition.org/

Saa kuo yi ye Kenya omanmuo no nyinaa kuo a €taa wan a wabd nnipa fawohodie
mmaransem ho ban akyi, se ebeye adwuma na asi akwansidie ahodos no ho kwan.
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23.

24.

25.

Paradigm Initiative (PIN) - https://paradigmhgq.org/

Paradigm Initiative nso boate ne se€ wabeboa ankoreankore a wob> abeefo kwan-
tenpon fawohodie ho nsem dawuro, s€ ebeboa na nnipa dodo a wafiri ohia mu no
atumpon. Paradigm Initiative botaes baako nso ne se wobenwono nhyehyeeg a
ebeboa abeefo kwantenpon fawohodie ho nsem w> Abibiman mu.

Pollicy - https://pollicy.org/

Pollicy nso gyina ho ma beaeg a woboa aban dwumadie ahodo> wa abgefo kwan-
tenpon so, fa nkitahodie ne adwentoa ho.

Safe Sisters - https://safesisters.net/

Safe sisters ye kuo a mmaa a wadi nnipa fawohodie nsem ho akotene ne nsent-
werefod dom .Saa nnipa kuo yi fa nteteee ahodod so kyere kuo mma no ckwan a
wobefa so abd won ho ban afiri abeefo kwantenpon akwansidie ahodo> no ano, na
atumi ama won abrab> atu mpon.

26. Women Human Rights Defenders (WHRD) -

https://www.peacewomen.org/

Saa Kuo yi mu nnipa no dodo> no ye mmaa a wadi nnipa fawohodie ahobanbs mu
akotene, a nea waye titire ne se wob> mmaa fawohodie ho ban.

27. Women of Uganda Network (WOUGNET) - https://wougnet.org/

WOUGNET kuo yi nso hyse won dwumadie asee wo afe 2000, s€ wobeboa mmaa na
wahye won nkuran afa abeefo kwantenpon dwumadie ho, ne akwan ahodo> a
wafaso bo dawuro ne nkitahodie.
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1.5 Abeefo mfidie so dwumadie akwanyae

nnwuma a £hohia

Afe biara, wo Abibiman mu no, dwumadie ahodob> pii a efa abeefa kwantenpon ne
ahobanb> ho nsemnsem taa ka so, na ema akukudam ahodoa a wafiri nkuro ahodobs pii
so behyia, fa adwene san de nsusuie ahodo> to dwa.

RELEVANT
DIGITAL RIGHTS

EVENTS

African School on Internet Forum on Internet Freedom in
Governance (AfriSIG) Africa (FIFAfrica)

Cc-HUB Digital Security Regional Initiatives / Schools of Internet Governance
Demo Day East Africa School of Internet Governance (EASIG)
West Africa School of Internet Governance (WASIG)

Digital Rights and National Initiatives / Schools of Internet Governance
Inclusion Forum (DRIF) Kenya School of Internet Governance (KeSIG)

Nigeria School of Internet Governance (NSIG)

South Sudan School of Internet Governance (SSSIG)
Tanzania School of Internet Governance (TzSIG)

Arusha Women School of Internet Governance (AruWsIG)

East Africa Cyber
Security Convention

Mfoni a €td so 3: Abeefo mfidie so dwumadie akwanya nnwuma a Ehohia

1.

12

African School On Internet Governance (AfriSIG):

Yei ye komputa nteteee anamantuo a ema Abibiman akwanya de nya osua hunu ne
akukuduro, eye akwanya kesee ma Abibiman se waotumi kyere dee wonim fa abeefo
kwantenpan ho wd wiase afanan nyinaa. https://www.apc.org/en/project/afri-
can-school-internet-governance-afrisig

Cc-HUB Digital Security Demo Day:

Nnwuma kuo, adesuafod, ankoreankore ne nkitahodie mpensenpensenmufod wo
Nigeria Kuropan Lagos, ne wan a wofiri akyirekyire taa hyia sua abeefo kwantenpon
akwansidie ahodoa ne okwan a wafaso si ano kwan. https://cchubnigeria.com/c-
chub-hosts-first-cybersecurity-conference/

Digital Rights And Inclusion Forum (DRIF):
Yei ye kasahodod kuo a Paradigm Initiative foo na wohye asee. Wa Oforisuo
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AYETA: Abeefo mfidie so dwumadie akwanya nwoma

bosome biara mu no, ankoreankore dwumadiefod, komputa nwuma kuo ahodoo,
aman aman mu mpaninfod, ne adesua mu akukudam hyia susu abgefo kwanten-
pon ho nsem a efa ahobanb> ho. https://drif.paradigmhq.org/

4. East Africa Cyber Security Convention:

Saa kuo yi a ewd Apuee afa wa Abibrem no hwe se adesuafod benya nimdee ne
osuahunu wo ckwan a wafa so ba won ho ban firi abeefo kwantenpon ho akwans-
idie ho. https://cloudsecurityalliance.org/csa_events/east-africa-cy-
ber-security-convention/

5. Forum on Internet Freedom in Africa (FIFAfrica):

Saa kuo yi hyia Eb> bosome biara a CIPESA a wahye aseg yi hwe se komputa adesua
betu mpon wo abibrem a eka biara nni ho. https://cipesa.org/fifafrica/

6. Regional Initiatives/ Schools on Internet Governance:

East Africa School of Internet Governance (EASIG)
West Africa School of Governance (WASIG)

7. National Initiatives/School of Internet Governance:

Kenva School of Internet Governance (KeSIG)
Nigeria School of Internet Governance (NSIG)
South Sudan School of Internet Governance (SSSIG)
Tanzania School of Internet Governance (TzSIG)
Arusha School of Internet Governance (AruWSIG)

1.6 Abeefo mfidie so dwumadie akwanya nsem a
esisi

€da adi pefee wd Abibiman ahodo> bi te s Cameroun, Nigeria, Tanzania ne Zimbabwe
se wasdre tia nsentwerefod fawohodie ne won dwumadie wo abeefo kwantenpon so, efa
mmara anaa atenmmuafod nhyehyeee bi so s€ wobekum komputa so dwumadie no
koraa

https:/tinyurl.com/y5p57qkw
https:/tinyurl.com/y3fedl7f

https:/tinyurl.com/y324dmeu
https://tinyurl.com/y63gbr3m

1.7 Nhoma yi nyinaso tofab>

13



AYETA: Abeefo mfidie so dwumadie akwanya nwoma

Dwumadie ahodos a wan a wohwe se abeefo kwantenpon fawohodie ho nsemnsem,
nsentwerefod ne ankoreankore ahodod no di mu paa yie, esiane won mmadenmmo) sg
wope mmuaee de si ohaw ahodos a etaa mmem >man no.
https:/tinyurl.com/y2ynk6oc
https:/tinyurl.com/y3r9t974

https://tinyurl.com/y2v9ucfl

1.8 Nhoma yi mu animdefo ahorow no ns3m

Akandifoo a wowa Abibiman ahodod bi so no tirimp> ne won nhyehyeee s wobefa
mmara ne nhyehyeee ahodos so se wobesi abeefo kwantenpon dwumadie ho kwan no
si nnipa fawohodie ho kwan, na etia won asomdwoeg ne ayankofa ho nso. Na, okwan
baako a wobefa so asi biribi saa ho kwan no ne se nnipakuo ahodo> a abeefo kwanten-
pon dwumadie ho hia wan no beka abom na way3 baako.

https://tinyurl.com/yyt8kkhp
https://tinyurl.com/y5eku8et
https://tinyurl.com/y4l6lwkg
https://tinyurl.com/y38k8mut

14



AYETA: Abeefo mfidie so dwumadie akwanya nwoma

Tiasgtdsoll

2.1 Abeefo dwumadie ne kwantenpon ho banb>

Abeefo dwumadie ne kwantenpan ahobanbo asekyere ara ne okwan a obi befa so na
dwuma biara a cbedi wa komputa so no enkada adi wa afoforo nsam.

a. dkwan a wafa so b won ho ban

Nansa yi, nhwehwemu kyere sg, nnipa opepepee anan ne akyire, anaa beye nnipa
nyinaa a ewd asaase yi so mu nkyemu mmienu, na wade abeefo kwantenpon di dwuma,
a eda adi pefee nso s€ saa nnipa yi mu dodos no nso ara na waye akwanmukafod. Na
senea, nnipa dodod no nso a wade abgefo kwantenpon di dwuma pa, te s€ nsentwere-
fod, mmaranimfod ne won a eka ho no betumi ab> wan ho ban afiri abeefo kwantenpon
so akwanmukafod ho no, wade nhyehyeee ahodoa bi agu haa, ews se wadi soo.

190,000,000 Mails

194,444 tweets

19,000,000 WhatsApp texts

4,500,000,000 Billion people

(50%) of the world population is connected online

Mfoni a €td so 4: Abgefo kwantenpon so dwuma di wo mmere baako mu
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AYETA: Abeefo mfidie so dwumadie akwanya nwoma

b. Absefo kwantenpon ahonidie

Abeefo kwantenpon ahonidie ne s€ wobedi wo komputa ni, na dwumadie biara nso a
wobedi no, eho betwa kama, na ahosuo ne mfonini biara beda n'akwan mu nso.

Mfoni a €t so 5: Abeefo kwantenpon ho ahobanba ne ahonidie

c. Ahonidie Ho Mfaso

Sewokora nkitahodie anaa wo nsem biara wa abegfo kwantenpon so yie a, etumi boa b>
wo ho ban firi akwanmukafod ho. Obi a wob> woho ban deg, ew> se wob> mmoaden se
wobedi ahonidie nhyehyeee biara so.

16
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AYETA: Abeefo mfidie so dwumadie akwanya nwoma

2.2 Ahonidie Nhyehyeee No Bi

° O

Never leave your computer or
devices unattended. Lock any
screens when you head to the
restroom. An open system is
an open invitation to your data.

e
<

5.

co-
Be careful what you
click; a disreputable
website can link you
to cyber criminals
and bad actors.

- @@

Use a complex
password or a
password manager.

1

°N

In the physical world, be
careful of social engineering.
This can be an attempt by a
stranger to pull information
from you that you wouldn't
share online.

11.

X X
Be smart about
what you share
(and don't share)
on social media.

- 0@

X X
When shopping online, or sharing sensitive
data, be sure you are sending information
encrypted by looking for “https” or the lock
icon in your address bar.

1.

600
Keep your systems
and software up to
date

©).

2.

600
Always have a
current/updated
anti-virus running.

ICRC

Avoid
phishing
scams.

7e

‘o
Create a pin for your
mobile device, and try
to never leave it on in
an airplane.

8.

X X3
Protect
your data.

e@e
For all personal files, backup your data! You
never know when you may lose your hard
drive, and if the data will be recoverable.
There are many cloud storage options, an
external drive is also an option.

Mfoni a €td so 6: Hwe se ahobanbo ho behia wo wo abeefo kwantenpon so
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AYETA: Abeefo mfidie so dwumadie akwanya nwoma

Hwe se ahobanb> ho behia wo w> abgefo kwantenpon so

Nneema ahodod bi wa ha a wobeye de ab> wo ho ban wo abere a eho nhia koraa se
wobesee sika de akotd nimdee fofora bi koraa. Saa nneema yi bi na edidisod yi.

1. B> mmoden se wo komputa so nhyehyeee ne dwumadie no ne bere hyia abere
biara."

2. Hwe se dwumadie a ko tia komputa so mmoawa (virus) no ne bere hyia.

3. Hwe se wonkd keleke adeg biara a eho mma wo mfasod biara, wotae ye saa a,
wobgtumi de wo ho aka hye akwanmukafod nsam.'

4. Hwe se abre biara wo kaomputa nna ha kwa, na obiara atumi anya ho kwan. Taa
fa ahyensodes to wo komputa so, na abre biara a wobgsa no, wode abue.'®

5. Hwe sg abre biara no, wobenya siebea foforo de ama wo dwumadie biara a
wobedi no wa wo komputa so.

6. Se woredi dwa anaa se nkitahodie bi wa komputa kwantenpan so a, abre biara
hwe se wobehunu saa ahyensodee yi “https” wd beaeg a adrese wd no ansa.

7. Hwe sg enye biribiara na wobekyekye ama afoforo, hwe se adekora no firi beaee
pa bi."”

8. Hwe se enye nsem biara a efa wo ho na wode beto dwa, nsem bi te s w'awoda,
wo mfeg, beaee a wote ne nea gkeka ho.

9. Hwe se abre biara no w'ani beko dwumadie biara a wobedi no abeefo kwanten-
pon no so yie. '®

10. Se woredi gua w> abeefo kwantenpon gua so, anaa s wode asem kd ma obi a,
hwe se okwan a wo nam so no kita nkyerewee “https” anaa s€ krado ahyensodee bi
da beaa a adreese no wa no.

11. Hwe nea wode koma afoforo no yie wo kwantenpon ayonkofabea (social media)
so."

12. W'abrab> mu ankasa no, hwe se obi mfa kwatikwan biara nnya wo ho nsem.
Wei betumi ama obi anya woho nsem bi tese w'awoda, beae a wotaa gye w'ani,
w'ayenmmoa din ne nea skeka ho.

13. Hwe se w'ani nso bekd wo sikasem ne abgefo kwantenpan so ayonkofa so dwu-
madi nso yie.?°

b. Atomude&g Ne Nsosiedua

Se wope dkwan bi a wode bebs wo abeefo kwantenpon no ho ban a, ade baako a ewd se
wo hwehwe akyire kwan ne ckwan a wode atomudee (password) beye adwuma. Atom-

udee ye ahyensodesc a yede to komputa anaa abeefo kwantepon dwumadie bi so, senea
obiara ntumi nnya wo nnwuma a wodi no ho kwan, agyese nea wode saa atomudec yi

ama no, na wama no kwan.

13
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https://cybersecurity.osu.edu/cybersecurity-you/avoid-threats/updates-patching
https://cybersecurity.osu.edu/cybersecurity-you/use-right-tools/anti-virus
https://cybersecurity.osu.edu/cybersecurity-you/avoid-threats/phishing
https://cybersecurity.osu.edu/cybersecurity-you/passwords-authentication/passwords
https://cybersecurity.osu.edu/cybersecurity-you/protect-personal-devices/mobile-devices
https://cybersecurity.osu.edu/cybersecurity-you/develop-safe-habits/file-backups
https://cybersecurity.osu.edu/cybersecurity-you/develop-safe-habits/file-backups
https://cybersecurity.osu.edu/about/teams/identity-access-management



AYETA: Abeefo mfidie so dwumadie akwanya nwoma

c. Nea wdde ye atomudes

Nea wode ye atomudes yi ye nimdee sononko bi a wahyeda aye de boa ye atomudese.
Yei boa ma wotumi ye atomudee a obiara ntumi nnya ho kwan.

d. Nea wade atomudes yi ho mfaso>

Nea wode ye atomudee yi boa won a abre biara ew> se wade atomudeg bue wan kompu-
ta ansa na watumi adi won nnwuma.

e. Atomudeg ahwesofod

Atomudee ahwesofod ye nimdeg bi a wade ye atomudes siebeaeg, sedes ebema w'atumi
asie atomudes dodod no ara wd abre a eho nhia s wode bsto wo tirim. Atomudes
dodod no ara wa faako, na sho nhia s wode bsto wo tirim.

Atomudes ahwesofoo:
* Hwe se wobgye atomudee a onipa biara ntumi mfa n'adwene nhunu.
« De watomudese yi sie yie.

« B w'atomudes yi ho ban, hwe se wode ahyensodee¢ bi befrafra w'atomudee
mu.?'

KeePassXC ye atomudee ahwesofod no mu bi a wotumi de sie wd wo komputa
desktop?? no so. KeePassXC yi dwuma a €di no, entumi nsie nsakraye biara
prekopeg, enti s€ ekoba se asee a, wontumi nnya wo dwumadie a wodii wd so no
biom, agyese wodi kan ye eho nhyehyeee wd wo kaomputa setens ha ansa. Kae sg,
se wode saa atomudee ahwesofod yi di dwuma a, etese wode wo nkosua nyinaa
agu kenten baako mu, na wode wonkwa ne ne wo mmere nyinaa wen, asodie a
eWd ho ne sg, s€ obi nya saa kenten yi ho kwan a, na wanya nkosua yi nyinaa nso

ho kwan.
21 https://ssd.eff.org/en/glossary/passphrase
22 https://ssd.eff.org/en/glossary/web-browser
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2.3 Atomudeeg ho akwanhyia
‘

© (@

Mfoni a €td so 7: Atomudee a emu yeden

a. Se obi de basramka behunu wo atomudes

Okwan ahodo> pii wd ho a obi betumi afa so de ahunu wo atomudee?, na ebi ne se obi
beye nhwehwemu kakra afa wo ho. 2019 CNNfo> nhwehwemu a woyeee no da saa
nneema a edidisod yi adi s€ atomudes a nnipa pii taa de di dwuma.

12345
123456789
Qwerty
password
111111
12345678
Abc123
1234567

. Password1
10. 12345

Saa atomudeg ahodod yi a yabobo so yi ye atomudeg a obi betumi de baosramka atumi
ahunu.

CONOUTAWN =

23 https://edition.cnn.com/2019/04/22/uk/most-common-passwords-scli-gbr-intl/index.html
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Hwe yie se womfa nea edidisod yi mu bi nnye w'atomudese:

* Wo din, w'abusuani bi din, anaa w'adamfo bi din

+  Wawoda, w'adamfo bi awoda, anaa w'abusuani bi awoda

*  Wayenmmoa din

* Beaec a wotec anaa beaec a watena pen, nkuro ne din a wade atoto wakwan.

Nsem a ewd abeefo kwantenpon so no ye nwanwa yie, enti eye a enye hu koraa se obi
betumi de basramka atumi ahunu watomudes.

b. Ebinom de aniodenso hwehwe w'atomudee

Se ebeye na wobehunu watomudee nti, wotumi keka ntwereee ne ahyensodee ahodos
no bobom se wobghunu anaa. Saa ckwan yi, nnipa a wade atomudes tiatia di dwuma
no na wataa nya wan ho kwan. Se w'atomudee no ye tenten kakra a, etumi ye den paa
ara yie s€ obi betumi anya woho kwan.

Password Length All Characters Only Lowercase
*k% 0.86 seconds 0.02 seconds
*kkk 1.36 minutes 0.46 seconds
*kkkk 2.15 hours 11.9 seconds
*kkkkk 8.51 days 5.15 minutes
*kkkkkk 2.21 years 2.23 hours
*kkkkkkk 2.10 centuries 2.42 days
*kkkkkkkk 20 millennia 2.07 months
*kkkkkkkkk 1,899 millennia 4.48 years
*kkkkkkkkkk 180,365 millennia 1.16 centuries
kkkkkkkkkkkk 17,184,705 millennia 3.03 millennia
*kkkkkkkkkkkk 1,627,797,068 millennia 78.7 millennia
*kkkkkkkkkkkkk 154,640,721,434 millennia 2,046 millennia

Mfoni a €td so 8: Atomudee tenten anaase nea eye den

Hunu sg, bere a wade bue atomudee ani anaa wade nya atomudeg ho kwan no dodo>
no ara gyina ahyensodee ahodos a wode ka w'atomudee ho. Atomudee a ekura ahyen-
sodeg ahodos ahodod no, nsonsoe a €da 6, 7, 8 ne 9 ahyensodes no ntam no ye nna, ne
mfi bebree. Afei nso, san hunu mpen dodos a wade nya atomudee a ekura ahyensodesg
ahodos ahodo> no ho kwan, ne mpen dodo> nso a wade nya atomudeeg a won tenten
nyinaa ye pe nso wade nkyerewee nketewa na aye no.
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c. Se wobeys atomudes a emu ye den na obiara nnya ho kwan

Atomudee a wode adi dwuma bi pen no, wotaa de di dwuma biom a etumi ma obi nya
wo ho kwan. Se onipa bonefod nsa ka saa atomudee yi a, wotumi nya wo nnwuma pii
ho kwan, enti na eho behia se abre biara wobenya atomudeg a emu ye den.?

d. Se wode Dice beys atomudes a emu ye den

Atomudee ahodos pii a emu ye den w> hd a wobstumi de ato wo tirim, atomudee bi te
SE€:

* Atomudee a wode beto wo komputa so

* Atomudee a wode beto wo nnwuma so?

* Atomudeeg? wode beto wo nnwuma nyinaa so?’
+ Atomudee a wode beto wo email so®

Adec baako a eye den paa ne sg, nnipa pii ntaa ntumi mfa atomudeeg a bomsramkafod
ntumi nnya ho kwan?. Dkwan baako a wobgtumi aye atomudee a baosramkafod ntumi
nnya ho kwan3® ne se wode dice3' anaa s€ wobeyi nsemfua ahodos*? bi mu baako ays,
se wobetumi aye no yie no, eho behia se wode nsemfua a ntwereee no boro nsia beye.

Deen nti na ewd s€ wode nsemfua a ntwereee no boro nsia eye atomudes? Deen nti na
ewd se wode dice behwehwe wo nsemfua a wode beye atomudee yei? Se watomudeg no
ye tenten a, bosramkafod ntumi nnya ho kwan.*

Se obi tumi nya wo komputa ho kwan, na se akyire wode sepaewee (spyware) gu wo
komputa yi so a, saa sepaewee yi betumi awia watomudee yi, na akodi nnipa bonefoa
nsam. Abere biara no, eho behia se wobesiesie wo kamputa no yie, na wabs ho ban afiri
sepaewee yi ho.

e. Se wode atomudee bi bema kamputa ahodo> bi

Se wode atomudeg ahwesofod di dwuma a, etumi ma wotumi de atomudee baako di
dwuma wd komputa pii so. Yei kyere sg, s wode atomudee baako di dwuma w> kaompu-
ta baako so a, €s¢ sg, saa atomudee no ara na >fofora bi nso betumi de adi dwuma wo
komputa fofora bi so. Atomudee ahwesofod yi, wode di dwuma a, etumi sie atomudee
wd icloud . Se ekoba se atomudee yi ho behia na wode adi dwuma bi a, saa ahwesofod yi
betumi akoyi3* atomudee no apue. Atomudie ahwesofod yi wa ahoaden se etumi de
atomudese sie, nanso €t da bi a, eho tumi ta kyima. Se wosie wo atomudeg ahwefo vyi
wd wo komputa ne wo icloud so a, eho nhia mma onipa banefos se wobenya wo kompu-
ta no kwan kan ansa, de€ cbeye ne sg, obebs awura w'ahwefos yi mu na wanya ho
kwan, enti s€ wosuro a, hwe se atomudeg a wode beto wo kamputa no so no, womfa
ayankofa biara nkoto nea wode beto wo icloud so no mu.

24 https://ssd.eff.org/en/glossary/password-manager

25 https://ssd.eff.org/en/glossary/encryption

26 https://ssd.eff.org/en/glossary/master-password

27 https://ssd.eff.org/en/glossary/passphrase

28 https://ssd.eff.org/en/glossary/password

29 http://people.ischool.berkeley.edu/~nick/aaronson-oracle/

30 https://www.eff.org/deeplinks/2016/07/new-wordlists-random-passphrases
31 https://www.eff.org/dice

32 https://www.eff.org/files/2016/07/18/eff_large_wordlist.txt

33 https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
34 https://ssd.eff.org/en/glossary/decrypt
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« Kaesg;

Abre biara wobesiesie w'akyi ama watomudeg, na se ekoba se wo komputa no sce anaa
se ekodi awifod nsam a, saa atomudee ahwefod yi wd nankasa kwan a c>tumi ma wo nya
WO nnwuma a na ewd komputa no so no.

2.4 Kwan ahodos a wotumi hye watomudeg nso

Se woye atomudeeg sononko a emu ye den a, nnipabonefod ntumi nnya wo abeefo kwan-
tenpon ne wo dwumadie biara ho kwan*. Na sedee ebeye na wobeb> wo abgefo kwan-
tenpon dwumadie ho ban no, hwe se wobes nea wafre no borafo kasa mu se ‘two
factor authentication anaa ‘two step verification*, saa adee yi hye s€ nea ade komputa
di dwuma no benya n'atomudee ne adeg fofora bi ansa na wanya ho kwan. Saa ades
foforo yi a wobehia no tumi ye ahyensodes anaa agyinaec bi a obiara nnim ho hwee.
Se wode saa ' two-factor authentication’ yi di dwuma w> ahomatrofod so a,

* Ahomotrofod no betumi ahwehwe se atomudee a wokita no ye nokore anaa

ne kwan so anaa ctise Google Authenticator®* anaa Authy?®’, anaa nso s€ wotumi

de Yubikey nso ye.

* Ahomatrofod no ankasa betumi afa abeefo nkitahodie so akyere w'atomudes

a wohia no.

Se wow> akwanya a, fa saa ‘authenticator’ anaa nea wafre no ‘stand-alone’ afidie yi sen
se wobedi nkitaho afa ahomatrofos nkitahodie fa atwereee kwan so. Eba saa a, akwan-
mukafod tumi nya woho kwan w abre a wonmmre koraa sen se anka wobenya nea
wofre no ‘authenticator’ no ho. Nneema bi te se Google, nso tumi boa ma wonya wato-
mudee prekope a eno nso wafre no ‘single-use’ atomudee. Saa atomudee yi deg, etwa se
wobetwere agu baabi na wode ahye woho baabiara a wobek). Saa atomudeeg yi mu
biara ye adwuma mpen baako pg, enti se ekaoba se koromfos bi mpo de nea wafre no
spyware yi nya woho kwan a, ontumi mfa atomudee no nnye hwee.

a. Akwan ahodo> a wade hye atomudes nso

Saa akwan ahodo> yi a wade hys atomudee nso yi, mfidie pii wo abgefo kwantenpon so
ma saa akwanya yi.

b. Senea saa akwan ahodo> yi a wade hye atomudee nso yi di
dwuma (“Multiple Factor Authentication”)

Se wowd saa nhyehyeee yi bi wo wo komputa so a, se wode watomudee anaa w'ahyen-

sode hyen mu pg, wo komputa no ankasa besan abisa wo ckwan fofor> bi a wode bue,

ansa na ama wo kwan. Ete se nea wokoyi sika wa sika korabea na wohia mfonini anaa
w'ahyensodee bi. Eye den paa s wode obi ahyensodee bedi dwuma bi sei.

35 https://ssd.eff.org/en/glossary/two-factor-authentication
36 https://support.google.com/accounts/answer/1066447?hl=en
37 https://authy.com/
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c. Akwan ahodod yi mu bi

Ne korakora koraa no, eho behia s wode saa skwan yi mu mmienu na ebeedi dwuma,
na se ekoba se baako see a, wode >fofora no asi anan mu. Saa ckwan a €t> so mmienu yi
no nso wd akwan ahodo> bi a wode yg, ebi na edidiso) vyi;
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i. Ahomatrofod Kwantenpan a wafre no ‘push’ no

JOkwan titire a wafa so nya okwan a efa so mmienu no ne nea wofre no ‘push’ no
wdahomatrofos kwantenpan so. Yewd akwan ahodoo pii a eka biara nni ho a
wobetumi de adi saa dwuma yi. Wo kaomputa no ankasa betwere akd w'ahomatro-
fod no so, na akyere wo nea wobeye , anaa ama wahunu nea €kd so, s€ ebia
>foford bi peee se anka anya wo kaomputa no ho kwan. Saa nkitahodie yi bema wo
ahosuo ahyensodes mmienu, ahahammono ne kokdd, a wagyina ha ma daabi
anaa aane. St ebisa wo sg, so wonim sg obi pese ode wo kamputa no di dwuma a,
na se eye ampa s€ wonim onikor> a, na wamia aane ahosuo no so, na s€ wonnim
ho hwee nso a, na ntem pa ara, wamia daabi ahosuo no so. Se eba no saa a,
wowd ho kwan se preko pg, wobgks wo kamputa no so, na wasesa watomudee no,
esiane se onipa bonefod bi pe s onya wo komputa no ho kwan. Yei ye okwan a
dbre biara nni ho koraa. Mfasos a ew> saa ckwan yi so ne sg, ansa na onipa bone-
fod bi benya wo kaomputa yi ho kwan no, gye s€ ne nsa asan aka wahomatrofod no
nso. Mfasod baako nso ne sg, abre biara, wonya nkaeb> bi se obi pe se >de ne nsa
ka wo komputa no, preko pg, wotumi sesa watomudee no.

ii. Ahomatrofos kwantenpan kwan a wafre no ‘code’ no

Da bi wd ho a, wo komputa no mmena wo nkitahodie nsem biara, nanso, etumi
twere fa w'ahomatrofos no so bisa wo nsemfua anaa mma bi a emmoro nsia. Saa
nsemfua anaa mma nsia yi, komputa no ankasa na enwono beys simma baako
biara, na ema no ye den paa yie se onipabanefos bi betumi ahunu saa nsemfua
anaa mma yi, esiane mmere tiawa a eda ntam no. Afei nso, ansa na obi betumi
anya wo ho kwan no, gye se saa onipabonefo yi nsa aka w'ahomatrofo> no.
Mmom de, saa okwan yei nte se dee wafre no ‘push’ no, nsonsonoeeg a eda ntam
ne sg, ‘push’ no taa ba nkaee se obi pese onya wo komputa no ho kwan, nanso
‘code’ dee yi deg, ente saa, mmonkae biara. Yei nti, wotaa de ‘code’ no tae ‘push’
no akyire.

iii. Ahomatrofos ntwersgeeg nkitahodie kwan no

Saa ckwan yi nso de ahomatrofo> afidie yi ara na edi dwuma, nanso esiane se
wonhia ahomatrofoo afidie a ne suahunu no ko akyire nti, wotumi de ahomatro-
fos afidie biara di saa dwuma yi. Se wode saa ckwan yi di dwuma na se wo hyen
wo din ne w'atomudee a, wo kamputa no bemane w'ahomatrofod no atomudes
foforo bi a wode bedi wo dwuma. Saa kwan yi ne nea wofre no ‘push’ kwan no di
nse kakra, mmom dyi ho kwan no wa n’anim kakra, esiane se ewd se wo hyen saa
atomudee yi a wobenya wa w'ahomatrofoo afidie yi so wo wo komputa no so ansa
na watumi adi wo dwuma. Saa ckwan yei nso no, wobgnya nkaeb> w> w'ahoma-
trofoo afidie no so, se obi pese aonya woho kwan a. Eho nhia se onipabonefoo bi
beba abewura w'ahomatrofo> afidie no mu ansa na wanya saa atomudese yi,
esiane sg, se wahomatrofoo afidie yi ani adum mpo a, saa ntwereee yi tumi beda
ani.
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iv. Email Nkitahodie kwan no

Saa ckwan yi ye adwuma te se ahomatrofos ntwereee nkitahodie kwan no, nanso
yei des w'atomudee no kadi email bi a wode adi dwuma bi pen no ho. Se wobefa
saa dkwan yi so adi dwuma a, gyese wow> nyinasod bi wa ‘multi factor authentica-
tion’ no so, na wobesan nso ahwe se, wo email no ho nni asem biara . Ewd se
woye saa efiri se emaildeg efiri s onipa bonefo bi betumi ahwe wo baabiara , wa
abere a ne nsa aka komputa a wode di wo dwuma no. Ne tiawa ne sg, eho nhia s¢
obi benya komputa fofora biara ansa na wanya woho kwan, gyese nea wodi so
dwuma no ara. Yei nti na ewd s€ wode atomudee a emu ye den yie a obiara mfa
nnii dwuma wo baabi biara wodi wo dwuma no. Se woye no saa, gyese onipabone-
fod yi nim w'atomudeg mmienu no nyinaa ansa na wanya woho kwan.

v. Atomudee a woankasa bekora

Saa ckwan yi ye okwan dada a firi tete ansa koraa na ahomatrofod reba. Yei ye
afidie ketewa bi a eno ankasa nwono atomudeg ma wo, tese nea ntwereges pue wd
w'ahomatrofo) afidie so no ara pe. Nanso nansa yi, nnipa dodo> no ara na wade
ahomatrofos di dwuma, nti wontaa mfa saa okwan nni dwuma, na mmom, s¢
ekoba se wode bi di dwuma a, na ekyere se ewd se abre biara saa atomudee yi hye
woho, eba saa a, hwe yie na anyera.

2.5 Two-Factor Authentication (“2FA")

Yei hye nea wofre no ‘multi-factor authentication’ no aseg, na edi dwuma se ebeboa na
nea >de komputa redi dwuma no beda neho adi yie ansa na watumi adi ne dwuma.
Ansa na wobstumi ada woho adi no, gyese nea oredi dwuma yi no nim n‘atomudee na
3san nso kura nahomatrofod afidie anaa adee bi a ode ayankofa ato ono ne ne komputa
ntam, s€ ebia ono ankasa ne nsa ano.

a. Kwan ben so na "2FA” di dwuma?

Abegefo kwantenpon akwan pii a wode di nkitaho no bi tese Facebook, Google ne Twitter
no ma wo akwanya se wobehyen watomudee ansa na wode adi dwuma. Se wode saa
binom di dwuma a, wonya akwanya mmienu s€ wode bebue ansa na wadi wo dwuma.
Nea edi kan no ye wo ankasa watomudeeg ena nea €td so mmienu no ye atomudesg
fofor> bi a wo komputa no ankasa de mane wahomatrofo> afidie no. Edi afidie bi tese
Google Authenticator, Duo Mobile, Facebook app, anaa Clef na edi di dwuma. Abeefo
kwantenpon bi te se Google nso boa kura wo atomudeg no yiye. Se wo ps wo de “2FA”
di dwuma a, ese se wo bo w'atomudeg no ew> wo ahomatrofos no so ansa.
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Two-Factor
Authentication

How does 2FA work online?

This feature will prompt you for both a password and a

secondary method of authentication. This second method is

typically either a one-time code sent by SMS or a one-time

nnnnnnn code generated by a dedicated mobile app that stores a

= o8 | secret.

, m | The second factor is your mobile phone, something you
: I (normally) possess. Once you've opted-in to using 2FA, you
will need to enter your password and a one-time code from

your phone to access your account.

Why should you enable 2FA?

2FA offers you greater account security by
requiring you to authenticate your identity
with more than one method.

This means that, even if someone were to
get hold of your primary password, they teammin
could not access your account unless
they also have your mobile phone or
another secondary means of
authentication.

SUCCESS!

Are there downsides to using 2FA?

i \’/ There is an increased risk of getting locked out of your account if, for

‘ example, you misplace or lose your phone, change your SIM card or

travel to a country without turning on roaming. Using 2FA means you
may be handing over more information to a service than you are
comfortable with. Suppose you use Twitter, and you signed up using a
pseudonym. Even if you carefully avoid giving Twitter your identifying
information, and you access the service only over Tor or a VPN, as
long as you enable SMS 2FA, Twitter will necessarily have a record of
your mobile number. That means if compelled by a court, Twitter can
link your account to you via your phone number.

Mfoni a €td so 9: Kwan ben so na “2 Factor Authentication” di dwuma?
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b. Deen nti na ewd s€ wode saa “2FA" yi di dwuma?

Saa “2FA’yi ma w'ahobanbs wa wo nnwumadie mu ye den yie, esiane se ehye okwan a
wofa so da woho adi no mu kena. Yei kyere sg, s€ obi mpo nya w'atomudee a wohyege
asee di dii wo dwuma yi ho kwan mpo a, agyese wanya w'ahomatrofo> afidie yi ho
kwan ansa na w'atumi anya woho kwan.

c. So "2FA" yi w> akyisan bi anaa?

Mpo se “2FA” yi hye okwan a wofa so da wo ho adi no mu kena no, se ekoba se wo sesa
wahomatrofod, anaa se mpo woyera no, anaa wosesa no®*, anaa se mpo wotu kwan ko
oman fofora bi so a, wotumi hwere saa cokwan yi.

Ne tiawa mu ne sg, wo nnwumadie betumi akadi beaeg bi a wonnya so tumi bio, se
ebia, wode twitter di dwuma yi, s€ woyera w'ahomatrofo> afidie anaa se w'atomudece yi
a, wontumi mfa din fofora biara a wo wo emmue, gyese wode dada no ara na sbue®.
Mmom esiane se Twitter wo w'ahyensodee biara no, asenniibea bi betumi ahye won
ketee?® ama wade nsem biara a wohia ama wo abue, nanso agyese wode wo din dada
no ara na ebue, din fofora biara a wow> no ntumi mmue.

d. Universal factor authentication

Saa ckwan yi yi tese dua a ekura nkorabata ahodo> pii, na wotumi firi baako so k>
>fofors so.

Se wonam saa ckwan yi so di dwuma a, wotumi firi o kwantenpan baako so san ko> fofora
so wo abre a wonhia se wobghyen atomudee anaa ahyensodee biara. Khaw baako a ew>
abeefo kwantenpon dwumadie mu ne sg, nea obedi dwuma ahodo> no hia atomudee
ahodo> ansa na wadi ne dwuma, €ba no saa a, abre biara gyese wode saa atomudesc yi
to wo tirim, anye saa a, wontumi mfa nni dwuma biara. Nanso, saa okwan yi nte saa,
eboa si saa ohaw yi nyinaa ano kwan.

38 https://ssd.eff.org/en/glossary/sim-card
39 https://ssd.eff.org/en/glossary/pseudonym
40 https://ssd.eff.org/en/glossary/vpn
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2.6 Firewalls

Mfoni a €td so 10; Firewalls

Yei tese polisini a ob> wo komputa ho ban efiri twaka bi wo kamputa fofora bi a wonnim
ho hwee ntam. Saa polisini yi hwe se nkitahodie biara a wo mma ho kwan emfiri wo
komputa no so nkd >fofora ha. Esan nso*' hwe se nnipa dodod bi ntumi nnye nea wope
biara wa abeefo kwantenpon no so.

a. Hardware ne software firewalls

Saa apolisifos yi a wobo komputa ho ban a yadikan aka ho asem deda no wo afa
mmienu; s€ ebeye hardware anaa software, nanso ne titire no paa nese ebeye saa
mmienu yi nyinaa. Enye se ebesi obi ho kwan se sbenya wo komputa anaa wo abeefo
ntentan ho kwan nkoaa ne dwuma a €di, mmom gsane nso tumi ma wonya network de
di wo dwuma. Wobetumi ato polisifi yi nkoaa adi dwuma, nanso €taa ne internet broad-
band na enam, enti abre biara a wobetd bi no na eno nso ka ho, ewd se wohunu sg gye
adee bi a eho hia yie ma wo network ahobanbo. Etaa wd ntokuro beye anan bi wd ho a
wotumi de ma komputa beye anan de di dwuma. Se eye adwumakuo kese bi de, a yewd
saa polisifo yi mu bi a wahyeda aye de ama nwuma akesee. Yehyeda de saa apolisifo yi
gu wo komputa no so, yei nti, wowd akwanya s€ wotumi kora no senea wope biara; ema
wotumi s€ woye nea wope biara. Polisifod yi bo wo komputa ho ban senea obi fofor
ntumi nnya ho kwan. Etumi nso ye efa bi a ewd wo komputa no ho a asi komputa so
mmoawa ne nnipabsnefos kwan firi wo komputa ne wo nnwuma ho.

41 https://ssd.eff.org/en/glossary/firewall
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a. Firewall Filtering Techniques

Apolisifod yi bo wo network a ew> wo fie ne wadwuma mu nyinaa ho ban. Esane nkita-
hodie ne nsem biara a «firi baabi fofora ba wo komputa no so. DJkwan a apolisifod yi di
wdon nnwuma no mu gu ahodod pii;

» Packet Filter: Yei hwe paket*? biara a epue anaa ewura wo network no mu,
€gye anaa s€ €po, na mmom ggyina wo nhyehyees a waye so. Paket yi di dwuma
paa, nanso eho akwan ye den yie.*
« Application Gateway: Yei hwe ahobanb) ho nhyehyeeg, tese FTP* ne Telnet®.
Ne dwuma a 2di no s> ani paa, nanso etumi ma wo kaomputa dwumadie no ba
fam.
» Circuit Level Gateway: Yei deg, se wode TCP* anaa UDP# di dwuma a, ehwe
n‘ahobanbs ho nhyehyeee no se egyina ne nan so a. Se wonya hyehye pg, paket yi
tene de fa wo network yi mu ma ne ye adwuma pepeepe.
* Proxy Server: Yei hwe nkitahodie nsem biara a &firi wo network no so de k>
baabi foford, anaa firi baabi fofora de ba wodeg so. Saa Proxy*® yi boa ma wo
adrese a ewd wo network no so sie a obiara ntumi nhunu.
Yei nso ne mmoa a adikan b> wo nsem bo ban. Se wo hia mmoa a emu ye den a esese
wo bd ho ban teteee.

2.7 Encryption

Encryption: Yei ye nkontabuo kwan a ede pensenpensen nkitahodee nsem, senea obi
fofora bi hunu a onya nteaseg biara, nanso nea €si ne nan so na okura ho nimdee no de
tumi te asee de kd tebea a nteases wd mu. Saa yi mma obiara keke nnya ho kwan,
agyese okura atomudes a wade yeee no. Saa nimdee yi, wafre no kriptografi.

Nkitahodie nsem biara a firi ofa de kasi ofa bi no, saa nimdee¢ yi dane no kokoa mu
nsem, de firi nea oreto nkra no de koma nea oregye nsem no, na ono de dte asec. Saa
nimdee yi, afofora a aka no deg, wataa gyina nea agyina nkyen (third party) no so.
Asekyere ne sg, s€ woyi nea 2so nkra ne nea nkra no reka ne hd no firi ha a, ewd se
onipa biara a oka ho no ye obi a wogye no die. Suro biara nni saa nimdee yi ho, esiane
s€ ehwe paa s nnipa biara ntumi nnya ho kwan keke.

42 https://www.webopedia.com/TERM/P/packet.html

43 https://www.webopedia.com/TERM/I/IP_spoofing.html

44 https://www.webopedia.com/TERM/F/ftp.html

45 https://www.webopedia.com/TERM/T/Telnet.html

46 https://www.webopedia.com/TERM/T/Telnet.html

47 https://www.webopedia.com/TERM/U/User_Datagram_Protocol.html
48 https://www.w ebopedia.com/TERM/P/proxy_server.html
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2.8 Virtual Private Networks (VPNSs)

Virtual Private Network (VPN) ne okwan a yeka yen Komputa/Afidie Badweneba b>
Abeefo Nkratod mu. Afidie bi ho a ekab> adwumakuo bi Dwumadie ho w Abeefo Nkra-
tod Ntentan so. Se yede VPN ye adwuma a, na ekyere s yen nkommodie wd Abgefo
Ntentan so no waaka abom*, abs ho ban, adane ama saa adwumakuo no, na €ha na
wdyi banb no, sane nsem no mu, soma kd baabi a ese se €ko%°. Abeefo Nkratod anaa
komputa fofora hunu sg, deg worebisa no firi adwumakuo no ha, na emfiri baabi a
wowd ha. Ankore-ankore de VPN di dwuma de dwane firi won man mu nhyesod ho anaa
de di nkonim w> hwe a wafee waani hwe Nkratoadie mu w> wan aman mu.

a. Commercial VPNs

Yeii ye ankoreankore dwumadie bi a ede wo abeefo kwantenpan nkitahodie nsem no fa
ono ara ne netwek so. Mfasod baako ne sg, wo nsem biara a wode mane, ne nea wogye
biara wo ahobanbo, yei nti obi foforo biara ntumi mfa n’ani nni akyire. Dman bi tumi de
saa VPN*"yi di dwuma se ebe b> won nsemsem ho ban «firi afoforo ho. Mmom dee se
VPN yi dwumadie no osuro biara nni ho deg, nanso n'ahobanb> no tumi keka kakra.

b. Free VPNs

Yei ye dwumadie bi a ema woho kwan de wo komputa no dom VPN netwek bi a wontua
sika biara. Mmom se saa VPN boa ma wosie sika deg, nanso chaw baako ne se entumi
mma wontumi nkora wo nsem. Saa VPN yi bi ne NordVPN>?, Private Internet Access
VPN>3, Windscribe VPN>4, CyberGhost VPN>*, TunnelBear VPN>¢ ne deg ekeka ho.

Hwe yie: Ansa na wode VPN beye adwuma no, ese se wo hwe dwumakuo no s€ gye na
dhaw biara nni ho

49 https://en.wikipedia.org/wiki/Internet_service_provider

50 https://ssd.eff.org/en/glossary/ip-address

51 https://ssd.eff.org/en/glossary/commercial-vpn

52 https://nordvpn.com/

53 https://www.privateinternetaccess.com/pages/techradar

54 https://windscribe.com/upgrade?promo=WS500FF&afftag=tomsguide-62333195054306090008&affid=fghzq9e1
55 https://www.cyberghostvpn.com/en_US/?media_source=inhouse_affiliates&lp=pro_homepage&transaction_

id=1 020f5087b76582644982b711aabe1&affiliate=futurenet%2F TechRadar&offer_id=135&coupon=YT2M&conversionp
oint=externalCP&channel=External+LPs&affiliate_google_cli
56 https://www.tunnelbear.com
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2.9 Tor Browser

Tor'yi ye dwumadie bi a ema nkitahodie bi a wonnim ne farebae ko so wa abre a
wontua sika biara. Jyii edin ‘Tor' yi firii nimdee a wafre no ‘the original router’ yi mu.
Tor' yi ankasa wa ahobanb> bi s obiara ntumi mfa n’ani nni wo nnwumadie akyire.

2.10 DuckDuckGo

Yei ye abeefo kwantenpan hwehwebeaeg bi a eboa ma nhwehwemufos sie wan nsem,
na esane nso boa sonesone won nsem so. Saa DuckDuckGo yi da mu sononko sg Jsie
won a wade ne di dwuma no ho nsem, na oma obiara akwanya s€ dbenya nsem ahodo>
ahodods de bebua asem baako.

2.11 Nhyehyeee ahodo> a eboa fie edwumaye

Yaree twitwiridii a amantam wiase afanan nyinaa a wafre no CoronaVirus disease
(COVID-19) yi ama abegye ohye se nnipa bete wontam wantam senea ebeyo na asi yaree yi
ho kwan se ebesanesane afofor> pii, yei nti ama nnwuma kuo ahodo no ara ahye won
nnwumayefod se ebetumi a anka wontena tena won afie mu na wonni won nnwuma
mfa ntanet so.

Nhyehyseg ahodo> bi a eboa sdwumayesfo)

Anka saa chye yi ye asempa, nanso esiane asodie kakra a ew> ho nti, wahyehye nea
edidisod yi se wode bedi dwuma na ab> wo ho ban;
* Fa wadwumakuo no komputa no ankasa di wo dwuma.
* Hwe se wo apolisifod (anti-virus) a wohwe s komputa so mmoawa no enha
WO no, ye adwuma.
* Hwe se wo Software ne wo Operating System no hyia mmere.
* Hwe se abere biara no wo nsem a wakora no, wobehye mu den, na ank> yera.
* Hwe se baabi a wonya wo network no ho nni asem biara.
* Hwe baabi a wonya wo nkitahodie nsem firi no yie, enye biribiara na wode
wani bedi akyire wo abere a wonnim dee &firi.
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Nhyehysege ahodo) bi a eboa nnwumawuranom

* Hwe se wode VPN ne nneema ahodob> bi tese anti—malware ne firewalls
betae edi dwuma na ab> woho ban.

+ &ntaa mfa wo komputa no nka dom abgefo kwantenpon bi wo abere a wonni
VPN.

* Hwe se wode nea wafre no (multi-factor authentication) no nso beys
adwuma.

* Hwe se wobesi okwan biara a ede nsem a eho nhia no bebre wo, na taa b> eho
dawuro nso kyere wadwumayefoo.

* &Enye software biara na wode di dwuma, enti hwe s¢ software a w'adwumaye-
foo de bedi dwuma no ye nea wankasa akopeg, na hwe se w'adwumayefo yi nim ho
akwan.

* Taa hwe okwan a wofa so bua wo nkitahodie nsem, na hwe s¢ abere biara no
ehyia mereg, senea ebeye a wadwumayefod no beye adwuma ahomeka mu.

* Hwe se w'adwuma no ne nhyehyeee a waye no kdso abre ne abre ano anaa.

2.12 Sini Nhyiamu Mfidie

Esiane COVID-19 yaree yi nti, afe 2020 no mu no, nnipa dodod no ara a wayee won
nnwuma wd fie no de zoom na edii dwuma, nnipa dodo> no ara tumi ye nhyia mu kyere
won adwene ne dwumadie ahodod bi. Saa nti, akwanmukafo> nso de won ho gyee mu,
ma wotaa dee ‘wantwiwantwi ne ananmutwitwa bebaa saa ntanet nhyiamu dwumadie
yi so. Senea ebeye a wabesi nneema saa ho kwan no, di nea &didisod yi so.

Nhyehyseg ahodo bi a eboa Sini Nhyiamu ne Nkitahodesg
ekuo ahodo>

* Hwe se nnipa a wabeye nhyiamu yi nam ckwan a wankasa de freg wan.

* Hwe se obi biara wo n"atomudee a ode bewura nhyiamu yi mu.

+ St ebehia mpo a, hwe se nea >fre nhyiamu yi no bema ho kwan mpo ansa na
obi awura nhyiamu no mu.

+ &mfa nhyiamu yi ho nsem nkato abeefo kwantenpaon biara so na nnipabone-
foo bi annya ho kwan.

* Hwe se wo wo software bi a ebebd saa nhyiamu yi ho ban.

Sini Nhyiamu ne Nkitahodeg mfidie:

Jitsi — https://jitsi.org/

Google Meets —  https://apps.google.com/meet/
BlueJeans - https://www.bluejeans.com
Signal - https://www.signal.org

Cisco Webex - https://www.webex.com

Microsoft Teams — https://teams.microsoft.com
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2.13 Abeefo kwantenpoan ho ahobanb): Malware
ne Ransomware

Mfoni a €td so 11: Senea wobehu “Spam, Phishing, Malware ne Virus” mmoawa

a. Malware

Malware ye asentia de ma nea wafre no borafo kasa mu se ‘malicious software ‘no. €ye
nimdee bi a woye de see komputa dwumadie bi. Saa Malware yi bi ne komputa so
mmoawa ne osiakwan ahodod tese virus, spywee (spyware) adewee (adware) ne kom-
puta mu nnokommoa. Wotumi nya saa chaw yi firi email nkekaho , nkitahodie nsem
anaa kwantenpon bi a enni nnepa biara. Se saa mmoawa yi ba wo komputa so a, etumi
see wo komputa no koraa, na wo nnwuma biara a w'adi no waso no nso ho t> kyima.
Etumi mpo fa wo email so ko afoforo komputa so. Se woanhwe ansi saa mmoawa yi ho
kwan a, etumi b> wura wo email nyinaa mu, na esee wo email dwumadie biara.
Mmoawa yi dwumadie no tumi da adi nti, preko pe no ara wotumi s> ano kwan.

Jkwan a wotumi de si saa mmoawa vi ho kwan

Wo mmoadenb) kakra betumi aboa ma w'abs wo komputa ho ban, na ayi wo afri ohaw
ahorow ahorow no mu. Nea edidiso yi, se ekoba mpo se komputa so mmoawa yi nya
wo komputa ho kwan a, ebetumi ab> saa komputa no ho ban.
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* Fa Anti-virus® gu wo komputa so abre biara.

* Hwe se wo Anti-virus yi hyia mmere®® anaa.

* Se wonya imeeli na s€ wani nna nkekaho (attachments) biara a, emmue°.

* Dum ahyensodes a eb> wo nkaeg no, senea ebebs woho ban aflri mmoawa a
wdonam saa nkaeegb> no so ba no.

* San nso dum nhyehyeese biara a etumi bue email ne ne nkekaho (attach-
ments) wd abere a wommaa ho kwan no.

b. Ransomware

Ransomware ye malwee no mu bi a wade si wo komputa dwumadie no fa bi ho kwan,
senea ebeye a se sika reba a akuromfoa betumi asi wakyi. Esiane se akuromfod pe obi
awia no nti, abre biara wonwono nhyehyeee¢ pii de hye won nnwumadie mu kena. Saa
Ransomwee yi ye asodie kesee ma obiara a ennye nnwumakuo nkoaa, na gye ohaw
kesee paa. Nneema a edidisod yi boa ma wotumi si ransomwee ho kwan.

Jkwan a wafaso de si Ransomware ho kwan

« Te ayankofod dodod a ewd komputa ahodos ahodod no so, anye saa a, s€
mmoawa W) baako so a ebesane afofora no nyinaa.

* Hwe se nimdee ahodo> no a wode di dwuma no hyia mmere da biara. Se
nimdee ahodo> yi twam a, etumi ma ransomwee ne malwee ahodos no nya ne ho
kwan.

« Fa anti-virus di dwuma abere biara. Anti -virus yi boa ma eyi mmoawa ne
akwansidee biara firi ho.

57
58
59

https://cybersecurity.osu.edu/cybersecurity-you/use-right-tools/anti-virus
https://cybersecurity.osu.edu/cybersecurity-you/avoid-threats/updates-patching
https://cybersecurity.osu.edu/cybersecurity-you/avoid-threats/phishing
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2.14 Nhwehwemu ne Nhwehwemukeses

Ehwe beaeg a obi wa,boto mu nhwehwemu, anim agyinahyedeg,nhwehwemukesee ne
yetwitwane nkommodie mu. Nhwehwemu de ohaw ne amanee bre nsentwerefod na
ema eye den ma wan s wabe kora asane abs won nsem fapem ho ban.

2.15 “Phishing” ntohyesod

“Phishing” anaa “spear phishing” anammontuo taa ye ade€ a anam abgefo ntentan so
anaa abeefo dawurobs dwuma so a ennye. Se wo kliki saa abeefo ntentan no so a ema
no see yie paa. Saa adeg yi a ennye tumi ma cboneyefod nya nsem bi firi wo komputa no
So, ene nsentwereni ne ho asem ankasa.

2.16 Ator>e ntohyesoo.

€ye nhyehyeee a ewd wiase ntentan kesee so a enye papa. Ntentan kesee a enye nokore
no gyina ma yede atora to dwa. Amannee a yede see dawurob> ntentan nnwuma ne
nsentwereni nnwuma.

2.17 Man-in-the-Middle (MitM) ntohyeso>

Abanfo gyina nnipa wa won komputa no akyi ne faako wan ani wa. Ebi ne sg,waotumi
sesa wireless router ma edi dwuma se Wi-Fi hotspot wa baabi a amanfod pii wa,senea
nnipa no bedwene se gye Wi-Fi noa. Se nnipa di dwuma wo so a,abanfo nsa tumi ka
nnipa no nnwumadie ho nsem.

2.18 Denial of Service (DoS) ntohyeso>

Saa ntohyesod yi adeg a abu so wa komputa baako anaa dodod so ne absefo kwanten-
pont so a asi kwan ma nnipa entumi nni dwuma. Eba nsentwerefod so a, saa ntohyesoa
no si akwan ma nsem duru badwam na ne bo> nso san ye den, ahohao to bete na €hia
nimdece yiye.
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2.19 Cyberstalkingne Nhwehwemukesee

Eye kwan a wofa abeefo kwan so teetee nnipa anaa ekuo bi. Wasan nso hwe nkurafod
hunu nsem,de b> won sobo> anaa ntrenee,san de ssesee won nnooma.

2.20 Cyber bullying

Cyber bullying ye s€ obi nam abgefo ntentan so hye obi so. Wonam kwan bi so i sce
abeefo dawurobs nnwuma pii a wode adwenbane so de agye tumi de di obi so.

Mmoa

1. https://tinyurl.com/y2kkmckg
2. https://tinyurl.com/y37nrxd7
3. https:/tinyurl.com/yyu2y5ub
4. https:/tinyurl.com/yxzfprhj
5. https://tinyurl.com/y25p5q3e
6. https:/tinyurl.com/y3szuuhz
7. https:/tinyurl.com/y692p5yw
8. https://tinyurl.com/yy92uvrc
9. https://tinyurl.com/y28vrj7z

10. https:/tinyurl.com/yxpd2vpg
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Ti a €ty so III

3.1 Abeefo mfidie ne Nnipa ho banb>

a. Abessfo mfidie banbd wd syekyere ase

Eto da a, onipa kyefa wo abeefo mfidie mu nnianimufos hunu wan ho wa dyekyere mu
sedes wobema amanfod ate won nne. Ewd se wohunu se won mfidie a wode ko dyekyere
ase no betumi aha wan ne titire ne sg, oman mu banbafo> wo biribi se fake cell phone
recognition a wobgtumi de ahwehwe na waahunu ayekyerefod na wahwehwe won
anamantuo ne won nkommo a wadie, a ne korakora mu no, warebu won ahobanbd ne
kokoam adey>. Ansa na wobeko ayekyere bi ase no, €se se ayekyerefod wan ani ko wan
abeefo mfidie ne nkitahodie ho. Deg edidiso so0d yi ye nneema bi a ewd se wode hye wd
tirim ansa woaye oyekyere.

b. Ye wo dyekyere ahoboa ws kokoa mu

Se ayekyerefod nya Virtual Private Network (VPN) a, ebetumi aboa ama wade wan ho
asie. Afei nso, ayekyerefod betumi de biribi tese Tor Browser® a etumi ye nkatanimu
san si abeefo ntentan kesee so ahwefod ho kwan firi won dwumadie ho. Afei nso, dee
ehia kesee ne sg, ayekyerefoo beye oyekyere ahoboa asie wa afa ne afa nkitahodie mu
sene s wobefa afidie nkrab> a yetaa fre no SMS so.

c. St woreye kasafidie no Full disc encryption

Se banbofos gye w'afidie anaa eyera ana ampa se€ wawia a, Full Disc Encyption betumi
aboa ab> wo data a ew> w'afidie no so no ho ban. Android® ne i0S® mfidie tumi di saa
dwuma no ma wo. Ewd se wode atomudee a €da nso to so se dee ebeye a, biribia ara
anaa obiarantumi nkd mu.

d. Twe Signal to wo kasafidie no so

Signal ye bi a ewd i0S® ne Android® So. etumi boa b nkitahodie ne kokoa mu nkammo
ho ban firi afofora ho. Ebio nso no, eba akuo nkommodie ho ban firi afofora ho. Saa
Signal app yi wa biribi sononko a etumi ma nkomb yera fiti anib> du kasi nna nson bere
a yakan nkommb no. Deg ene no b> abira no bi ne SnapChat a etumi ma nkammb yera
amono mu hd ara.

60 https://www.torproject.org/

61 https://source.android.com/security/encryption/full-disk.html
62 https://www.apple.com/business/docs/iOS_Security_Guide.pdf
63 https://ssd.eff.org/en/module/how-use-signal-ios

64 https://ssd.eff.org/en/module/how-use-signal-android
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e. Sie wo data ma daakye

Hwe na hunu nsunsuansod a ewd ha ebere a wakasafidie afiri wo nsa mpo se ayera
anaa ahobanbofos agye afiri wo nsam. Sie biribiara a ew> wo kasafidie no so w> baabi
a wonsa betumi aka no ahoohare so a wommre ho daakye.

f. Burner Ahomatrofod

Ayekyerefod a wodwene wan abeefo ntentan fidie banbs ho no wa kwan pa bi a mmom
enkye, a wobefa so abd ho ban a ene se wobenya “Burner” ahomatrofoo , afidie bi a
yetua na yeka dee yede reye bere aa yereye asomdwoee dyekyere. “Burner” ahomatrofod
e yi betumi ama won mfasodee sg, wobekaso ne afoforo adi nkitaho, mpo wa ebre a
nneema regye agu a wan nsem nkd abontene. Afei nso, wabetumi de won ahomatrofoa
no ato airplane mode ma adi dwuma kora no ara. Wobstumi atoaso akenkan bebree
wd https://ssd.eff.org/en/module/attending-protest.

g. Se wobeb> wo ara wo ho ban

Ntrenee a yebd abeefo mfidie so dwumadie yiedie okyiginafod ye ade€ a ew> hd na €taa
si. Saa ntrenee yi tumi ye okyeg, adwoodwoo anaa mpo se yeegye w'akasafidie afiri wo
nsam.Yei tumi de won to asem kesee mu na ema wan ahobanbd ho to kyema. Se yebetu-
mi asi saa ntrenee yi ano a, ewd se absefo mfidie so dwumadie yiedie okyiginafod hwe
baabi a wowd na wohunu dee ebetumi atd sini wa won ahobanb ho. Kokromoti mmara
ne s€ ewd se abeefo mfidie so dwumadie yiedie okyiginafod bo neho ban sedeg ebeye a
dbetumi ab> afofora ho ban.

3.2 Woreb> wo ho ban afiri ahunahuna ho

Abeefo mfidie so dwumadie yiedie okyiginafos betumi ab> wan ho ban afiri ahunanhu-
na ho a, gyese woyse yei;

a. Gye to mu s€ asiane tumi si:

Woregye asiane ato mu kyeresg, ewd se dee oredi dwuma no hunu se asiane betumi ato
no wo bere a sredi ne dwuma. Se ohunu saa a, sboa ne ho se sbesi ano kwan. Mfatoho
ne sg, s€ worekd baabi a oko wa, akoye amanfod mmoa a, ewd s€ wohunu s€ wahobanba
ho betumi ato kyema nti, wobeye ahoboa se wobetu mmirika bere a ese mu, anaa mpo
se wobefre obi ama waboa wo. Afei nso, eho behia se wobeda wo ho adi akyere akofod
no na wakyere deg nti a wowd ha na wama wo kwan. Afei nso, ewd se wo de atomudee
to wo ahomatrofod no so na wosan nso ye nhwehwemu ansa na w'adi dwuma wo
abeefo ntentan kesee beaec bi so. Na akyire koraa no, sie wo nneema w> baabi fofora.

b. Se wosi asiane ano kwan:

Se worehunu asiane no na woresi ano kwan ye ade fofora. Se wani nna woho so w>
asiane bi ho a, si ano kwan; enni s woye woho se wow> tumi wa so saa bere no.

Ma wo kasa ne wo nneyegee ne faako a wohunu woho no nse sedeg ebeye a wobetumi
asi asiane biara ano kwan. Ew> s wohwe wo ho na wosane nso hunu atenaes a wowd

38



AYETA: Abeefo mfidie so dwumadie akwanya nwoma

ansa na wahye biribi ase anaa wo ne wan a wow> hs adi nkutaho na ama wo ahunu se
mpo, asiane bi wd hd anaa daabi. Se wohunu s ani si wo so a, ye dee wobetumi biara
se wobe si asiane no ano kwan.

c. Dane wo trimupd adi kyere won a won ho hia

Wo trimup> tumi de wo to asiane mu wd bere a wobedane no adi akyere amansan. Se
woye adasamma yiedie nimdeefo) yi, ebeye se wobenya nimdeeg bi wo won a wobgka wo
nsem akyere won anaa wo ne wan adi kasabom &firise ennye nhye se obiara begye wo
nsusuye ato mu.

d. Woye ekuo bi ananmusini yi deg, ew> s€ wow> nimdeeg fa wo ho ne
ekuo no ho:

Se bkandifod pese osi asiane ano kwan a, €se se ohunu Nipa kora a oye na mpo ekuo
kor> a oresi won anan mu. Ebeye s€ wobghunu baabiara a wobekd; na saa ahoboa no
boa wo w> bere a mmra ahobanbofos akye woo. Se des wobeda woho ne wo kuo anaa
adwuma no adi akyere won a w'akye wo no kyere kwan a wade wo fa soa. Mpen pii no,
wogyae dee wasusu s€ w'adi bone wo bere a odan ne ho adi yie kyere won. Hwe se deg
woye woho ne wo nkasaes mu yie wd bere a wakye wod se koyi nsem ano.

e. Beaes:

Se mpo, wowd wo ara wo beaes anaa bea a wonni a, ewd s€ woyi saa nsemmisa yi ano;
Me ne hwan? Ehefa na mew>? Woye nnipa ben? Saa nsemmisa yi ho hia yie &firi se deg
wobeye biara behia saa nsemmisa yi mmuaes. Mfantoho ne, adasamma yiedie okyigy-
inafod ntumi nko asraafoo atenaec se arekoka won anim. Ekyere dee nti a €s€ s€ yebisa

yen ho saa nsem no ansa na yatu anammon biara. Ne nsunsuansod ne s wabgkye wo

ato mu wad deg wo bisaa wan no ho.

f. Firi beaeg a esan wa:

Beac bi tese nkuro ano, nnipa dodo> mu, sika korabea, ehyen beaeg, nnipa nhyiamu,
akono ne deg skeka ho ye asiane beaeg a ew> se yehunu bere a yeka ha. Mfatoho ne sg,
enni ho kwan se adasamma yiedie okyigyinafod beka oko beaeg a onni ahobanb) nny-
inasod biara. Mfatoho baako ne Cameroon borafo fa mu a basabasaes wb> amanaman-
fod ne aban asraafos ntam; ahummoabor> adwumayefod ntumi nkd ntokwabea hy wo
bere a wonni agyinamudee biara a efiri asraafod no ha. Yei ho hia efiri s€ biribi betumi
ato kyema.

g. Ahosiesie:

Ewd se deg aredi ahummoabora dwuma no hunu n‘ahosiesie. Mfatoho ne sg, €s€ se
ahummoabor> dwumadifos hye ntaades ne mpaboa a emu gys ha na watumi atu mmiri-
ka a oremmre ho. Se banb> mapa nni beaee a wowd no a, menhye ahwehweaniwa ne
ntadec a ne boo ye den &firisg, wotumi susu nsusuee fofora fa wo ho. Ene ahohod nni
nkom> wd beaeg a ate ne ho &firi s€ wobgtumi adi wo bane. Afei nso, enhye ntaadec a
eda wo ho gfirise emma wo ntumi ntu mmirika w> bere a es€ mu.
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h. Menni asie w) bere a etuo si wo so:

Se wokye wo anaa mpo se€ akoromfod fa wo nnonum a, ye dee wobgtumi biara a wode
bebs wo nkwa ho ban. Ene wan nni asie &firi s€ wobetumi akum wo. Dwene w'ahobanb)
ho kanee.

i. Pew’'ahiade& nyinaa ara ne nnuro w bere a worekadi dwuma w>
baabi:

Bere biara a wobetu kwan akadi dwuma wa> baabi s€ okandifoa no, ews se wode
w'ahiadeg nyinaa ko, ne titire ne s wobsdwene w'apomuden, wo kwan, ewiemu
nsakraeg, w'atenka, ne dee ekeka ho no. Yei tumi boa ba wo ho ban &firi s€ wobgtumi
adwene asiane bi ho na wabs woho ban ansa watu anammon.

j. Nya Nnipa bi anaa nkor>fokuo a wogye woan di:

W> adwuma biara mu no, ne titire ne adasamma yiedie adwuma no, yen atenka tumi
ma yen susu sg, wobgtumi akyere wo ato afiase, anaa wabefa wo nonum anaa mpo sg,
wobgte wo nsem so atua. Se wopese wo sisi nsem yi ho kwan a, ewd se wonya nnipa
anaa nkorafokuo bi a wogye wan die na waka faako a wowd, dwuma a woredi nyinaa
ara, bere a wokdd hd ne bere a wosusu s wobefiri ho nyinaa akyere won.

k. Fa ahokyere mu aboafod noma to wo tirim:

Fa ahokyere mu aboafo> bi te s polisi, ayarefos hyen, odumgyafod, ayaresabeaeg ne
dee ekeka ho nyinaa noma to wo tirim. Afei nso, twe application a wobstumi de ahwe-
hwe wo ahomatrofod no wa bere a wow> ahokyere mu. Wobetumi akan pii woa:
https://tinyurl.com/y5wje4zk
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Mmoa

11.  https:/tinyurl.com/y34p9906
12.  https:/tinyurl.com/yy4t25hm
13. https:/tinyurl.com/y2nn2ot9
14. https:/tinyurl.com/y32wéra
15. https:/tinyurl.com/y369rudo
16. https:/tinyurl.com/y6arpfw6é
17. https:/tinyurl.com/y85p49a3
18. https:/tinyurl.com/y33cxu2u
19. https:/tinyurl.com/y5wje4zk
20. https://tinyurl.com/y6spa5zk

21. https:/tinyurl.com/y4tv7srz
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Tiagtd)so IV

4.1 Abgefo kwantenpon mu to>

U

R

Mfoni a €td so 12: Abgefo kwantenpon mu to>

Article 19 wo Universal Declaration of Human Rights ma obiara fawohodie w> n'adwen-
kyere ne ne kasaboa ho.Saa fawohodie yi bi ne; fawohodie a yede kura yen adwenkyere
hwehwe nya,sane kye nkratod ne adweneps ahodo> wa ckwan biara so a emfa ho ne
dee wofiri a obiara ntumi ntwintwam yeakwan mu. Nanso mfee kakraa bi nie no,Abibi-
rem Aman kd so ara hye nkratod a eko omanfod ha no so. Yei ama Abeefo kwantenpon
aye baabi a nkratos sesa ntentem a ede akwansideg pii abre won a wokasa fa nnooma a
erekaso ho,wan a wobs adasa fawohodie ho ban,won a wakasa tia aban ne nsentwere-
fod;na nkaebo kyere s¢ yei dd ara na ered>d so.

Ka ankabi amamuo afa akwan nuasa so te se€ Abeefo kwantenpon mu tod, ne se yeresi
obi kwan se obeto nkra wo Abeefo Ntentan so si nkuraofod adwenkyere ho kwan.
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'Freedom House’s Freedom on the net 2018 kyere se “Ewiase aman nyinaa rehye nhy-
€s0d a ohye amanfod dwumadie a wade Abeefo kwantenpan no mu kena, waka se nkra-
tod bi nnye nokore ede ka won a wone waon nnye adwene hyg, rema Abgefo kwantenpan
ho ahotasod reyera ne kabi-ma-me-nkabi fapem. "Ekuo bi a wofre no ‘CIPESA’ amanebd
a wobdd no Afe mpem mmienu ne dunwatwe (2018) ada no adi s€%, Abibirem aban
aduonu mmienu ahye ama woaye Abgefo kwantenpon Dwumadie basaaa wo mfee nnan
a atwam yi. Na efiri afe 2019 mfitiasee no Abibirem Aman nsia, Algeria, Democratic
Republic of Congo, Chad, Gabon, Sudan ne Zimbabwe akd Abgefo kwantenpon mu tod
mu.

the per day impact of a temporary shutdown of the
Internet and all of its services would be on average

$23.6 million

per 10 million population.

22 African
Governments

had ordered network disruptions in the last

4 years

.’
% é : Since the start of 2019,

B 6 African countries —
J r - Algeria, the Democratic Republic
-— of Congo (DR Congo), Chad,

* Gabon, Sudan and Zimbabwe
TR
Mfoni a €td so 13: Abeefo kwantenpann mu tod ho nneema wo africa
65 https://cipesa.org/2019/03/despots-and-disruptions-five-dimensions-of-internet-shutdowns-in-africa/
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Bio,” Paradigm Initiative” Nkaeb> wa Afe Mpem Mmienu Ne Dunkron (2019) mu®® ada
no adi se Abibiremm Aman bi nom toto Abeefo kwantenpaon mu amanyasem nti,hye
mmara a ano ye den fa nnooma a yede to Abgefo kwantenpon so ho, wode won ani hwe
wdon a wabd amansan fawohodie ho ban dwumadie so. Nkaebo yi kaso kyere s ,saa
Chinafod ne Russiafod nhyehyeee a efa Mmara a eye adwuma ho, a efa Abgefo kwanten-
pan nhyesod so no, ahye aban nhyesod mu kena ne Abeefo Nkratoadie Fawohodie seee
,nam mmara a wiboapa ahyehye se wode repe ‘pepeepeye ne asomdwoes wd Abibirem
Aman mu. Abgefo kwantenpon ntotomu yi aha saa aman yi sikasem yie. ‘Deloitte
Adesua Nkyerekyere®” ada no adi s, wo oman a wade Abeefo kwantenpon ye adwuma
yie paa mu no, da koro biara a wobeto mu bere tiawa mu no,wohwere beye 23.6million
Amerikafod sika Dollars wo nnipa apepe du biara mu. Emfa ho ne saa nnooma ahodod
a woreye de asi Abeefo kwantenpon dwumadie ho kwan no ,nhyehyees ahodoo bi te se
VPNs ne Web based proxies boa ma won a wokasa fa Adasa Fawohodie ho, won a wabd
Abeefo Nkratodie ho ban, Nsentwerefos, won a wobd nkaeg ne ade nya anidasoo.

4.2 Akwan a yefa so dwane firi abeefo ntentan
mu tod ne ne nhyegsod ho

Yen din a yemfa nnye adwuma w> Abeefo Ntentan so ne akwan a yede dwane firi emu
tod ho bi te se VPNS ,Tor Browsers ne won a womfa won din ankasa nnye adwuma w

Abgefo Ntentan so ma won a waoye Adasa Fawohodie ho adwuma ,wan a wabd Abgefo
Ntentan dwumadie ho ban, Nsentwerefos,Amanebofod ne ade anidasoo.

a. Virtual Private Network (VPN)

Goveramert

G

(=

;\/PNE

Mfoni a €td so 14: kwan a yede VPN ye edwuma

66 http://paradigmhg.org/download/dra19/
67 https://www?2.deloitte.com/global/en/pages/technology-media-and-telecommunications/articles/the- economic-impact-of-
disruptions-to-internet-connectivity-report-for-facebook.html

44



AYETA: Abeefo mfidie so dwumadie akwanya nwoma

Virtual Private Network (VPN) ne okwan a yeka yen Komputa/Afidie Badweneba ba
Abeefo kwantenpon Afidie bi ho a ekaba adwumakuo bi Dwumadie ho wa Abgefo
kwantenpon so. Se yede VPN ye adwuma a,na ekyere se yen nkommodie wo Abgefo
Ntentan so no waaka abom ,ab> ho ban ,adane ama saa adwumakuo no,na €ho na woyi
banb> no,sane nsem no mu,soma k> baabi a ese se €ka. Abeefo kwantenpon anaa
komputa foforo hunu se deg worebisa no firi adwumakuo no ha ,na emfiri baabi a
wowd ha. Ankore-ankore de VPN di dwuma de dwane firi won man mu nhyesod ho anaa
de di nkonim w> hwe a wofee waani hwe Nkratoodie mu w> won aman mu.

4.3 Se woresua abeefo kwantenpon mu atotoat-
0> ne ne nhyesod

a. The Open Observatory Of NetworkInterference (OONI)

The Open Observatory of Network Interference (OONI) ye dwumadie bi a ewd> Komputa
so a yede di dwuma kwa a ne botaeg ne se ebehye mmademm>d ahodo> a yede ma
Abeefo kwantenpon mu da hd> wo wiase afanan nyinaa mu den. Saa OONI yi ye dwu-
madie bi a eye kwa na yeabue®® a wofre no ‘OONI Probe” a wobgtumi de asusu;

+ Abeefo Ntentan Anosie.

+ Dwumadie ahodo> a yede mane nkratod ntentan anosie te s ‘Whatsapp,-

Facebook Messenger ne Telegram.

+  Dwumadie ahodo> a yede dwane firi Abeefo Ntentan Nhyesod ho te s ‘Tor ne

Psiphon'.

* Nhyehyeee bi te se (‘middleboxes’) wo wo Nkratoo dwumadie mu a ebstumi

ahwe Nhyesos anaa nhweso) so.

+ Sedee wo Nkratod dwumadie no tu mirika fa ne ne mmademmb> ho.
Wobetumi de ‘OONI Probe™ yi aboaboa nkratos ano,a ebstumi aye adansedie wo
Abeefo kwantenpon Nhyesoo ho efiri se ekyere sen, bere ben, ehefa ne onipa kora a
Jy€ee.

4.4 Kasatia a efa abeefo kwantenpon ntotomu
ho w> Abibirem

a. The Cost Of Shutdown Tool (COST)

‘COST' ye dwumadie bi a ewd Abeefo Ntentan so a yede susu €ka a yeba bere a yeato
Abeefo kwantenpon mu, na yede dane Aban ahodos adwene se wontoa so ma Abeefo
kwantenpon nye adwuma. Saa dwumadie yi ma obi biara ,Nsentwerefod, Nhwehwemu-
foo,won a wokasa ma biribi,wan a waye Ntotoeg,nnwuma ahodod ne afofora pii de
ntemso ne kwan mmeremere so kari sika a yehwere wa Abgefo kwantenpon dwumadie
mu tod mu. Se yeretod akwan ahodod a Brookings Institute” ne CIPESA”" ahyehye no,
COST susu sika a yehwere wa Abeefo Ntentan ntomu ho, ahomatrofod nkratod a steko
ne si a wasi akwan ahodos a yefa so di nkitaho ano. Waode mantam ahodoa nhyehyeee a
efiri Amansan sika korabea ITU, Eurostat ne U.S Census ho.

68 https://github.com/ooni/probe

69 https://ooni.org/install/

70 https://www.brookings.edu/wp-content/uploads/2016/10/intenet-shutdowns-v-3.pdf
71 https://cipesa.org/
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https://netblocks.org/cost/ l,
R

Loy g
S Ly

$134,251,654

TOTAL COST IMPACT
= NGN 48,596,413,850
" NIGERIAN NAIRA

Mfoni a €t so 15: Kasatia a €fa abeefo kwantenpon ntotomu ho wa Abibirem

b. #KeepItOn Ntoah>

Saa Wiase nyinaa ntoab> a ekuo ‘Access Now’ na edi mu tintiman yi hwehwe se ebehye
aban ahodo> nkuranne wo wiase afanan nyinaa, se wonnto Absefo kwantenpon mu na
wdama nkratoddie akdso ara.
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Mmoa

https:/tinyurl.com/y4sul3dd
https:/tinyurl.com/y5xxucxy
https://tinyurl.com/y49ckklq
https:/tinyurl.com/y669mw6v

https:/tinyurl.com/y6dhe204
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Nsembi Nkyersase&g

Akadee - Akades eboa ma dwumadie no sesa sede€ edi dwuma anaa ebstumi aye
adwuma. Mpem pii no akadeg no bi wd ha a nnipa no bo ho ban ma obiara nhunu
dwuma a oredie. Saa nti es€ s woye ahweyie wo faako anaa baabi a wonya akades no
bi firi.

Anonymity - Tebea a emma yenhunu nnipa waredi nnwuma.

Anti-virus - Anti-virus ye komputa dwumadie a yede sisi nnwuma bane kwan a emma
wo komputa no enni dwuma yie. Yetumi de kyere s€ nnoomabane bi abeda wo komputa
no so, na sane yiyi nnoomabone firi wo komputa no so. Nnooma a emma komputa no
nte ap> no bi ne Computer virus,Worms ne Trojan Horses. Anti-virus no bi din ne McA-
fee,Avast,AVG ne Kaspersky.

Censorship - Abeefo kwantenpon kentensod no ye nhyesos bi a ehye dwumadie bi a
wobgtumi ahunu wo,de to dwa, ne nea wo nsa nso tumi ka w> abeefo kwantenpon no
so. Yei ne mmara a aban ahyehye de ato ho.

Circumvention - Akwan a yefa so de twe yen ho firi abeefo ntentan kentensoo.

Cryptography - Se wonwono ahinta ntwereee a emma obi biara nhunu anaa ente
nkratod no ase.

Abeefo kwantenpon ahonidie - Absefo kwantenpan ahonidie ne se wobedi wo kompu-
ta ni, na dwumadie biara nso a wobedi no, sho bstwa kama, na ahosuo ne mfonini
biara beda n'akwan mu nso.

Abeefo mfidie so dwumadie akwanya - Eye nnipa fawodie ewd Abeefo kwantenpon
So.

Encryption - Eye dwumadie a yefa to nkra koma afofora wa biri a onipa fofora bi ntumi
nkenkan.

Encryption key - Egyina wd ma abeefo nhyehyeee ye di sesa enkra ema onipa hunu
ntumi nkenkan. W akwan bi su wotumi di saa nhyehyeee di sesa wo nkra. €td daa
abeefo nhyeheee nu tumi sesa.

Firewall - Afidie a eb> wo komputa ho ban fi abeefo kwantenpon nhyeheee bi a wompe.
Firewall be tumi awonhyehyeee a asi kwan ma wontumi nni dwuma wo abeefo ntentan
bi so. Firewall ye ahobanb> a adi kan a yedi boa afidie bere a w'ani nna so. Y3 betumi
nso di asi nnipa kwan a wontumi nni dwuma wo abgefo kwantenpon so.
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Abgefo kwantenpan mu tod - Abeefo kwantenpon mu tod ye se w'ani da ho na woato
Abeefo kwantenpan mu anaa mfidie a yedi di kasa ndwuma, senea ebeye a yen nsa
ntumi nka nsem bi anaa yen nfa nni dwuma pefee.

IP Address - Abeefo kwantenpan agyina hyedeg a ema wo dane nso firi mfidie ahodo> a
EWD SOD.

Malware - Eye abeefo mfidie so dwumadie a yede di dwuma a ense fata ew> abeefo
mfidie so . Komputa mmoawa yi tumi wia w'atomudeg, fa wo ho asem bi a w'ani nna
anaa se ebe see wo nnooma nyinaa.

Operating System (OS) - Eye dwumadie a eboa ma wo di dwuma biara ew> wo kompu-
ta so. Ebi ne indows, Linux, Android ne Apple OS X ne IOS.

Atomudee ahwesofod - Atomudee ahwesofod ye nimdee bi a wode ye atomudece siebe-
aeg, sedes ebema w'atumi asie atomudes dodod no ara wd abre a eho nhia s wode
bsto wo tirim.

Atomudee nsem - Wei ye atomudee soronko bi a eye tenten hyen nea wonim daa no.
PC (Woankasa wo Komputa) - Eye afidie a eboa ma wotumi di dwuma pii.

PGP - Eye nhyehyeee a agyina ma amansain ewd abeefo kwantenpon so. Saa nhyehysee
nu fri Phil Zimmermann 1991 a edi aboa amansain nkitawodie ho bammo.

Proxy - Ngyinamu ye abeefo so afidie a agyina mu ma obi a ope biribi afiri abeefo kwan-
tenpon so.

Ahobanb nsembisa - Eyi ni ahobanb> nsem a ko ma w'atomudeg a wo pe na wo nim
ano mmuese.

Software - Eye ntrenee a eboa ma wo di dwuma ewd komputa so.

Tor - Tor ye abeefo dwumadi a ema nkitahodie mu ye pefee na yen gye wo sika. dnya ni
din no fri abeefo dwumadi “The Onion Router”.

Two Factor Authentication (2FA) - Eye kwan a (service provider) ebisa wo akwan
ahodo> mienu a wo di be yi wohu ede . Ebs tumi aye biribi a wo nim deda (tese wo
atomudese ),biribi a wo wb te se ahomatrofos anaa biribi a eda wohunam (te s€ wo nsa
ahyensode).

URL - Eye amansan ntontan kesee hu krataa.
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Virtual Private Network (VPN) - A.Virtual Private Network (VPN) ne okwan a yeka yen
Komputa/Afidie Badweneba bohAbeefo Nkrato> .Afidie bi ho a ekab> adwumakuo bi
Dwumadie ho wo Abgefo Nkratod Ntentan so.Se yede VPN ye adwuma a,na ekyere se
yen nkommodie wdo Abeefo Ntentan so no waaka abom ,ab> ho ban ,adane ama saa
adwumakuo no,na €hd na wayi banb> no,sane nsem no mu,soma ko baabi a €se s¢
ekd.Abeefo Nkratod anaa komputa fofora hunu seg,des warebisa no firi adwumakuo no
h> ,na emfiri baabi a wow> ha.Ankore-ankore de VPN di dwuma de dwane firi won man
mu nhyesod ho anaa de di nkonim w> hwe a wafee waani hwe Nkratoadie mu w> wan
aman mu.

Virus - Komputa virus ye adeg a emma abeefo afid3 no nte ap> a etumi bo nuhu mmo-
humohu a ese¢ afidie nu so nneema nyinaa.

Web-based Proxy - Beaec a yenya akratod firi wo abgefo ntentan so a ema wonsa ka
beaee afofrod a y'asi won agyinabia.

Abgefo Kwantenpon Ahobanbb - Eye abeefo nhyehyeee a eboa ba onikord a oredi
dwuma no ho ban wa Abgefo Kwantenpon so.

Abgefo Kwantenpan Ahobanbb) so fod - Ye nkurofos bi a wo wa adwene suo ahodoo de
boa nsentwerefod ho ahobanbo.

Atomudes - Ye ntweredec a ye te de bd yen nneema ho ban.

Atomudee kaofabaye - eye adee a eboa na yen tumi te atomudee. Esan boa ma yen te
atomudeeg a emu ye den.

Atomudee dan - Baabi a ye de yen atomudee nyinaa gu a ehwe so ma yen.

Abegefo ntentan so hwehwefo - eye abeefo dwumadie a yede hwe na yenya nyinaa pii
wd abeefo kwantenpon so.

Ntohyesos gidigidi - eye ntohyesoo bi a ede bosremuka hwehwe obi atomudee anaa
biribi.

Hack - eye koraono kwan so a yede di dwuma bone wa komputa so.
Spyware - eye komputa ho nhyehyees a ekura nneema bone a wode to komputa so.

Universal authentication - ye san so nim no sensanhd (SS0), eye komputa ho nhye-
hyeee a ema kwan ma obi tumi di komputa hu dwumadie w> kwan a wommb> wan
ahyensode abiribiara.
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Atomudee a woankasa bekora - ye abeefo afidie ketewa a akdoso ye mmara w> kwan
so a ene abeefo dwumadie a edi mu w> wo abeefo afidie so se. Eye adwuma yie nanso
dee €ka ho a enye ne se ewd se wodi abeefo afidie foforo no akyi.

Packet Filter - Yei hwe paket biara a epue anaa ewura wo network no mu, egye anaa s€
€po, na mmom ggyina wo nhyehyesee a waye so. Paket yi di dwuma paa, nanso €ho
akwan ye den yie.

Application Gateway - Eye nhyehyesee a eye ahobanb> ma komputa ho nkitawodie,
ntoho FTP44 ena Telnet45. Eye adepa nanso etumi ma wo kaomputa no nso anya chaw.

Circuit Level Gateway - eye ahobanb> mu nsem tese TCP46 anaa UDP47 nkabom. Se

nkabom no ba so a, nneema tumi fa ne kwan so wa nnipa ntam mu a enhia se wobghwe
bio.

Proxy server - eye nhyehyeee a esi nkratod kwan. € da a Proxy server tumi sie network
no ho nsem.

Zoom bombing - ye mmere biara a nnipabonefo) twitwa abgefo nhyiamu anan mu ne
won nnwumadie titire won nkitahodie.

Nkitahodie nsem biara a efiri ofa de kasi ofa bi no - hwe ma nkrato> dane ahintasem
firi somafod no ankasa h> . Gye se nea bgye nkratod no na sbetumi asesa no.

Ransomware - ye malwee no mu bi a wode si wo komputa dwumadie no fa bi ho kwan,
senea ebeye a se sika reba a akuromfoo betumi asi wakyi.
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