Upholding
Digital Rights

in Africa




1 | Upholding Digital Rights in Africa

lot of progress was made in 2016 towards bringing the topic of human rights to the focus of

the international community. For instance, the African Union (AU) declared the year 2016

as the African year of human rights (with a focus on the rights of women). 2016 also marked
the 35th Anniversary of the adoption of the African Charter on Human and Peoples’ Rights (ACHPR)
in 1981; the 30th Anniversary of the entry into force of the ACHPR in 1986; the 29th Anniversary of
the operationalization of the ACHPR in 1987 and also the 10th Anniversary of the operationalization
of the African Court on Human and Peoples’ Rights. The Protocol to the ACHPR on the Rights of
Women in Africa (the Maputo Protocol) was also 13 years old in 2016. The African Commission on
Human and People's Rights also held its 59th Ordinary session between October 21 and November 4
2016, where a resolution on the Right to Freedom of Information and Expression on the Internet in
Africa was adopted. On the global stage, the United Nations Human Rights Council in its 32nd session,
in July 2016, gave a landmark resolution declaring that internet rights and Internet access are human

rights.

Nevertheless, 2016 witnessed an unprecedented wave of digital rights abuses in Africa. Paradigm

Initiative released its first Digital Rights in Africa report on December 8, 2016, where it documented

the legal and policy environment which props up digital rights abuses, telecommunications and internet
service providers; and incidents of digital rights abuse in 30 African countries. The release of the report
at the Internet Governance Forum (IGF) in Mexico sparked conversations globally among stakeholders

involved in the defence of digital rights.


http://bit.ly/2g4XHtI
http://bit.ly/pindra16
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The spate of digital rights abuses in Africa in 2016 was highlighted in the incidents which occurred after the report

release and are already spilling over into 2017

2016

DEC. 13™

indie
—— DEC. 17™
2016

Egypt

In Egypt, users of encrypted messaging app
signal reported they were unable to access
services on December 17 2016, raising fears of
blocking by Egyptian authorities

2016

DEC. 18™/ 20™

Tanzania

In Tanzania for instance, Maxence Mello, the
cofounder of Tanzania's most popular blogging
site, Jammii Forum, was arrested on December
13 2016 for resisting attempts by authorities to
force him to release the names of anonymous
contributors

% DEC. 17™
2016

Kenya authorities announced plans for
extensive surveillance of phones and social

media in a move the government admits is

JAN. 7™
2017

targeted towards the 2017 elections

N

DR. Congo

In the Democratic Republic of Congo, authori-
ties ordered the blocking of social networking
websites including Facebook, WhatsApp and
Twitter from December 18, 2016 ahead of the
constitutional end of the President’s second and
final term on December 20, 2016 in a possible
bid to cling onto power.

f
J,

In Algeria, Merzoug Touati, conducted an
interview on YouTube on January 9 and was

JAN. 17™
2017

On January 7, Jerry Edoho, a Nigerian journal-
ist was arrested for a Facebook post about a
local airline — 2l

arrested by the authorities

JAN. 31°
2016

g

Mauritania

On January 31, Mohammed Cheikh Ould
Mkhaitir, stood before Mauritania’s Supreme
court to appeal his death sentence over an
opinion article published in a newspaper
website
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The Cameroonian government on January 17
ordered Internet shutdowns in the
English-speaking regions of Cameroun to
stifle dissent. Research by a coalition of
human rights organizations has estimated the
economic cost of the Internet shutdown in
Cameroon, after a month, to be $4.5m (this
conservative estimate did not take into
account the long-term effects of factors such
as the disruption of supply chains and of the
significant amount of remittances that Cam-
eroonians living abroad send to these regions
of Cameroon)
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The dynamic use of the internet has caused for some meaningful shifts in conversations that demand
accountability and transparency from African governments by their electorates. With elections

scheduled to hold in 20 African countries in 2017, it is important for the future of democracy on the

continent that the free flow of information and freedom of expression on the Internet is not disrupted
through Internet shutdowns. African countries can draw from the example of Ghana where Presidential
elections were conducted peacefully in December 2016 without Internet disruptions and human rights

abuses.

All African states (except the newly created South Sudan) are parties to the International Covenant on
Civil and Political Rights — the international legal framework adopted by the United Nations which in
its 19th Article protects freedom of opinion and expression. With 169 state parties and wide
acknowledgement of its centrality in human rights law, the International Covenant on Civil and
Political Rights provides the principal legal standard for the vast majority of communications relating

to freedom of expression.

Article 19 of the International Covenant on Civil and Political Rights allows restrictions on freedom of
expression, but only when these meet the criteria of legality, necessity to protect a legitimate objective
and proportionality. By legality, this means that restrictions are codified in legislation where the
wording is clear and offenses are specified narrowly so as to be sufficiently obvious to would be offenders
and as a result take away the leverage of authorities to enforce solely at their discretion. By necessity to
protect a legitimate objective, this means that the restriction must be geared towards the protection of
the interests of the general public or society and not the preservation of narrow interests of individuals
or a government. By proportionality, what is meant is that the restriction should be in the same measure
as the intended objective and should be the least intrusive. By this standard, it becomes clear that,
largely, the restrictions to freedom of expression and human rights on the Internet in Africa run foul

on international human rights standards.

The year 2017 presents a fresh start for African governments, citizens, civil society and all stakeholders
to work towards a climate of respect for digital rights across the continent. Citizens and civil society
across the continent are also urged to be alert to abuses and form coalitions to defend their rights online.
Along this line we can draw from the examples from Nigeria — where a Digital Rights and Freedom
Bill designed to protect citizens rights online is currently in Parliament and is at the Committee stage

after a largely successful public hearing on December 5, 2016; to Ghana where government backed


http://bit.ly/2juJ07p
http://indicators.ohchr.org/
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down from a threat to shutdown social media during elections last December, to Kenya where section
29 (on the “improper use of a licensed Telecommunications system”) of the Information and
Communication Act which was ruled unconstitutional by the Judiciary in April 2016. Also, on February
6, 2017, in a positive sign for Digital rights in Africa, section 194 of Kenya’s penal code which creates
the offence of criminal defamation, thus restricting freedom of expression, was declared
unconstitutional by the Kenyan judiciary. These outcomes were achieved through the concerted action

of citizens, the civil society and governments brought on the side of defending digital rights.

We call on all stakeholders to work together to uphold Digital Rights, so that the full developmental
impact of ICTs can truly be felt across Africa. In 2017, let’s work to uphold digital rights on the

continent.
Prepared by:
/ Babatunde Okunoye and Tomiwa Ilori.
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http://bit.ly/2kxMMJ5
http://bit.ly/2kxMMJ5
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