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Review of Digital Right and Freedom Bill

Executive Summary

freedom to learn, protection of privacy
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TheBillis & bold attempt to legislate on OF STCENTS OIIING, TGN 1o erectis pLble

digital rights, such-as the right to online
privacy, anonymity, freedom of
expression and opinion online, freedom of
information online, right to peaceful

knowledge, e-governance and financial
transparency.

The guarantee of these rights will

assembly and association online.

In 2019, the Digital Rights and Freedom
Bill (DRFB) was passed by the National
Assembly. However, President Buhari
did not sign it into law, citing specific
reasons. The Bill is back again to the
National Assembly for passage with key
changes to its provisions based on the
feedback fromthe President.

The world of technology is rapidly
growing and the Bill seeks to enshrine
and safeguard the fundamental rights
of citizens online, on digital platforms
and within the context of emerging
technologies.

This research seeks to review the key
provisions of the DRFB; how it converges
and diverges with relevant existing
Laws, Regulations, Frameworks,
Guidelines, proposed Bills, and Codes;
and proffers solutions where there exist
conflicts and overlaps. To achieve that,
we reviewed the key provisions of the
DRFB and compared it with other
legislative instruments.

The Bill is a bold attempt to legislate on
digital rights, such as the right to online
privacy, anonymity, freedom of
expression and opinion online, freedom
of information online, right to peaceful
assembly and association online,

provide a safe and thriving digital
space. Besides, the Bill also covers
unique concepts like recognition of
digital assets and its inheritability;
internet censorship; prohibition of hate
speech; content blocking, filtering and
moderation; broadband and internet
access; intellectual property in public
work; and protection of people with
disabilities.

While some of these provisions are
novel, some are already contained in
existing legislative instruments that
govern specific issues like
communications, fundamental rights,
financial institutions, data protection
and privacy, consumer protection and
other sectors. However, most of these
legislative instruments are not all-
encompassing to specifically address
the uniqueness of the digital space. We
identified gaps, possible areas of
conflicts, overlaps and made
recommendations on how to navigate
the murky tide safely.

The research reveals that the Bill
diverges with a host of other existing or
proposed legislation like the Protection

from Internet Falsehood and
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Manipulation Bill; Hate Speech
(Prohibition)  Bill; National Commission
for the Prohibition of Hate Speech
(Establishment etc.) Bill; Cybercrimes
Act; Lawful Interception of
Communication Regulation; Nigeria
Communications (Enforcement

Processes etc.) Regulation; Terrorism

Prevention Act and a couple of others
addressed laterintheresearch

In the light of these findings, the
research, therefore, made useful
recommendations around improving
the quality of the Bill and advancing
advocacy for the adoption of the Bill.
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Abbreviations

CBN= Central Bank of Nigeria

CFRN - Constitution of the Federal Republic of Nigeria 1999
DPB - Data Protection Bill 2020

DRFB - Digital Right & Freedom Bill 2019

ECOWAS - Economic Community of West African States

ECJ- ECOWAS Court of Justice

ETB- Electronic Transaction Bill 2020

FCCPA - Federal Competition and Consumer Protection Act
FCCPC - Federal Competition and Consumer Protection Commission
FOIA - Freedom of Information Act

ICT - Information Communication Technology

ISO - International Organisation for Standardisation

IT- Information Technology

Mbps - Megabyte per Second

NBC - Nigeria Broadcasting Commission

NCC - Nigeria Communications Commission

NDPR - Nigeria Data Protection Regulation

NHRC - National Human Rights Commission

NIMC - Nigeria ldentity Management Commission

NITDA - National Information Technology Development Agency
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Introduction

The:connectedness of today's world also
amplifies the importance of digital rights,
making it essential to have them
embedded in various legislation and
regulations, with their absence spelling
catastrophe.

In a world where everyone is digitally
connected via daily technological
advancements, the proliferation of
digital devices and increasing digital
platforms, it is cardinal that every
individual is capable of understanding
and utilising the technological arsenal
at their disposal, to ensure the
protection of their digital rights from
varying attendant risks.

These, among others, are reasons why
the importance of the Digital Rights and
Freedom Bill in this digital clime cannot
be overemphasised.

Digital rights are those rights, human
and legal, that an individual should
have in order to utilise digital platforms
or media fully. They can also be said to
be "online fundamental human rights".
The connectedness of today's world
also amplifies their importance, making
it essential to have them embedded in
various legislation and regulations, with
their absence spelling catastrophe.

The journey to enacting a Digital Right
and Freedom Bill in Nigeria started in
2016, and advocacy efforts led to the
passing of the Bill by the National
Assembly in 2019, which was ultimately
denied assent by the President.

The new Digital Rights and Freedom Bill
sponsored by Honourable Mohammed
Tahir Monguno was introduced to the
House, with some fundamental
changes based on consultation and
stakeholder feedback from
organisations like the Nigerian
Communications Commission (NCC)
and the Federal Ministry of Justice.

The Bill sought "to protect Internet users
in Nigeria from infringement of their
fundamental freedoms and to
guarantee the application of human
rights for users of digital platforms or
Digitalmedia”.

The Bill essentially protects the
fundamental rights and freedoms of
citizens in the Nigerian digital
ecosystem specifying offences
concerning acts or omissions contrary
toits provisions.

It also prescribes penalties for the
offences and provides for the
enforcement of citizens' rights, among
others.

The National Human Rights Commission
(NHRC) is proposed as the body
charged with regulating the Bill, and the
Federal and State High Courts have
original jurisdiction on matters relating
to theBill.

This analysis reviews the Digital Right
and Freedom Bill (HB 98) through the
prism of other Laws, Codes, Regulations,
Guidelines and Bills while considering its
importance to the development of the
Nigerian digital environment.
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It also considers the provisions of the Bill
by drawinga parallel to its convergence
and divergence with the end goal being
to show alack of conflict between the Bill

and other existing frameworks. In the
event of any, our analysis will proceed to
proffer recommendations addressing
the conflict gaps.
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Review of Key Provisions

@ Right to online privacy

Although the Bill prohibits any unlawful
interference with an individual's online
privacy, the right to online privacy is not
explicitly provided for under the
Nigerian Constitution. Unlike the right to
privacy, which enjoys statutory
protection, online privacy is broader
than the conception of privacy
conceived under the Constitution.

The protection of online privacy has
become necessary, with the
proliferation of internet-enabled
devices, an increase in digital services,
and the increased number of internet
subscribers. For a long time, there have
been concerns about the violation of
Nigerians online privacy, and there are
reports of the sale of the personal data
of Nigerians in an open digital
marketplace.

The online privacy right, complements
similar existing rights guaranteed under
the NDPR, pockets of sector-specific
laws and proposed Bills which provide
that individuals are entitled to online
privacy, and service providers are
mandated to strictly protect the privacy
rights of users against violation by third
parties and the service providers
themselves.

The processing of data by third partiesis
also extensively regulated under the
NDPR, with explicit provisions on the
rights of data subjects, the use of data
processing agreements with third
parties, and the obligation to ensure the

security of data. Specifically, data
subjects have the rights to lodge
complaints under the NDPR to the
Supervisory Authority, being NITDA or
beforethe Court.

Surveillance and Interception
of Communications

The Bill permits the making of requests
for private data following legally
stipulated procedures. It also provides
that Court warrants will be necessary in
order for an intermediary to honour a
request for private data, and the
request must be reported to the
concerned individual . It requires the
publishing of the nature and frequency
of government requests for personal
data.

Besides, the Bill makes it mandatory
that disclosure of personal data of
private individuals can only be
transmitted with a warrant granted by a
court of law after the individual has
been notified about the disclosure.

This protection is essential to prevent
the arbitrary derogation or violation of
the right to privacy of a citizen. However,
this appears to be subject to the
surveillonce power of the State,
especially when national security,
public safety or investigation of crime is
citedasabasis.

The power to make such disclosure is
subject to a warrant and in some
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instances is possible without a warrant
atfirstinstance, with the requirement for
a warrant applicable after such
disclosure.

Unfortunately, it is both common for
there to be disregard and a lack of
transparency in the procedure for
ascertaining the law relied upon by law
enforcement agencies.

In a recent case, a citizen was arrested
by the Department of State Security
(DSS) for tweeting with a parody
account in the name of a former
president. According to reports, a
telecommunication provider disclosed
details that enabled the arrest and
subsequent detention of the individual,
foralmost three months without trial.

More recent reports have revealed the
purchase of surveillance equipment by
the Nigerian Government from an Israeli
organisation.

Also, the provision may be whittled
down by other laws such as the Mutual
Assistance in Criminal Matters Act,
which was signed into law in 2016. This
Act allows Nigeria to intercept
telecommunications and share stored
communication or other types of
electronic data with third party states as
part of a mutual legal assistance
arrangement.

the provision may be whittled
down by other laws such as the
Mutual Assistance in Criminal
Matters Act, which was signed
into law in 2016

In a recent case, a citizen was
arrested by the Department of
State Security (DSS) for tweeting
with a parody account in the
name of a former president.

The data communication sharing is
subjectto the oversight of the Attorney-
General oraJudge.

In stemming the asymmetrical power
dynamics between law enforcement
and private citizens, the Bill makes it
mandatory for private organisations to
publish the details of government
requests for private citizens' data
publicly. This provision strengthens
transparency and accountability for
the public good. It is an example of
global best practices that have been
adopted in other climes, which has
seen corporations publishing periodic
transparency reports.

Statutory Confidentiality

The Bill also imposes the statutory duty
of confidentiality. The statutory duty of
confidentiality is also contained in the
National Health Act, Rules of
Professional Conduct for Medical and
Dental Practitioners, Medical and Dental
Council of Nigeria Act for healthcare
professionals, and the Freedom of
Information Act. Besides, the Bill confers
confidentiality on personal data.

However, statutory confidentiality is not
absolute. It can be waived in certain
instances, which could be, for instance,
where a law expressly provides for it or
where the Court decides confidentiality
can be waived
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Recognition of Digital Asset

The Bill provides for the ownership and
management of -digital assets of an
individual ‘'such as passwords, digital
contracts, digital receipts, pictures,
medical information, bank accounts,
writing, or anything else that a user has
access to, primarily in the digital space
by his heirs or next of kin. Digital assets
may also include shopping accounts,
file sharing and Peer-Peer accounts,
Domain name service accounts, web
hosting accounts, affiliate programs,
backups, written code, digital currency,
or betting accounts

This provision is the first of its kind in the
Nigerian legal space, and its effect is
that digital property may now be
included in the estate of a deceased
person and will by implication, be
inheritable. The classification of these
items as an asset is a great move, which
could also make the assetinheritable.

The extant law on inheritance, the Wills
Law and Administration of Estates Laws
of different states did not expressly
provide that these types of asset can be
inheritable. The express provision that it
could be inheritable now means that
they can be passedonto heirs.

Currently, internet platforms like Twitter,
Google and Facebook have legacy
policies that could allow people to
transfer their accounts to heirs or
appoint legacy contacts.The provision
will, therefore allow the deceased to live
on beyond their death. Though there is
no mention of it, nothing in the provision
of the extant Wills Law and

Administration of Estate Law applicable
in states expressly prohibits digital will or
asset.

Section 44 of the CFRN gives every
Nigerian citizen the right to acquire and
own immovable property anywhere in
Nigeria and digital assets, despite
having no physical presence, can be
transferred from one device to the other,
and can therefore be considered as
movable property.

Similarly, intellectual property law
protects the inclusion of pictures and
writings as digital assets and where they
are the work of the person, the
ownership intersects with the rights of
the person under the copyright law
especially whereitisin electronic form.

On the other hand, the Administration of
Estates Laws of different states does not
recognise digital assets and have no
provisions regarding such. Closely
linked to this are the express exclusion of
a will, codicil and other testamentary
documents from documents that can
be digitally or electronically signed.

Thus, the provision of the Bill is an
excellent step in the right direction and
serves as a wakeup call for an
amendment of the Administration of
Estates Laws.

Currently, internet platforms like
Twitter, Google and Facebook
have legacy policies that could
allow people to transfer their
accounts to heirs or appoint
legacy contacts.
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Security of Data

The ‘integrity ‘and confidentiality of
personal data are two of the
information security triad necessitating
the creation of appropriate security
measures to prevent the risk of
deliberately or accidentally
compromising personal data
intensified through the use of the
Internet.

The Bill addresses this through its
provision which specifically imposes the
obligation to ensure confidentiality and
integrity of information. Organisations
are mandated to ensure technical and
organisational measures to secure
information.

The provision is similar to the provision
of extant laws like the National Health
Act, Cybercrimes Act, national Cloud
Policy and other legal instruments,
which imposes security obligations on
both public and private organisations.

The requirement to publish a
privacy notice

Entities that process personal data in
the course of their activities are
mandated to publish privacy “policies”
(notices) that are readily and easily
accessible to the public. Similarly, there
is a mandatory requirement to publish
privacy notices on all digital platforms
and when collecting information under
the NDPR.

The privacy notice is a fulfilment of the
transparency principle and the right of
data subjects to be informed. It should

contain information about the
processing of personal data being
carried out. If the processing involves a
child, the notice should be presented in
an intelligible and comprehensible
manner.

Exceptions to the right to privacy

Rights do not exist in perpetuity and
expectedly, the Bill limits the protection
of theright to privacy. Under exceptional
situations, for instance, in the
administration of criminal justice or
prevention of crime, the State may limit
therightto privacy.

However, such measures shall comply
with provisions of the Constitution of the
Federal Republic of Nigeria and this Bill,
with adequate safeguards against
abuse. The guarantees and limitations
are quite necessary, primarily because
of the need for individuals to have the
power to control the reach of their
information online. However, the
exercise of derogation must be subject
to the principles of proportionality and
necessity.

Similarly, Section 45 of the CFRN limits
the exercise of the right to privacy
guaranteed under Section 37 in
situations where it is necessary in the
interest of defence, public safety, public
order, or public health and to protect the
rights of others.

The Court of Appeal has also reiterated
the curtailing power of Section 45 to the
right to privacy. Within the context of
online privacy (data protection), the
DRFB creates exceptions where the
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NDPR:will-not: apply, -and this includes offences, anonymised data, and
the use of personal data in furtherance household use with no connection to
of national security, public health and commercial activity.

safety, investigation of crimes and tax

Recommendations

There is a crucial advocacy work to be done to show that the
concept of online privacy is distinct and more expansive than
the concept of privacy advanced under the CFRN, which offers
limited protection.
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@ Anonymity

Every person accessing the Internet is
entitled to use instruments/technical
systems to protect their identity should
they wish to remain unidentified. This
provision grants the right to access the
Internet anonymously and allows a
person to prevent the collection of their
personal data.

It has become imperative in the country
in the face of the clampdown on
journalists, human rights activists,
protesters and other persons who need
to keep their identity anonymous from
the State. Anonymity is a survival
mechanism which helps
whistleblowing efforts and protects
marginalised persons and vulnerable
populations.

There are reports of the Nigerian
Government procuring surveillance
tools to spy onits people.

Maintaining anonymity is cardinal to
preserving other human rights in the
digital space, and crucial to the exercise
of civil and political freedom without
being subject to discrimination or
censorship. The Internet has emerged
as a decentralised primary place of
refuge for many Nigerians, and it is vital
to preserving it as a safe space for
users.

It is, therefore, safe to assert that the
Internet has evolved to be the modern-
day facilitator of free speech and self-
determination guaranteed by a
perceived expectation of privacy.

However, this right may be restricted
where it is necessary to safeguard

"public interest, and as necessary,
proportional and grounded in law and
following the basic features of a
democratic society".

A Court may order the identification of
anindividual where there is a violation of
the fundamental rights of another
person. The right to remain anonymous
on the Internet upsets the dynamics of
the balance of rights in the digital space
- on the one hand, is the freedom of
expression and on the other, the right to
privacy, the dignity of the human person
andtherightto seeklegal remedy where
appropriate.

However, though there are instances
where an individual can hide under the
cloak of anonymity to commit crimes,
violate the right of others, or cause other
civil wrongs such as defamation, it is
imperative to maintain a balance. The
Nigerian Court can take a cue from the
decision in the English case of Norwich
Pharmaceutical Co. vs. Customs and
Excise Commissioner, where the Court
held that "an innocent third-party who

"an innocent third-party who
has inadvertently facilitated a
wrong can be compelled in
certain instances to reveal the
identity of the wrongdoer,
particularly if the wronged party
will be precluded from seeking
a judicial remedy without the
disclosure
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has [inadvertently. facilitated ‘a:wrong
can be compelled in certain instances
to reveal the identity of the wrongdoer,
particularly if the wronged party will be
precluded from seeking a judicial
remedy without the disclosure.” The
same rationale was upheld in the digital
context in the case of G v. Wikimedia
Foundation, where the Court granted
the order to reveal the identity of an
internet user that defamed the
complainant.

The exceptions allowed under the
Clause to lift the veil of anonymity, are
consistent with the provisions of Section
45 of the Nigerian Constitution.

Similarly, Article 2.3(1) (i) of the NDPR
Implementation Framework creates the
exceptions to the material scope of the
NDPR, which include the use of personal
data in the context of national security
and investigation of crime.

It is, however, essential to note that the
provision conflicts with the Cybercrimes

Recommendation

(Prohibition, Prevention, Etc.) Act, 2015.
While the Bill permits anonymous
access to the Internet except where it
threatens the public interest, the
Cybercrimes (Prohibition, Prevention,
Etc.) Act, 2015 makes it an offence to use
any device to avoid detection or prevent
identification where there is an intention
tocommitacrime.

The exception to the right to anonymity
under the Billhas goals similar to the Act.
However, the wordings of that Clause
provide the opportunity for
misinterpretation and may, as well,
createloopholes.

Similarly, Article 2.3 and 2.4 of the
Framework for Public Internet Access
mandates Public Internet Access
Providers to verify users uniquely and
authenticate each user. Mandatory
requirement to register for a sim card
under the Registration of Telephone
Subscriber Regulation negates the
concept of anonymity.

Clause 4(2) merely states the condition upon which the right of

anonymity may be derogated. It is quite nebulous and may give
room for unscrupulous interpretations. It is recommmended that
the condition be more clearly defined, and the determination of
the condition be left to the Court only.

14
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Freedom of expression online and the 3

¥y freedom of expression of opinion online

The Bill grants the right to freedom of
expression online, an extension of the
right to freedom of expression
guaranteed under the Nigerian
Constitution.

Every person is guaranteed the
freedom to express and impart
information, opinions and ideas of all
kinds that can be transmitted to others
in any digital form regardless of how
controversial the Government may
consider it.

The right is not subject to any
restrictions, except those which are
provided by law and for a legitimate
purpose. The safeguard of freedom of
expression is one of the hallmarks of a
thriving democratic institution. The right
to impart knowledge is consistent with
Section 39 of CFRN.

Censorship and muzzling of
freedom of expression

The censorship and access to
information provided by, or about
Internet users are prohibited without an
order of the Court. It is prohibited to
penalise freedom of expression under
the guise of protection of national
security.

However, there have been recent
moves to regulate the use of social
media in Nigeria. It includes the express
prohibition of the use of intermediaries

to undertake censorship on its behalf or
to remove access to content without
the leave of the Court.

The State is restrained from unduly
restricting, controlling, manipulating
and censoring content disseminated
via the Internet without any legal basis,
justified purpose, or based on broad
and ambiguous laws, or in @ manner
that is unnecessary disproportionate to
achieving the intended aim.

According to Google's Transparency
Report, between January 2018 - June
2020, the Nigerian Government
requested content takedown six times.

The Bill outlaws the throttling and
jomming of the Internet, or internet
shutdown explicitly, and describes it as
a confrontation to the freedom of
expression.

The Bill notably prohibits the jamming
of wireless signals which deprives
individuals of their right to expression
and information.

Although exceptions exist which may
permit censorship, there must be a
corresponding lawful basis, which
should not be premised on ambiguous
law.

The purpose must be justified and there
must be recourse to the necessity and
proportionality test. On the night of the
Lekki shooting, there were accusations
against a telecom operator for
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throttling ‘the iinternet: connection
around Lekki, Oniru-and Victoria Island.
Protection of freedom of expression is
cardinal to the existence of democracy,
and any attempt to subvert it is an
aberration.

The Bill provides a safeguard in
situations where freedom of expression
can be waived under the garb of
national security, and such derogations
must comply with the provision of the
Nigerian Constitution.

The Bill frowns at the abusive and
inconsistent enforcement of the law to
censor public deliberation or create an
atmosphere that suppress a free press.
The Bill seeks to ensure fairness in
perspective and afree press.

Specifically, the Bill prohibits unlawful,
unauthorised, and undue restriction on
press freedom and thus, conflicts with
the revised NBC Code, which has
imposed stiffer sanctions, which has
been usedto sanction media houses.

Freedom of expression online can only
be waived where the process is
proportionate and necessary in a
democratic society. Such restrictions
must be defined and provided in an
existing law, which must conform to the

The Bill provides a safeguard in
situations where freedom of
expression can be waived under
the garb of national security,
and such derogations must
comply with the provision of the
Nigerian Constitution.

the Bill prohibits unlawful,
unauthorised, and undue
restriction on press freedom

provisions of the Constitution, concernin
the necessity and proportionality test.

The Bill imposes additional safeguards
concerning legal frameworks that seek
to curtail the freedom of expression.
Such aframework must be clear, precise
and foreseeable - applied by an
independent body that is not arbitrary,
effective against abuse and must allow
therightto appeal.

The provision of the Bill is consistent with
the NCC's Internet Code of practice,
which provides that no lawful content
software or application shall be blocked
or made unavailable to users of internet
access.

An Internet Access Service Provider shall
not block any lawful content,
applications, services, or non-harmful
devices, except reasonable network
management.

Also, an Internet Access Service Provider
shall not impair or degrade lawful
internet traffic based on internet
content, source, destination,
application, or service, or use of a non-
harmful device, except for reasonable
network management.

An Internet Access Service Provider shall
also have measures in place for the
immediate blocking of access to child
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sexual - abuse:content, once: notified. by
the.Commission.

The provision of the Bill conflicts with the
proposed Protection from Internet
Falsehood and Manipulation Bill, which
will empower the Government to shut
down the Internet or block access to
social media platforms.

Further, the Bill suggests that anyone
who has cause to believe a statement
defames them should have recourse to
the civil Court, and should not use the
state institution or mechanism to
perpetuate abuse. Itisimportant to note
that criminal defamation also exists
under Nigerian law.

Prohibition of hate speech

The right to freedom of expression does
not, however, permit hate speech and
government concerns about hate
speech shall not be abused to
discourage citizens from the expression
of thoughts and ideas. Similarly, the
Cybercrimes Act and the NBC Code
address hate speech and sanctionit.

The Bill provides that the Government
cannot suppress or discourage
legitimate views under the guise of
regulating hate speech. It also provides
sufficient safeguards for addressing
and balancing concerns about hate
speech by allowing only the Court to be
the sole determinant of suchissues.

Thisindependentreview is laudable and
gives credibility to the Process when
compared to the current arbitrariness
that leaves law enforcement agencies
with much room for abuse under both
the Prohibition of Hate Speeches and

Other Related Matters Bill (Hate Speech
Bill) and the Cybercrimes Act.

Hate Speech, under the Hate Speech Bill
and DRFB were defined in similar terms
to include all forms of expression or
actions that spread, incite, promote or
justify religious, ethnic, cultural, or racial
hatred, xenophobia, or other forms of
hatred based on intolerance, including
intolerance expressed by aggressive
nationalism and ethnocentrism,
discrimination and hostility against
minorities, migrant and people of
immigrantorigin.

Where such expressions are made to
instigate war, civil disorder and violence,
a person commits an offence. There
could be a potential conflict with the
prohibition of hate speech under the
Hate Speech Bill, where both are passed
into law. The DRFB imposes safeguards
when determining what constitutes
hate speech, while such an
independent review mechanism is
absentunder the Hate SpeechBill.

Also, life imprisonment or death is the
penalty for hate speech under the Hate
Speech Bill, if it results in death. The
punishment is excessive in comparison
to the proposed sanction under the
DRFB, which stipulates an imprisonment

The life imprisonment or death
punishment in the hate speech
bill is excessive in comparison to
the proposed sanction under the
DRFB. While there may be
concerns that the DRFB specifies
punishment for hate speech, the
bill provision for judicial
oversight may help mitigate the
likelihood of abuse.
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term not less than seven years or afine
not less than five million:Naira, or both
and compensationforthe victim.

Another conflict arises in Bill's provision
which guarantees a right to freedom of
expression online, and the Cybercrimes
Act, which under Section 24(b), prohibits
the sending of electronic messages to
cause annoyance, inconvenience,
danger, obstruction, insult, injury, and
criminal intimidation.

The absolute right guaranteed by the Bill
is prone to abuse. However, Section
24(b) of the Act may as well be abused
by the Government in situations where
there is an expression of opinions
unfavourable to the Government.
Coincidentally, in July 2020, the ECOWAS
Court of Justice ruled that by adopting
the provisions of Section 24 of
Cybercrime (Prohibition, Prevention,
etc.) Act, 2015, it violates Articles 9 (2) of
the African Charter on Human and
Peoples' Rights and 19 (3) of the
International Covenant on Civil and
Political Rights.

Consequently, it ordered the Nigerian
Government to repeal oramend Section
24 of the Cybercrime Act 2015, following
its obligation under Article 1 of the
African Charter and the International
Covenanton Civil and Political Rights.

Another conflict arises in Bill's
provision which guarantees a
right to freedom of expression
online, and the Cybercrimes Act,
which under Section 24(b),
prohibits the sending of
electronic messages to cause
annoyance

in July 2020, the ECOWAS Court
of Justice ruled that by
adopting the provisions of
Section 24 of Cybercrime
(Prohibition, Prevention, etc.)
Act, 2015, it violates Articles 9 (2)
of the African Charter on
Human and Peoples’ Rights and
19 (3) of the International
Covenant on Civil and Political
Rights.

Content blocking, filtering and
moderation

In order to censor or remove accesstoa
copyrightable content, the Government
or intermediary must get an order from
the Courttodo so.

To restrict freedom of expression on the
ground of copyright, the Government
must demonstrate that it is prescribed
by law, in order to protect the ends that
copyright seeks to achieve, necessary in
a democratic state, with the burden to
prove the existence of copyright being
ontheowner.

The DRFB categorically prohibits
disconnection from the Internet on the
ground of copyright infringement. It also
prohibits the intentional blocking of
content by a person without copyright,
while giving the victim an entitlement to
compensationin a Court of law.

The provision is consistent with the draft
Copyright Bill 2015, which gives the
Copyright Commission the power to
block content directly or with
assistance, where the content infringes
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copyright. :-The: DRFB: permits: this,: and
besides requires compliance with the
CFRN, and international human rights
laws in doing so.

The draft also permits the conversion of
works into readable formats for the
visually impaired. Similarly, the
Marrakesh Convention creates a
copyright exemption for the adaptation
of copyright works into a format that is
readable for the visually impaired,
which is precisely what the DRFB
enshrines.

In furtherance of its provision on equal
access to education, the Bill

Recommendations

pronounces the lack of an exception for
the visually impaired, minority
language speakers and persons with
low literacy level as a violation of their
right to private life, freedom of
expression, and freedom to participate
in culturallife.

The derogation for the sake of the
visually impaired is laudable, especially
in light of the Marrakesh Treaty of 2016
which Nigeria ratified in 2017. Another
laudable provision is the requirement to
comply with the Constitution, the rule of
low, and other human rights law to
which Nigeria is a party, in filtering,
blocking or restriction of access to
contentincluding copyright content.

The question, then, is what would be legitimate enough to limit
the freedom of expression online?

There should be more robust advocacy for the adoption of the
provision of the DRFB as preferable to the Hate Speech
(Prohibition) Bill (HB. 246), 2019 and Section 24 of the
Cybercrimes Act. The DRFB is more human right advancing and
puts in place human rights-respecting safeguards.

Clause 6 (21) limits the right of action of a person who has been
defamed to a civil action. This model is more human right
respecting compared to criminal defamation that exists under
the Criminal Code Act, which has been used as a tool to
oppress and suppress dissent. A civil action benefits the
complainant more. Besides, the fine paid in a criminal
defamation suit goes to the government. We recommend that
the civil suit model should be adopted over the criminal

approach for defamation.
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be able to enjoy economic gains from his works. Extending the
exceptions to cases as these would mean that within Nigeria,
the owner of the work would rarely reap the fruit of his labour.
The portion of Nigeria's population that is literate is meagre
compared to the illiterates. Also, there are over 500 native
languages in Nigeria, of which three are widely-spoken. It
means that copyright exceptions will cover the largest part of
the population and in the end, deprive the owner of the work of
any gains at all.

There is a need to separate copyright from other rights. It is
important because the principles governing copyright differ
from those of other information. Inserting copyrights under
every right will only bring about needless litigation and conflicts.




access the Internet for information
gathering , and this right extends to
urban poor and rural areas, where the
Internetis slow or unaffordable.

The Bill prohibits explicitly or allows
restricted access to a specific category
of information, such as child porn, hate
speech, defamation, direct or public
incitement to commit suicide and
genocide.

It complements provisions of other laws
like the Cybercrimes Act and Internet
Code of Practice, which criminalises
child pornography and cyberstalking.

Broadband and internet access

The Bill mandates that broadband
access shall be made commonly
available as connectivity is crucial for
accessing resources, and requires
continued focus on competitive
broadband access using suitable
technologies — wired and wireless, and
national collaborative networks.

Nigeria currently ranks 25th in the world
on the Inclusive Internet Index. Nigeria
ranks 90th on smartphone cost, 76th on
price affordability, and 84th on
availability of infrastructure. Vast digital
divide, access and inclusion are still
significant problems in Nigeria, despite
the Government's announcement that

the price of internet data crashed. The
provision complements the ambitious
target set by the Government in the new
National Broadband Plan, which seeks
to attain cheaper cost for internet data
and expansion of broadband
penetration.

This provision is laudable considering
the importance of broadband
penetration to the digital economy and
the objective of attaining 70 per cent
broadband penetration in 4 years as
contained in the National Digital
Economy Policy and Strategy. Also, the
plan is that there will be broadband
connectivity delivering a minimum of 10
Mbps in rural areas and a minimum of
25 Mbps in urban areas to every
Nigerian at an affordable price and
quality by 2025. It also aims to target
90% of the population.

Nigeria’s ranking on broadband
and internet access

) [

e

Inclusive .
Internet pric

€ availability
Index affordability of infrastructure cost
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The ‘provision: is consistent with ‘the
National Digital Economy: Policy: and
Strategy (2020 - 2030), the 3rd of 8
pillars to accelerate the development of
the Nigerian digital economy which
requires reliable infrastructure
(deployment of fixed and mobile
infrastructure to deepen the broadband
penetrationin the country).

The requirement for open
government data

The Bill mandates that Government
held data should be made available
publicly for free, or after payment has
been made, in appropriate
circumstances. There should not be
barriers to access Government held
data.

The provision creates a statutory
requirement that will strengthen the
open data policy pursued by the
Government, which will promote
transparency and accountability in
governance.

The Bill fails to make a distinction on the
type of data. For personal data, it will be
subject to the NDPR, DPIF, the Guideline
on Public Institution on Processing of
Personal Data and the proposed Data
Protection Bill 2020. Before processing
such data, the lawful basis has to be
established. Similarly, some data could
be subject to confidentiality rules under
the Freedom of Information Act and the
Evidence Act.

Intellectual property in public work

The Bill provides that copyrightable
materials held by public bodies shall be
licensed for reuse following extant
information access law and licensing
framework. The provision is consistent
with the Freedom of Information Act.

Similarly, Section 14(2)(b) of the
Copyright Act provides that access to
the public record of a state, being
records for the storage or custody
provided in law, does not require
authorisation or licensing of the owner
of the copyright.

Consequently, there will be no
infringement of the copyright in such
work by supplying and reproducing it.

Right to access the Internet

The Bill provides the right to use the
Internet to access information, share
information, conduct business online,
and the right to express a personal
opinion online. It is also illegal to deny or
censor access to the Internet without
adequate reasons.

At the height of the fight against
terrorism in the North-East region of the
country in 2013, the Military shut down
telecom infrastructure, which meant
internet blackout, an action justified on
the grounds of national security. The
Clause seeks to prevent a situation
where the Internet could be shut down
atwill.

The Billmandates that Government held data should be made
available publicly for free, or after payment has been made, in
appropriate circumstances.
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Protection of people with disability

The Bill provides that persons living with
a disability will have the right to access
the Internet and should suffer no
discrimination. This provision
strengthens relevant sections of
Discrimination with Persons with
Disability (Prohibition) Act 2018, Lagos
State Special Peoples Law and Plateau
State Handicapped Law, which seeks to
protect persons living with a disability.
Section 42 of CFRN prohibits
discrimination against any person
regardless of the circumstance of their
birth.

Content blocking and filtering

Blocking and filtering of access to
websites or content are expressly
prohibited, which includes social media.
There have been previous reports of
blocking of access to certain websites in
the country. According to the political
authority in Nigeria, social media was
responsible for information disorder

Recommendations

The Bill provides that
persons living with a
disability will have the right
to access the Internet and
should suffer no
discrimination.

that led to violence and destruction
witnessed in the country. In a national
address, the President attributed the
violence in the country to social media.
The reaction was followed by the
Minister of Information and Culture
urging the House of Representatives to
ensure the passage of a law to regulate
the use of social media, a comment by
the National Security Adviser and a
similar debate was held at the Lagos
State House of Assembly.

The provision conflicts with the provision
of Protection from Internet Falsehood
and Manipulation Bill, which seeks to
confer the Government with the power
to block accessto specific platforms.

More advocacy should be done in advancing a case for the
adoption of the DRFB as against the provisions under the
Protection from Internet Falsehood and Manipulation Bill.
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W Right to peaceful assembly and
By association online

Federal Republic of Nigeria, 1999 (as
amended) guarantees the right to
peaceful assembly and association.
Similarly, the Bill guarantees the right to
do so online through any platform. This
right shall be guaranteed without
interference except those which are
provided by law and for legitimate
purposes. An example of such limitation
is one under the Terrorism Prevention
Act, which proscribes the assembly and
meetings of persons and organisations
for terrorism purposes. The safeguard
under Section 40 of the CFRN similarly
applies.

Protection against monopolies

The DRFB provides for social and
economic openness, to support
innovation, and guards against
monopolies.

Section 76 of the Federal Competition
and Consumer Act complements this
provision, by empowering the Federal
Competition and Consumer
Commission with powers to investigate
monopolies which exist concerning the
production or distribution of goods or
services of any description, or to the
export of goods or services of any
description from Nigeria.

In the instance where a monopoly is
found to exist, monopolistic reports from
the Commission are referred to a

tribunal which has further power to
prohibit or restrict the acquisition
transaction, require a person supplying
the goods to publishits price list, declare
such monopolistic agreement to be
unlawful,among others.

These powers of the Commission
regarding monopolies, also extends to
those arising outside Nigeriq, if the
undertaking is of Nigerian origin.

These provisions are therefore
applaudable for the possibilities they
create with providing an equal
economic playing ground, which
protects against the monopolistic
tendencies, capable of stifling small,
medium and upcoming business
enterprises.

However, this provision may conflict with
the exercise of the power of the Federal
Competition and Consumer Protection
Commission (FCCPC), who may also
exercise concurrent jurisdiction with any
other regulator.In addition to future
conflict, the provision did not specify if
the NHRC will share regulatory oversight
with the FCCPC or if the regulation will fall
under the exclusive powers of the
FCCPC.

this provision may conflict with
the exercise of the power of the
Federal Competition and
Consumer Protection
Commission (FCCPC), who may
also exercise concurrent
jurisdiction with any other
regulator
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Promation of net-neutrality

The :DRFB :expressly: provides 'that all
data on:the Internet shall be treated in
an-equal -and - non-discriminatory
manner, -and shall not be charged
differentially, according to user, content,
site, platform, application, type of
attached equipment, and modes of
communication or any other
consideration whatsoever.

The provision is similar to Section 3.6 of
the Internet Code of Practice, which
prohibits discrimination on lawful
internet traffic. Net neutrality is the
principle that all electronic
communications passing through a
network are treated equally,
independent of the nature of the
content, application, service, device,
sender address orreceiver address.

According to the logic of net-neutrality,
any discriminating, blocking or
throttling of content or applications
requires a regulatory response, in order
to prevent such behaviour going
forward. Thus, Clause 8(5) of the DRFB is
laudable.

The Nigeria Communication
Commission (NCC) in 2017 issued the
draft code for the Establishment of
Internet Industry Code of Practice in
support of Net Neutrality. The provision
of the DRFB on net-neutrality is
consistent with the draft Code and
would strengthen the digital space.

The draft Code similarly mandates that
all internet traffic be treated equally
without discriminating against content,

application or equipment. However, the
draft Code imposes limitations where
there could be "acceptable traffic
management practices” to preserve
the integrity and security of the network
or service, prevent or mitigate network
congestion, provided that equivalent
categories of traffic are treated equally.

The provision of Clause 8(5) of the Bill,
however, diverges with the provision of
the Internet Code of Practice which
permits zero-rating so long as it
furthers the objective of the NCC Act,

Policy objectives of universal access
contained in the National information
and communications technology
policy of 2012 and the Nigerian ICT
Roadmap.

Prohibition of discrimination against
marginalised people

The Bill recognises the need for
inclusion and full integration of all
persons, by providing substantive
equality for marginalised peoples or
groups.

The provision is in general consonance
with several laws, such as Section 42 of
the 1999 constitution which provides
that a citizen shall not be discriminated
upon because of their ethnic group,
place of origin, sex, religion or political
opinion.

Section 17 of the Constitution, though
not justiciable, also provides that the
State shall direct its policy towards
ensuring that all citizens can secure
adequate means of livelihood, as well
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as: suitable employment and:that there
should :‘be equal pay: for: equal ‘work
without discrimination on the grounds of
sex or any other ground, without
discrimination on any group
whatsoever.

Further to this, the Discrimination
against Persons with Disabilities
(Prohibition) Act also reiterates the need
for inclusion and full integration of
persons with disabilities in society. It
provides for the prohibition of
discrimination of a person on the ground
of disability by any person or institution
and prescribes penalties for its
occurrence.

Recommendations

The HIV and Aids Anti-Discrimination Act
also complements this provision by
reiterating constitutional fundamental
human rights for people living with, or
affected by HIV or AIDS, and eliminating
related discriminationsin all settings.

The inclusion of the provision for equality
of marginalised people is, therefore, a
step in the right direction towards
ensuring eradication of discrimination
which marginalised people may face
from the populace while strengthening
the inclusion, equal participation, and
general acceptance of allin the society.

A rewording of the Clause of the Bill or addition is necessary to

provide the instances where an individual may not have the
right to assemble for the sake of public and national interest
freely. It should be done in a way that prevents abuse by both

citizens and the Government alike.

The Clause on net-neutrality is silent on zero-rating, which is
currently recognised under the Internet Code of Practice. We
recommend that the Bill should make regulation about
cautiously adopting zero-rating

The Bill should guide how it intends to share regulatory

organisations and citizens.

oversight with other sector or subject-specific regulators. For
example, the provision on monopoly sits exclusively with the
FCCPC. It is essential to avoid duplication of regulatory function
and friction between regulators, which in turn create chaos for
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@ Freedom to learn

The ‘Bill 'hds made it mandatory to

- include’internet literacy skills, as well as

media and information programmes in
school curricula.

The attempt to codify internet literacy
into education curriculum is laudable
and could propel an increase in the
number of young skilled professionals.

Support should also be given to similar
learning modules outside of schools.
Every individual in Nigeria, adult or child,
is guaranteed the freedom to learn. It
includes learning how to protect
themselves against harmful content
while explaining the potential
consequences of revealing private
information onthe Internet.

Learning shall be affordable and
available, offered in various formats, to
students located in a specific place and
students working remotely.

The requirement of affordability is much
more realistic than the educational
objective in Chapter two of the CFRN

that provides for free education at all
stages.

The Bill takes into consideration the
realities of governance in Nigeria.This
right to learn must also be accorded to
persons with disabilities and the
Government, at all levels, and is tasked
with this responsibility.

The lack of copyright exceptions
benefiting people with sensory
impairments constitutes a breach of
their rights to freedom of expression,
private life and their right to participate
in culturallife.

Part of the module is expected to
address online harm, digital safety, and
information disorder. There is also
provision mandating the dissemination
of knowledge in the minority language. It
will prevent marginalisation,
discrimination and forceful learning of a
majority language by persons from the
minority. Equal access to knowledge by
people of all languages and levels of
literacy should also be promoted

Part of the module is expected to address online harm, digital
safety, and information disorder. There is also provision mandating
the dissemination of knowledge in the minority language
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©

student’s privacy, both offline and
online, is aninalienable right.

This provision is strengthened by
Section 37 of the CFRN that guarantees
the right to privacy for all citizens.
Similarly, in the online context, the NDPR
confers data protectionrights.

Students are confronted with increasing
privacy risk in the digital space, some of
which are, the use of stalkware for mass
surveillance, absence or lack of
comprehensive privacy notice, remote
learning and surveillance, the risk with
the use of cloud, excessive data
collection, lack of transparency with
retention period, the commodification
of students data, unfair penalisation of
students who do not have control over
their environment (less functional
hardware or low-speed Internet), lack of
sufficient or appropriate security and
the intersection with the use of social
media. Consequently, it has become
critical to extending protection to
students.

There is a need to address the right to
privacy of students. It is imperative
because of various privacy violation
prevalent in Nigerian schools which
may extend to their parents, as schools
collect parents’ information as it was
the case of an elementary school in
Lekki, Lagos state which disposed of its
old personal computers without wiping
out all information on the computers.

Protection of privacy of students and

Subsequently, parents began
complaining about a series of unusual
requests from the school which the
latter had not sent.

Also, students in primary and secondary
schools and a few in tertiary institutions
are mostly minors who require superior
protection in the processing of their
information. In June 2020, websites of
some schools were hacked in Nigeriq,
giving hackers access to information
which was shared on a platform created
forthe same purpose.

Mandatory requirement to display
a privacy notice

Similar to Clause 3 of DRFB, the Bill makes
it mandatory for educational institutions
to display a privacy notice containing
their privacy practices and their
processing activities to students. These
include details of personal information
to be processed and third parties it will
be shared with.

Further, the notice is also expected to
explain the privacy implications of their
processing to the students. It has
become cogent with the rise of Massive
Online Open Courses (MOOC), Learning
Management Software (LMS) and other
online mediums in the wake of the
outbreak of the coronavirus.

These provisions complement the
existing Article 2.5 of the NDPR that
similarly mandates the display of
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privacy: notices:. It is a step in:the right
direction:as: no: legislation in- Nigeria
mainly -caters for the privacy rights of
students, more so, online.

Service providers are mandated to
make clear to students the implications
of their choice to make their information
available for collection and use.

The service provider must
communicate any changes in terms of
service and privacy notice.

Intellectual property right in work
created

The Bill confers intellectual property
rights on online students for work they
create. Mainly, the copyright vested by
the Copyright Act to an individual or
body corporate under nationality or
domicile, or by reference to the country

Recommendations

of origin, is vested initially in the author
of the work.

However, schools and LMSes could have
variegated intellectual property terms
and conditions.

Clause 10(8) presupposes a term of
privacy as a contract between the
provider and the student, which
negates the spirit of what a standard
privacy notice is under the NDPR.

The NDPR provides that the
organisations shall display a simple
and conspicuous privacy notice, as
against a term of privacy which
requires a form of consent. A privacy
policy is merely an information
statement informing the public about
processing activities.

The provisions titled privacy of students and learners are not
limited to the right to privacy, it covers the right to learn, own
intellectual property, online system financial health knowhow,
fair, transparent financial accounting, and so on. It is
recommended that it is titled Digital Rights of Students or
something along the line of particular provisions or protection

for students

The Bill does not address situations where the students in

question are minors. Can they exercise those rights on their
own or require parental or guardian participation? If not, who
can? It puts into consideration the very many risks of online
presence, including privacy. Though, the DPIF specifies the

age of a child to be any person less than 13.
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ight to create public knowledge

Where a provider promises to issue a
certificate, badge or credential, the
authenticity and relevance must be
explained and established clearly. It
also provides for the promotion of
research capacity. It appropriates
human resource development in the
field of ICT skills with a view to, among
other things, promote digital literacy,

Recommendation

ICT for education, and the development
of specialist or expert capacity in ICT. It
also advocates for the integration of ICT
into learning and teaching and to
enhance teachers’ capacity in IT. The Bill
mandates access to learning materials
and collaboration at an affordable rate,
including broadband access.

The Bill's provisions on creating public knowledge appear to be
merely an unenforceable suggestion. It appears so similar to the
provisions of Chapter 2 of the Constitution, which is not
justiciable. We recommend it is drafted as a mandatory

obligation.

We recommend that the Bill should make it a mandatory
requirement to conduct a Human Right Impact Assessment
before launching a digital identity program by both public and
private institutions. The copy of the impact assessment should
be made available publicly or should be provided from those
who request for it. The assessment should extend to any
processing that involves biometric and genetic data of

individuals.

The practicability of Clause 11 as a whole in Nigeria may take
much time to be seen as only about 46% of the population is
connected to the Internet, and many schools are yet to adopt the
use of IT by their inability to afford it.
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@ E-governance and financial transparency §
N

The Bill provides for an open and
modernised self-governance system
which guarantees free flow and access
to information by both citizens and
Government which should encourage
interactions on both ends consistent
with the country's E-Government
Masterplan.

An increasing number of government
agencies are digitising services, and
while some have been effective, some
have been problematic, while some
haverefused to adopt digitisation.

The Government is encouraged to use
social media to its democratic
advantage asallovertheworld, more
governments are using social media to
connectwith their citizens. This provision

Recommendation

specific provisions.

is consistent with the Framework and
Guideline for the Use of Social Media in
Public Institutions.

The Government is also mandated to
pursue a national identity program built
on accuracy, effectiveness and
efficiency, which incorporates
technology that reduces digital identity
theftand fraud.

This provision is consistent with the
provision of the National Identity
Management Commission Act overseen
by the NIMC, the government agency
responsible for maintaining the country's
national identity program. Nigeria's
foundational identity program is in the
pipeline.

The provision is silent on the obligation to ensure the security of
e-governance platforms. Government agencies are known to
be weak in the area of digital security. More recently, some
government websites were defaced or suffered data breaches.

The structure of the Clauses should be consistent. An
example being Sub-clause 9, which is repeated twice for two
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General Recommendations

There is a need to separate copyright from other rights. It is necessary
because the principles governing copyright differ from those of other
information. Inserting copyrights under every right will only bring about
needless litigation and conflicts

The exclusion of name, title, business address or telephone number of an
employee of an organisation from personal information is restrictive. It
exposes the employees to undue risk to their privacy and data protection
rights. They have a right to determine what happens to such data collected
from them.

Some of the issues considered topical subjects within the scope of the law
might be outside the statutory power and competence of the National
Human Right Council (NHRC). For example, the issue of monopoly falls
within the exclusive remit of the FCCPC.

It is important to use terms consistently, to avoid confusion and contextual
chaos. Words, when misused could get lost in context. For example, Clause
3(2) of the Bill creates the statutory duty of confidentiality, while Clause
3(6) & (7) refers to confidentiality in the context of security of data. Clause
3 (9) creates the obligation to have “data privacy policy”, when in actual
fact it meant a privacy notice. Clauses 3 (6), 3 (7) and 10 (2) of the Bill are
in clear reference to data protection, considering the Bill does not intend to
duplicate the provision of existing laws, this will need to be revised. Use of
the “data subject” still have reference to data protection and it can be
replaced with “individuals”. Similarly, use of “personal data” could be
replaced with “personal information”.
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Besides, the provisions can be grouped under appropriate headings, which
will fit the context they should exist, rather than have different provisions in
unrelated pockets. For example, the Clause on right to online privacy also
covers recognition of digital asset. Similarly, the Clause on peaceful
assembly covered protection against monopolies.

It is a great idea to create complementary provisions to strengthen existing
legal frameworks. However, co-regulation could lead to over-regulation.

Existing regulators are likely to protect their sectoral base jealously. It may
also create additional compliance obligations for organisations. We
recommend allowing a robust inter-agency collaboration. For example,
there are Clauses that caters for domain-specific subjects like monopoly
and identity management which would be considered under the
regulatory purview of FCCPC and NIMC respectively, without defining the
regulator, it could create multiple regulatory compliance obligation on
organisations.

The Bill should specifically outlaw backdoor encryption in Nigeria. In
addition, decryption of data should be done after getting an order of the
Court. Currently, the Cybercrimes Act requires an order of the Court for
decryption, in contrast, the Lawful Interception of Communication

Regulation does not impose any safeguard or require the order of a Court.
Unfettered decryption power in the hands of law enforcement agents
threatens human rights.




~importance of digital rights as an
~ extension of human rights guaranteed
under different laws. The research has

demonstrated the limitations of some of
the extant legislation in protecting
people in a digital context. Digital rights
are human rights, and it has become
crucialtolegislate onthem.

The research has carefully shown the
convergence and divergence of the
Digital Rights and Freedom Bill with other
extant and proposed legislations. At the
same time, it is critical to the
preservation of our digital space and is
to keep the advocacy and conversation
going till the Digital Rights and Freedom
Billbecomes alaw.

35



Review. of Digital Right-and-Freedom.Bill

ANNEXURE |
List:of Laws, Guidelines, Frameworks, Bills and Regulations

Administration of Estate Law of Lagos State

1.

2. CBN Consumer Protection Regulation, 2016

3. CBN Cybersecurity Risk-Based Framework for Deposit Money Banks and Payment Service Providers, 2018

4. Central Bank of Nigeria Consumer Protection Regulation

5. CreditReporting Act, 2017

6. Criminal Code Act, Cap C39, Laws of the Federation of Nigeria, 2004

7. Data Protection Bill 2020

8. Digital Right & Freedom Bill 2019

9. Discrimination against Persons with Disabilities (Prohibition) Act 2018

10. Electronic Transaction Bill 2020

1. Evidence Act, 2011

12. Federal Competition and Consumer Protection Act, 2019

13. Freedom of Information Act, 2011

14. International Organisation for Standardisation

15. Lawful Interception of Communication Regulation, 2019

16. Mutual Assistance in Criminal Matters Act 2016

17. National Digital Economy Policy and Strategy (2020 - 2030)

18. National ldentity Management Commission Act, 2007

19. NCC Internet Code of Practice, 2019

20. Nigeria Broadcasting Commission Code

21. Nigeria Communications (Enforcement process etc.) Regulation 2019

22. Nigeria Communications Commission Act, 2003

23. Nigeria Data Protection Regulation Implementation Framework, 2020

24, Nigeria Data Protection Regulation, 2019

25. NITDA Framework for the Use of Social Media in Public Institutions, 2019

26. Registration of Telephone Subscribers Regulation, 2011

27. Telecommunications Facilities (Lawful Interception of Information) Bill, 2019 (HB 42)

28. Terrorism (Prevention) Act, 2011

29. The Constitution of the Federal Republic of Nigeria, 1999 (As Amended)

30. The Copyright Act, Cap C28,LFN 2004

31 The Draft Code for the Establishment of Internet Industry Code of Practice in Support of Net Neutrality (the
Draft Code)

32. The Draft Copyright Bill, 2015

33. The Marrakesh Treaty, 2016

34. The Nigerian National Broadband plan, 2020 - 2025
35. Wills Laws of Various States
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ANNEXURE|

COMPARISON :OF - DREB WITH OTHER REGULATORY FRAMEWORKS CHART

The table represents the intersection and divergence of various parts of the Digital Rights and Freedom Bill
with ‘other: legal frameworks. The legal framework considered include extant laws, proposed Bills,
regulations, and guidelines made by the Federal or States Government or their ministries, departments or
agencies.The objective is to show the DRFB does not conflict with any extant law.

a

Freedom of
expression Online

Digital Rights and
Freedom Bill

Yes
Clause 7(9) and 8(1)

Convergence
(similar Provision in

other laws)

Section 39 of CFRN

Divergence
(conflict with other
laws)

Protection from
Internet Falsehood
and Manipulation
Bill

Cybercrime Act

persons with
disability

7(6), (7), &9 (9)

Prohibition of Yes Internet of Code of Protection from
Censorship Clause 6(5), (17) - | Practice Internet Falsehood
(19); 7(4) and Manipulation
Bill
Protection of Yes Discrimination

Against Persons
Living with Disability
(Prohibition) Act
Plateau State
Handicapped Law
Lagos State Special
People's Law
Section 42 of the
CFRN

Blocking and
filtering of content

Yes
Clause 6(12)(e) -

(9); 7(9)

Internet of Code of
Practice

Protection from
Internet Falsehood
and Manipulation
Bill
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Digital Rights and Convergence Divergence
Freedom Bill (similar Provisionin (conflict with other
other laws) laws)
Online privacy for Yes NDPR;
individuals Clause 3(6)(7) NDPR
Implementation
Framework - Article
3.2(6); CBN
Consumer
Protection
Regulations - Article
5.4; Credit Reporting
Act - Section 9(1);
National Health Act -
Section 28; Section 9
- Guidelines for the
Provision of Internet
Service; Section
19(3) - Cybercrimes
Act; Part IV -
Electronic
Transaction Bill;
Section 1- Draft Data
Protection Bill; Part VI
- General Consumer
Code
Obligation to ensure | Yes NDPR - Article
the security of Clause 3(5), 21(1)(d), 2.6;
information NDPR

Implementation
Framework - Article
3.2(6); CBN
Consumer
Protection
Regulations - Article
5.4.1; Electronic
Transaction Bill =
Section 23; Draft
Data Protection Bill -
Clause 3(1)(g);
General Cons umer
Code - Section

43(1)(g)
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Obligation to publish
privacy notice

Review. of Digital Right-and-Freedom.Bill

Digital Rights and
Freedom Bill

Yes
Clause 3(9)

Convergence
(similar Provision in
other laws)

NDPR - Article 2. 5;
NDPR
Implementation
Framework - Article

3.2(iii), (iv)

Divergence
(conflict with other
laws)

Prohibition of hate
speech

Yes, with judicial
oversight
Clause 6(13) - (15)

Hate Speech
(Prohibition) Bill -
Section 2; Na tional
Commission for the
Prohibition of Hate
Speech (Est. etc.) Bill
- Section 4
Cybercrimes Act -
Section 24

Digital copyright

Yes
Clause 3(3),10(6)

Copyright Act

Role of Court in Yes

determining hate Clause 6(16)

speech

Prohibition of Yes Section 39 of the Hate Speech

suppression of Clause 7(10) CFRN (Prohibition) Bill -

media and freedom Clause 2; National

of expression Commission for the
Prohibition of Hate
Speech (Est. etc.) Bill
- Clause 4; NBC
Code

The statutory Yes CBN Consumer

obligation to ensure
confidentiality

Clause 3(2), (6) and

(7)

Protection
Regulations - Article
5.4.1; Credit
Reporting Act =
Section 9(1);
National Health Act -
Section 26(1)

03
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Review. of Digital Right-and-Freedom.Bill

Digital Rights and
Freedom Bill

Convergence
(similar Provision in
other laws)

Divergence
(conflict with other
laws)

freedom of
expression

Clause 5 and 6

Net neutrality Yes Internet Code of
Clause 8(5) Practice
Draft Code for the
Establishment of
Internet Industry
Code of Practice
2017
Permits surveillance | Yes Nigeria Section 12 -
with democratic Clause 3(8) Communications Cybercrimes Act
safeguards (Enforcement Lawful Intercept ion
Process etc.) of Communication
Regulation 2019 - | Regulation
Section 8 (2) (a) Nigeria
Communications
Cybercrimes Act - | (Enforcement
Section 38 (4) process etc.)
Section 4,7,8,10 - [ Regulation - Section
Lawful Interception | 8 (2)(b)
of Communications | Terrorism Prevention
Regulations; Section | Act - Section 25
13 = Terrorism | Telecommunication
(Prevention) s Facilities (Lawful
(Amendment) Act; | Interception of
Section 39 - | Information) Bill,
Cybercrimes Act; 2019 (HB 42)
NDPR
Implementation
Framework - Article
10.1.1
Preservation of Yes Section 39 - CFRN Cybercrimes Act -

Section 24(b); Hate
Speech (Prohibition)
Bill - Clause 2;
National
Commission for the
Prohibition of Hate
Speech (Est. etc.) Bill
- Section 4

03
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Protection of privacy

Digital Rights and
Freedom Bill

Yes
Clause 3(1), 3(5),
and 10(1)

Convergence
(similar Provision in
other laws)

Section 37 - CFRN;
Article 29 - NDPR;
Section 2(e) - Lawful
Interception of
Communications
Regulations; Article
5.4.1 = CBN
Consumer
Protection
Regulations; Section
1(b),9(1) - Credit
Reporting Act;
Section8 - Child
Rights Act; Lagos
State Tort Law

Divergence
(conflict with other
laws)

Section 4,7 ,8,10 -
Lawful Interception
of Communications
Regulations; Section
8 - Nigeria
Communications
(Enforcement
Process, Etc.)
Regulations; Section
13 = Terrorism
(Prevention)
(Amendment) Act
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