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Executive Summary 
Research has  revea led ove r  t imes ,  the s t rong l i nk  bet ween respec t  fo r  human r i ghts  

and s t rong democrat ic  ins t i tu t ions .  Equal l y,  the need  for  c i t i zens  to  work  wi thout  

look ing over  the i r  shou lders  is  c lose ly  t ied  to  ensur ing pos i t i ve  soc io -po l i t i c a l  and  

soc io-economic  resu l t s .  Status  o f  Surve i l lance in  Niger ia :  Refocus ing the Search 

Beams  i s  Parad igm In i t ia t i ve ’s  9 t h  Po l i cy  br i e f .  I t  seeks to  t race the l i ke ly  a rguments  

and poss ib le  jus t i f i ca t ion fo r  e lec t ron ic  and In te rnet  surve i l lance in  Niger i a  and what  

the  resu l t s  have been  so  far.  The br ie f  a lso engages  how these resu l t s  have  

impac ted human r i ghts  p lac ing heavy re f erences  to  the  annual  budgeta ry  a l l ocat ions  

by the Niger ian Federa l  Government  for  su rve i l l ance equ ipment .   
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How the Beams Formed 
W hen the Jama ’ah a lAh lu  a l -Sunnah L i  a l -Da ’w ah wa a l -J ihad  g roup a lso known as  

“Boko Haram 1”  s tar ted i n  2002 in  t he Nor the rn  pa r t  o f  N iger i a ,  l i t t le  d i d  Nige r ians  

know that  they wi l l  s t i l l  cont inue to  cons t i tu te  ser ious  threats  to  nat iona l  secur i t y  

even some f i f teen yea rs  a f ter.  By th is  per iod,  the dea th  to l l  had r i sen to  more than  

100,000 wi t h  more than two m i l l ion  persons  d isp laced and maybe more 2.  Th is  

jus t i f iab l y  ra ised t he secu r i t y  a le r t  in  N ige r ia  and cou ld  be adduced as  a  s t r ong  

argument  for  N ige r ia ’s  heavy i nves tments  in  surve i l lance too ls .  

However,  look ing a t  the f i rs t  notor ious  a t tempt  o f  N iger ian governments  in  p rocu r i ng  

these too ls ,  none o f  these  arguments  or  reasons  featured.  In  2013,  the re  was  a  

repor t 3 by  t he inves t igat ive  tab lo id ,  Prem ium Times  on Nige r ia ’s  Federa l  

Government ’s  unheal thy bus iness  re l a t ionsh ip  wi th  E lb i t  Sys tems to  inves t  some 

US$40m.  Th is  fo l lowed s im i lar  research car r ied ou t  by Un ivers i t y  o f  Toronto ’s  

Ci t i zen Lab the same year  on the government ’s  invo lvement  wi t h  g loba l  spyware 

g iants ,  Gamma In ternat i ona l  and B lue Coat  Sys tems 4.  Noth ing so fa r,  t r ac ing t he  

h is tory  o f  the p rocu remen ts ,  shows  that  the N ige r ian gove rnment  i s  engaging  in  

cybe r -pro tec t ion or  ensu r ing nat i ona l  secu r i t y.  Ev idence showed that  these  

purchases  were made fo r  po l i t i ca l  reasons ,  espec ia l l y  by the then author i t i es  in  

power  to  moni to r  the i r  adversa r ies  and po l i t i ca l  opponents 5.  

Unders tand ing th is  backg round he lps  to  shed l i gh t  on how t rampl ing on pr i vacy 

r ights  o f  c i t i zens  usua l l y  has  noth ing to  do wi th  nat i ona l  i n teres ts  but  ra the r,  t he 

pro tec t ion o f  the few r ich  and power fu l .  As  a  count ry  grapp l ing wi t h  the myopia  o f  

leadersh ip  and a  cons tant l y  s tumbl ing economy,  i t  cou ld  be reasoned that  the huge  

sums be ing expended towards  persona l  vendet ta  through these surve i l lance  

procu rement  exe rc ises  are  bet ter  u t i l i zed for  mor e l i fe - improv ing pro jec ts  by t he  

Nige r i an governments .  S ince th is  f i rs t  a t tempt  ga ined wide repo r tage in  Niger ia ,  t he  

e f for ts  o f  the Niger ian government  has  s ince doub led  in  ensu r i ng yea r l y  a l locat i on  

for  f r i vo lous  budgeta ry  i t ems to  severa l  agenc ies  o f  go vernment  for  p rocu rement  o f  

these equ ipment .  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
1
https://www.unisza.edu.my/icic/images/Fullpaper/20_-_Salisu_Salisu_Shuaibu.pdf (accessed 07/08/2017) 

2http://www.premiumtimesng.com/news/headlines/223399-shocking-revelation-100000-killed-two-million-displaced-boko-haram-insurgency-

borno-governor-says.html (accessed 07/08/2017) 
3http://www.premiumtimesng.com/news/154931-u-s-spy-program-reforms-spotlight-nigerias-expanding-surveillance-program.html  
4https://citizenlab.ca/storage/finfisher/final/fortheireyesonly.pdf  
5http://www.premiumtimesng.com/news/131776-acn-urges-nigerians-to-resist-jonathans-evil-40million internet-spy-contract.html 
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Purchase Of Security Equipment

Procurement Of Security Equipment

Digital Forensic Lab

NICEP II Security Elements-Phase II

Enhanced And Specialized
Security Equipment, Gadgets And Services

7,054,000,000

837,307,610

800,000,000

1,242,896,000

18,000,000,000

[23010128]

NSA01004872

NSA01004895

NSA01004895

NSA01004895

Purchase Of Security Equipment

Polaris Mass Location and Wireless 
Tracking System

Purchase Of Static And Mobile Jammers

Acquisition Of Data Retention System

Procurement Of GSM Passive Off-The-Air 
Interception System

2,890,964,774

425,600,000

412,000,000

415,000,000

359,000,500

[23010128]

DSS21006699

DSS21007023

DSS21007029

DSS21007025

Purchase Of Security Equipment

CCTV And Surveillance Equipment

18,000,000

18,000,000

[23010128]

PAF13005594
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Project Name/Item Number/Code Allocated Cost ( N )

TOTAL : N
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Purchase Of Security Equipment

Digital Forensic Lab

NICEP II Security Elements-Phase II

11,300,000,120

1,187,713,873

1,808,400,600

[23010128]

NSA01004895

NSA01004910

Purchase Of Security Equipment

Acquisition Of Data Retention System

4,477,442,918

330,867,783

[23010128]

DSS21007029

Purchase Of Security Equipment
651,093,495[23010128]
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Project Name/Item Number/Code Allocated Cost ( N )

TOTAL : N
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Purchase Of Security Equipment

Develop All Eye Project

Construct Stravinsky Project

5,470,995,994

8,721,364,000

1,004,200,000

[23010128]

NSA201601016602

Procurement Of Surveillance Equipment For
The Service's Commands Across The Nation
NSA201601016602

NSA201602016609

Create Intel Profiling Equipment
DSSS201603016694

Satellite Data/Signal Intersect
NIA201604016552

Purchase Of Security Equipment
4,526,872,600

1,000,000,000

1,004,200,000

[23010128]

Purchase Of Security Equipment
2,270,780,630

Purchase Of Security Equipment
1,300,000,000t

71,300,000

[23010128]
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Project Name/Item Number/Code Allocated Cost ( N )

TOTAL : N
 45,922,918,523
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Purchase Of Security Equipment

Security Equipment Systems
(Stravisky Project)

Stranvisky Project - 2

14,470,995,994

5,470,995,994

7,000,000,000

23010128

NSA201601016602

Purchase Of Universal Forensic 
Extraction Devices (Ufed)
DOSSS92629644

ONSAZ30855318

Construct Operation Defence Equipment
7,121,364,000ONSAZ93789132

Purchase Of Back Pack Cellular Jammer
DOSSS36277639

Purchase Of Security Equipment
6,642,762,535

21,000,000

33,000,000

23010128

Upgrade And Expansion Of DSS CCTV
Surveillance Project (Phase I)
DOSSS62866175

Purchase Of Finfisher Equipment
DOSSS86693049

Purchase Of Digital Audio Jammer
22,000,000

850,400,000

70,400,000

DOSSS55552166

Purchase Of Security Equipment
4,200,000,00023010128

Purchase Of Security Equipment
20,000,00023010128
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32,472,768,884

29,836,509,218

19,755,518,789

 45,922,918,523

TOTAL ALLOCATED COST
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The agencies of government whose allocations were analyzed are not the only security outfits with 

budgetary allocations for procurement of these equipment. It is also important to note that these 

items do not show the total allocations for security equipment, the ones highlighted in this brief 

werAe those fact-checked to be of special interest and needed to be flagged. For example, looking 

closely at these items for where the purpose for projects are not concealed like “Purchase of 

Finfisher” which is related to the notorious spyware giants Gamma International, the astronomic 

figures  allocated to these equipment show the utmost dedication the Nigerian government has 

given to national security, especially surveillance. With project names like “Stranvisky” “Develop All 

Eye” shrouded to conceal intents and purpose, citizens can  fittingly  assume that they are intended 

for a different purpose other than national security.

These obvious attempts by governments to monitor citizens’ activities can be justified by worthier 

reasons other than the well-worn argument of national security. Mounting surveillance as a state 

actor obligated to do so is not mutually exclusive of equally ensuring transparency. It is convenient, 

at this point to safely assume the Nigerian government is committing espionage against its own 

citizens by amassing these equipment. Even though the Nigeria Constitution protects privacy of 

citizens’ communication, it has not been able to factor in contemporary means of communication 

made possible by technology and the Internet. Taking advantage of hi-tech equipment in enhancing 

national security will never be a balanced act until it is matched with the citizens’ right to privacy of 

communication and life.

http://www.budgetoffice.gov.ng/ 



 

 

Where Should the Beams Be? 
In  prov id i ng soc ia l  sus ta inab i l i t y,  secur i t y  ranks  as  one o f  the mos t  impor tant  needs .  

W hen prov is ion o f  sus ta inab i l i t y  i s  the key mot iva t i ng fac tor  in  prov id i ng secu r i t y,  

i t  wi l l  no t  be d i f f i cu l t  in  es tab l i sh ing longer - las t ing po l i cy  foundat ion.  Th is  pr imar i l y  

invo lves  ensu r in g that  p rov id ing secu r i t y  i s  more o f  an i nc lus ive soc ia l  res pons ib i l i t y  

wh ich invo lves  the gove rnment  and the c i t i zens .  Usual l y,  i t  i s  seen as  the so le  

respons ib i l i t y  o f  the government ,  reason why many c i t i zens  are  parano id  o f  

governments ’  ac t ions .  Secur i t y  mus t  inc lude eve ryone.  I t  i s  eas ier  to  unders tand  

why a  whoop ing N127bi l l i on  i s  a l l ocated to  p rocur i ng surve i l lance/secu r i t y  

equ ipment  by the count ry  i n  less  than f i ve  yea rs .  

Human r ights  and nat iona l  se cur i t y  are  not  mutua l l y  exc lus i ve when assessed  

c r i t i ca l l y,  one wi t hout  the  o the r,  espec ia l l y  nat iona l  secur i t y  wi t hout  respec t  fo r  

human r i ghts  hur ts  everyone i nc lud ing  the gove rnment .  Th is  i s  more underscored  

by the fac t  that  when spy ing on c i t i zens  and to  nab c r im ina l  e lements  in  the soc ie ty,  

the gove rnment  needs  to  be lucky eve ry s ing le  t ime which is  humanly  imposs ib le .  

However,  the c r im ina l  suspec t  in  ques t ion needs  to  be lucky  jus t  once.  Author i t i es  

need to  accommodate the not ion that  t ransparency can co -ex is t  wi th  nat iona l  

secur i t y  and lawfu l  surve i l lance,  wi th i n  the ambi t  o f  laws  that  are  t ru ly  

rep resenta t i ve  o f  c i t i zens ’  r igh ts  are  poss ib le .  

W ith  i ssues  as  c r i t i ca l  as  human r ights  a t  r i sk ,  the government  e i t he r  the l eg is la t ure  

or  exec ut ive  needs  to  set  up a  commi t tee to  look  i n to  the use and adopt ion  o f  

surve i l l ance equ ipment  in  Nige r i a .  The compos i t ion  o f  the commi t tee shou ld  be such 

that  i t  has  representa t ives  f rom a l l  s takeholders  in  the soc ie ty  to  cont r i bute  to  a  

nat iona l l y  adoptab le  gu ide l ine in  the use and moni to r i ng o f  surve i l l ance equ i pment  

in  Niger ia  to  encourage t ransparent  p rac t ices .  

Sec t ion 10 o f  the Dig i ta l  R ights  and F reedom b i l l  (HB.490)  apt ly  p rov ides  for  ho w 

surve i l l ance can be ach ieved a longs ide t ransparency.  The leg is la t i ve  document  i s  

a  dra f t  b i l l  cur rent ly  in  Nige r ia ’s  lower  federa l  leg is l a tu re  which seeks  to  pro tec t  the  

r ights  o f  N ige r ian on l ine.  I t  i s  the f i rs t  o f  i t s  k ind i n  A f r i ca .  Th is  par t i cu la r  sec t ion  

goes  fu r the r  to  h igh l ight  the poss ib i l i t i es  o f  when government  needs  to  car ry  out  i t s  

func t ions  when c i rcumstances  do  not  perm i t  fo r  immedia te  t ransparency  o f  

surve i l l ance ac t i v i t ies .  Th i s  inc ludes  when i t  has  to  do wi th  nat iona l  in te res ts  and a  

human l i fe  i s  a t  s take  and s o on.  The prov is ions  i n  th is  sec t ion recogni zed the tough 

tasks  the gove rnment  has  to  per fo rm  when i t  comes  to  pro tec t ing  the  l i ves  and  

proper t ies  wh i le  a lso  mak ing i t  p rac t ica l l y  ach ievab le  to  car ry  out  surve i l lance w i th  

t ransparency.  
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Section 10 of the 

Digital Rights and 

Freedom bill 

(HB.490) aptly 

provides for how 

surveillance can 

be achieved 

alongside 

transparency. The 

legislative 

document is a 

draft bill 

currently in 

Nigeria’s lower 

federal 

legislature which 

seeks to protect 

the rights of 

Nigerian online. 

It is the first of its 

kind in Africa. 



 

Refocusing the Beams 
Noth ing i n  the ac t ions  o f  the Nige r ian gove rnments  ove r  the years  has  shown t hat  

they a re  commi t ted to  pro tec t ing the r i ghts  o f  c i t i zens  on l ine.  W hen th is  i s  

not iceab le  in  the back -break ing bu reaucrac ies  geared a t  f rus t ra t i ng human r i gh ts ,  

i t  i s  not iced i n  the  annual  a l locat ion o f  tax -paye rs  funds  to  procu rement  o f  

surve i l l ance equ ipment .  The governmen t  o f  N ige r i a  can turn  th is  t ide  by ensur ing  

that  po l i c ies  that  encourage respec t  fo r  human r i ghts  are  encouraged.  A l locat ions  

shou ld  hencefor t h  be made  deta i l ed  as  much as  poss ib le  so as  not  to  leave pub l ic  

governance to  assumpt ions .  Las t ly,  the Federa l  Go vernment  mus t  ensu re that  the 

Dig i ta l  R ights  and Freedom b i l l  (HB.  490 )  becomes  law in  no t ime in  o rde r  to  l end  

leg is la t i ve  back ing to  e f fo r ts  to  be  made in  ens ur i ng that  human r ights  on l i ne  in  

Nige r i a  are  respec ted and that  surve i l lance is  ca r r i ed  out  a lo ng wi th  t ransparency.  
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Prepared by:   

Tomiwa Ilori 

 

 

 For further information, please contact:                                                                                                                             

Adeboye Adegoke, Program Manager (Magoyi) via:        
hello@paradigmhq.org 

        boye.adegoke@pinigeria.org 
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