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January 11,2013 - by Kamau Mbote

Cybercrimes targeting banks
declined in 2012, but on rise in
Africa
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Cyber frauds targeting banks decreased in
2012, with the year scoring 2.11 successful
attacks per 1000 attacks targeting
commercial banking customers compared to
3.42 per 1000 attacks in the previous year,
according to the Financial Services
Information Sharing and Analysis Center (FS-
ISAC).
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...Businesses lose $200m yearly to hackers Bharti Airtel raises stake in Nigeria unit by 13.36 percent

Stock market rallies on blue-chip gains
The increasing spate of cyber attacks globally might be

causing some Nigerian firms a loss of over $200 million yearly,
according to Ernst & Young’s investigations. Specifically, the
firms include those from the information and communications
technology, banking, manufacturing, oil and gas, among
others. This was disclosed recently by Ernst & Young'’s senior
managers, advisory services from Israel, Tal Mozes and Amir
Rasilevski, at a day workshop in Lagos on hacking and anti-

hacking system. m
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March 13,2013 - by Elly Okutoyi

Nigeria not in a position to
fight cybercrime, says NCC
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The Nigerian Communications Commission
(NCC) has admitted the country is notina
position to fight cybercrime, as the
necessary laws on prosecuting them are yet
to be passed by the Federal Government.

Sylvanus Ehikioya, the Director, New Media and
Information Security at the NCC, said all efforts
by the NCC to fight cybercrime are in vain, as
there is no specific law that stipulates the
prosecution of those involved in cybercrime.
Ehikioya said that unless the passage of the Harmonised 2011 Cyber Security Bill to check on
cybercrime is hastened, then NCC remains powerless.
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Advocacy campaign — Maga No Need Pay

Advocacy visits and engagement

Documentary: Economic Cost of Cybercrime

Survey: Economic Cost of Cybercrime

Invitation: Don't write it off, get rid of it...
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In partnership with Microsoft (TwC)

Experts: Finance, policy, etc

Audio-Visual representation

For lawmaker/policymaker engagement

Excerpts online. Documentary (March 2013)
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January g —March g, 2013

2,980 respondents across Nigeria + Online

2.36% Error Margin. 99% Confidence Level

Follow the curve and/or the money

Focus on Consumer Cybercrime Economics




Q1: Have you ever been a victim of
cybercrime?
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Q2: Were you a victim of cybercrime
in2012?

mYes

m No
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|Q3: How much money did you Iose?|

W [ess 100k
w btw 100k & 999k

More than Im




Q4: How much time did you lose?

W Less 10hrs
W btw 11hrs - 50hrs
More than 50hrs




|Q5: Did you lose anything else? |

B Personal Data & Effects
m Real Estate

m Phone & Recharge Card
B Goods

W Business

m Visa

% Equipment

u Sch Opportunities

Financial Access
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2 ECONOMIC COST OF CONSUMER CYBERCRIME IN NIGERIA: CALCULATION SPREADSHEET (2012)
I R=spondents  VictimEver?  No Victim 20127 No Cost Time Time Cost Others Others' Cost Total Cost
Abeokuta 540 324 216 198 342 48,600,000.00 6,680 751,500.00 59 Recharge Cards 1,866.37 £9,353,366.37
Uyo 610 380 150 200 350 19,900,000.00 1,300 146,250.00 26 Jobs 468,000.00 20,514,250.00
Minna Bog 7 433 1A ] 7,700,000.00 1,586 178,425.00 1 House 5,000,000.00 12,878,425.00
Abuja 1,042 291 751 289 753 141,800,075.00 11,274 1,268,325.00 33 Houses, 22 Recharge Cards ~ 165,000,695.93 308,069,095.93
Online 184 51 133 38 146 | 8,927,735.20 | 6,531 734,681.25  Nil . 9,662,416.35
2,980 1217 1683 789 1600 226,927,810.10 27,371 3,079,181.25 170,470,562.30 400,477,553.65
Minimum Wage 18,000 LOSSES
Days per month 20 Personal Data and Effects
Wage per day 900 Real Estate (Rent, Land, House)
Hours per day 8 Phone and Recharge Card
Wage per hour 112.5 Business
Conservative real estate estimate average 5,000,000 Visa
ARPU (NCC, BMIUSA) 949 Equipment
Daily ARPU 31.63333333 School Opportunities
USD to NGN exchange rate 158.45 Finacial Access
Nigerian polulation (NPC) 170,000,000
Nigerian Budget (2012) 4,697,210,000,000.00
Cost Per Sample Size 134,388.44 Nigerian Budget (2013) 4,987,220,425,601.00
Internet Users 48,366,179 Nigerian GDP (20a12) in USD 272,600,000,000.C0
Percentage affected 33.03 Nigerian GDP (2012) in NGN 43,193, 470,000,000.00
Economic Cost of Cybercrime (Nigeria) 2,146,666,345,014.75
CostinUSD 13,547,910,034.80 Economic Cost of Cybercrime % Budget 2012 45.70
Economic Cost Per Citizen (NGN) 12,627.45 Economic Cost of Cybercrime % Budget 2013 43.04
Ecenomic Cost Per Citizen (USD) 79.69 Economic Cost of Cybercrime % GDP 4.97
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Economic Cost of Cybercrime (Nigeria) 2,146,0660,345,014.75
Costin USD 13,547,910,034.80
Economic Cost Per Citizen (NGN) 12,627.45
Economic Cost Per Citizen (USD) 79.69
Economic Cost of Cybercrime % Budget 2012 L5.70
Economic Cost of Cybercrime % Budget 2013 £3.04
Economic Cost of Cybercrime % GDP 5.97
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Engage ongoing process

Provide subject-matter expertise

Firm but fair legislation

Redirected (wo)manpower!
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