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Executive Summary

This report examines the state of digital 
rights and digital inclusion in Sudan as of 
2025. The report’s methodology relies on 
desk research focusing on specific the-
matic areas for incidents in Sudan, in line 
with Paradigm Initiative’s TheScore Index, 
aiming to assess the state of digital rights 
in focus countries, as well as insights from 
the author’s practical experience of work-
ing on digital rights in Sudan. The report 
explores diverse digital rights thematic 
areas, including internet access, freedom 
of expression, data protection and priva-

cy, censorship and content moderation, 
access to information, AI and emerging 
technologies, and digital inclusion.

The year 2025 witnessed numerous in-
stances of connectivity control by various 
actors. Also, freedom of expression faced 
significant legal barriers. The cybercrimes 
law was amended in October 2025, im-
posing stricter penalties, including man-
datory fines and imprisonment, and has 
been used against journalists and activ-
ists criticising state leaders. Moreover, 
privacy violations were frequently report-
ed in 2025, including the Rapid Support 
Forces (RSF) inspecting citizens’ phone 
content in conflict zones. Despite these 
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challenges, the Government announced 
the establishment of new institutions in 
November 2025, including the Sudanese 
Cybersecurity Authority and the Sudanese 
Data and Artificial Intelligence Authority. 
Furthermore, the Universal Service Fund 
(USF) activities have recently resumed, 
supporting internet connectivity via Star-

link Wi-Fi stations in underserved areas.

The report provides recommendations to 
the Government, including the Sudanese 
Armed Forces (SAF), Rapid Support Forc-
es (RSF), civil society, private sector, and 
the media.
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Sudan lies in northeastern Africa, 
bounded on the north by Egypt, on the 
east by the Red Sea, Eritrea, and Ethi-
opia, on the south by South Sudan, on 
the west by the Central African Republic 
and Chad, and on the northwest by Lib-
ya.1 Following the ousting of the authori-
tarian regime of Al-Bashir, who ruled Su-
dan for 30 years, in 2019, the Sudanese 
people gained hope to build a demo-
cratic country after the last revolution.2 
However, the military took over as Su-
dan is now ruled by a military regime 
that has been in charge since October 
25 2021. Lieutenant General Burhan led 
a military coup against his partners in 
the transitional government, just after 
the Sudan uprising. In 2025, the Suda-
nese people, especially in Kordufan and 
Darfur regions, were living in a crisis sit-

Introduction

uation where a fierce war between the 
SAF and RSF was ongoing.3

As of 2025, Sudan’s total population was 
52.2  million.4 However, 14.6 million citi-
zens use the Internet, with internet pen-
etration at a rate of 28.7%.5 There were 
21.6 million cellular mobile connections in 
Sudan at the start of 2025.6 There are four 
main internet service providers (ISPs) in 
Sudan, three of which are foreign-owned 
(Zain, MTN, and Canar), and the fourth 
is Sudatel, whose board of directors in-
cludes a member of the Transitional Sov-
ereign Council, which represents the Head 
of State, and the Minister of Finance.7
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Network operations in Sudan are regu-
lated under the Telecommunication and 
Post Regulation Authority Act (TPRA) of 
20188. The locally licensed internet in Su-
dan is available only in SAF-controlled 
areas, while people in other areas con-
nect using satellite internet. The average 
internet speed in the third quarter was 
22.2 Mbps, including Starlink’s speed 
(36.7 Mbps)9. Moreover, the average price 
of 1 GB for mobile is SDG1,500 (US$0.4), 
including VAT, while the Starlink services 
are provided by the hour, where an hour of 
connection costs SDG7,000 SDG (US$2). 
It is worth noting that RSF collects Star-

Internet access and 
link operating fees in its controlled areas. 
Moreover, the Minister of Finance issued 
an order to collect the telecommunica-
tion tax in advance.10

The TPRA law has many vague articles 
that were previously used to disrupt the 
internet11. However, 2025 witnessed nu-
merous cases of connectivity control, 
varying in duration, mechanism, impact, 
and actor. On January 21 2025, it was re-
ported that the RSF confiscated Starlink 
devices from al-Hasahisa, al-Kamlin, and 
East al-Jazira without any justification.12 
On  June 23 2025, it was reported that 
RSF dismantled Starlink devices in Kotom 
town in northern Darfur and installed its 
own.13  Moreover, on  November 6 2025, 
the local authorities in Diling shut down 
the Starlink services for two days due to 

disruptions
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bombing activities.14 In addition, the au-
thorities ordered a daily internet shut-
down between July 7-10 2025 for three 
hours each, justifying the order by say-
ing the shutdown was to avoid cheating 
in the national exam.15 In addition, after 
controlling Al-Fashir city in late October 
2025, the RSF isolated the city, prohibit-
ing any means of communication.16

On another note, the TPRA ordered the 
ISPs to restrict WhatsApp calls in June 
2025, justifying this order under “national 
security”.17

Online Freedom of 

Expression and Access 

to Information

The authorities amended the  Law Com-
bating Cybercrimes of 2018 (Cybercrimes 
law) in October 2025, with stricter pen-
alties and the mandatory imposition of 
both fines and imprisonment.18 The first 
case of using law against freedom of ex-
pression was against the journalist Azmy 
Abderazik, who criticised the Prime Min-
ister.19 Moreover, even before the amend-
ments, the law had been used against ac-
tivists who criticised the “state leaders”. 
In February 2025, the Anti-Terrorism and 
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Crimes Against the State Court issued a 
ruling against a medical director who was 
sentenced to four years in prison, and his 
phones were confiscated on charges of 
insulting and cursing leaders of the armed 
forces.20 He was charged under Article 24 
of the Cybercrimes law, which criminalis-
es defamation.

In addition, after the RSF takeover of Al 
Fasher, the Sudanese journalists’ syndi-
cate reported on November 6 2025 that 
they lost communication with seven jour-
nalists there, and another four journalists 
were in RSF custody before entering Al 
Fasher.21

In 2025, no cases of website blockage 
were recorded. However, arrests relat-
ed to online freedom of expression were 
noted during the year. On June 28, the ‘se-

curity cell’, a joint force of several securi-
ty agencies, arrested the journalist Onor 
Hamad, following his post criticising the 
General Intelligence Service (GIS) be-
cause of confiscating his passport.22 Also, 
on October 26, the journalist Rashan Oshi 
posted on Facebook saying that she was 
released after an arrest by a “security en-
tity that I will not mention”.23  Moreover, 
the RSF arrested Al Jazeera’s correspon-
dent Moamer Ibrahim following their take-
over of Al Fasher city.24

Moreover, regarding access to informa-
tion, Sudan has the Right to Access Infor-
mation Act, 2015,25 which is concerningly 
restrictive of access to information in-
stead of facilitating access as it listed 12 
types of classified information that are re-
stricted to access, including information 
related to ‘national security’ and 
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foreign policy. The law is not yet fully op-
erational since its passage as it stated 
establishing information access commis-
sion but it wasn’t established until the 
moment of writing this report, making the 
right to access information inaccessible. 
In addition, although it was enacted, the 
law classified some information that is 
banned from access by citizens, using the 
broad term “national security”, which can 
be abused to stifle access to information. 
Even though the law affirmed the rights 
of persons with disabilities (PWDs), it did 
not specify the accessible communica-
tion means required to ensure the inclu-
sion of PWDs.26

Other laws used by authorities include 
the Telecommunication and Post Reg-
ulation Authority Law of 2018, the 2007 
Amendment of the Law of the Sudanese 
Armed Forces, and the Emergency and 
Public Safety Law of 1997.

The 2020 bylaw on Content Filtering and 
Website Blockage on the internet created 
a list containing 13 categories that must 
be filtered and blocked in Sudan.27 These 
categories include child pornography, 
weapons, gambling, and betting. Some 
vague categories, including “calling for 
atheism” in Article 16-E of the bylaw, open 
a wide door for abuse against religious 
freedom. Also, the same list stipulates in 
Article 16-I that Virtual Private Networks 
(VPN) must be blocked, indicating an in-
tention of blocking the circumvention 
tools.28

Data Protection 

and Privacy

Sudan currently lacks a comprehensive 
data protection law.29 Despite this ab-
sence, Article 20-1 of the 2013 Regulation 



10 LONDA 2025 DIGITAL RIGHTS AND INCLUSION IN AFRICA REPORT 

30.	 Central Bank of Sudan, “Regulation for Organizing Payment Systems”, https://web.archive.org/
web/20230501153605/https://cbos.gov.sd/sites/default/files/ps_business_organization.pdf, (accessed on 29 
November 2025 )

31.	 Sudan Independent, “روفراد بونجب الاين يف نييندملا فتاوهل شيتفت ةلمح [A campaign to search the phones of 
civilians in Nyala, South Darfur]”, , (accessed on 29 November 2025)

32.	 Facebook, Mohsin Alneemah, https://www.facebook.com/story.php?story_fbid=10233655448826580&
id=1190028496&rdid=QIQTUcf6IwFLEDeA#, (accessed on 29 November 2025)

33.	 Business & Human Rights Resource Centre, “Sudan: X has suspended the accounts of Hemedti and RSF”, 
https://www.business-humanrights.org/en/latest-news/sudan-x-suspends-accounts-of-hemedti-and-rsf/, (ac-
cessed on 29 November 2025)

34.	 Aljazeera, “ عيرسلا معدلا تاباسح تاصنم فاقيإ دعب نادوسلا يف لدج [Controversy in Sudan af-
ter suspending Rapid Support Forces accounts]”, https://www.ajnet.me/news/2024/10/22/%D8
%AC%D8%AF%D9%84-%D9%81%D9%8A-%D8%A7%D9%84%D8%B3%D9%88%D8%AF%D8%
A7%D9%86-%D8%A8%D8%B9%D8%AF-%D8%A5%D9%8A%D9%82%D8%A7%D9%81-%D9%-
85%D9%86%D8%B5%D8%A7%D8%AA-%D8%AD%D8%B3%D8%A7%D8%A8%D8%A7%D8%AA, (accessed on 
29 November 2025)

35.	 Facebook, Mohamed Kambal, https://www.facebook.com/permalink.php?story_fbid=pfbid02Vz6Amw3R8JU-
cAv9f5hVXeu81XRE56zyxf6v9vHM5sYw6mTnvokbuRnLCXXBSsjMDl&id=100069487239242&__cft__[0]=AZXHAk-
mhXosehZGKgfIr56QuHT31qD7OXPSXHOU4Ag5u9XG7rYa6EStZ4hQEIZvdD9mGXoyG4TvqJASuoWfFPBtOAsOK-
mkBpLxV6c7C0swo8Pi_WhzzTqV5TJq3KimVvQv8fnWLLJk8uFxAiHwWEdXCRQwaYLVQ-PcwavaBjNl4NbFzt_u6O-
QPCku2MDMGptGFw&__tn__=%2CO%2CP-R, (accessed on 29 November 2025)

The year 2024 saw significant changes 
in content moderation efforts in Sudan. 
In October 2024, X followed Meta in sus-
pending some RSF accounts, including 
the official account of the RSF, in addi-
tion to the account of the RSF command-
er, Mohamed Hamdan Daglo.33 This step 
came after a public relations campaign 
led by a pro-SAF activist called Mohamed 
Kambal.34 However, on November 27 
2025, the same person, Kambal, revealed 
that X removed the accounts of the so-
called “Tasees government” which is con-
nected to the RSF.35

Censorship and 

Content Removal

for Organizing Payment Systems men-
tioned that payment service providers 
must take necessary measures to protect 
and preserve user data.30

The practice of surveillance and privacy 
violations in Sudan is problematic, as the 
authorities have used different technolo-
gies from several vendors during various 
eras.

Several privacy violation cases were re-
ported during 2025. It was reported that 
the RSF inspected the citizens’ phones’ 
content in Niyala city.31 Moreover, some 
citizens reported that the RSF was inspect-
ing the content of their phones at Starlink 
points in Khartoum before clashing with 
SAF.32 These cases have implications for 
safe and encrypted communications.
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Moreover, the Meta transparency center 
highlighted36 that it did not receive any 
removal requests from the Sudanese gov-
ernment. In addition, the transparency 
centre of TikTok has not issued updates 
on the data of content removal requests 
this year. Also, Google’s transparency re-
port does not include Sudan on the list 
of countries, representing a gap in the 
sources of information related to Sudan 
with regard to content moderation.37

In November 2025, the Sudanese Minister 
of Telecommunication and Digital Trans-
formation announced the establishment 
of three new institutions, including the 
Digital Transformation Authority, the Su-
danese Cybersecurity Authority, and the 
Computer Professions Regulatory Coun-
cil. He also mentioned that the name of 
the National Information Centre has been 

Digital Inclusion

updated to be the Sudanese Data and 
Artificial Intelligence Authority.38 Despite 
these developments, the governance and 
legal framework of these institutions have 
not been published.

Two ICT practitioners claimed that they 
created facial recognition software that 
is trained to recognise the soldiers of the 
RSF at borders.39 While it is not yet con-
firmed whether it was used by authorities 
or not, the software’s accuracy raises 
many questions about its potential im-
pact on citizens’ freedoms and rights.

Article 35 of the Cybercrimes law explicit-
ly criminalises acts such as threatening or 
deceiving a child through digital means, 
aiming to safeguard minors from online 
bad behaviour. Unfortunately, despite 
this positive provision, there is a clear ab-
sence of proactive engagement, leaving 
children vulnerable to cyber threats with-
out timely intervention.
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sues/%d8%a7%d9%84%d9%85%d8%b4%d8%a7%d8%b1%d9%8a%d8%b9/universal-service/, (accessed 
Theon 10 November 2023).

42.	 Paradigm Initiative, “Londa Sudan 2023”, https://paradigmhq.org/sdm_downloads/londa-23-sudan-en/, (ac-
cessed on 29 November 2025)

43.	 Interview with the TPRA director, 29 November 2025

The government established the Univer-
sal Service Fund (USF) project in Sudan 
three times, starting in 2003, after form-
ing the Information Technology Develop-
ment Council. Then, in 2005, the Council 
was changed to a ‘Fund’, and finally, the 
current Universal Service Fund was es-
tablished under the new name in the year 
2018, according to the Telecommunica-
tion and Post Regulation Act (TPRA).40

The regulator, TPRA, conducts annual sur-
veys as part of its comprehensive service 
project. The last publicly available infor-
mation was in 2018, when a survey was 
conducted targeting 55 areas that were 
not covered by communication networks 
in the first phase, to collect accurate data 
and then classify them by economic fea-
sibility for profit and loss, for operators 
and ISPs. The survey team identified 17 

feasible areas and 38 non-feasible areas. 
Starting in 2018, the TPRA specified that 
the USF mission is to be responsible for 
supporting the economically unfeasible 
areas, while the telecommunications 
companies should include the econom-
ically feasible areas in their annual plan 
for implementation.41

However, this research did not find any 
online information about any projects 
that the USF supported in 2025. However, 
the Londa 2023 report mentioned that the 
USF did not have any plans or resources 
due to the war.42 However, the year 2025 
witnessed the return of the USF as the 
TPRA Director, Dr. Alsadig Gamal, stated 
that they supported internet connectivity 
via Starlink in some areas that were not 
covered by ISPs. He added, “We installed 
Wi-Fi stations connected with Starlink 
and offered connectivity for a supported 
price.”43

The Universal Service 

Fund (USF)
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Sudan’s digital environment is connected 
to the ongoing conflict, resulting in limited 
internet access and severe restrictions on 
digital rights. The TPRA Act and recent le-
gal amendments have provided a frame-
work for authorities and warring parties 
to actively disrupt communication, cen-
sor expression, and violate privacy. While 
there are efforts to modernise ICT insti-

Conclusion

tutions, these developments are under-
mined by the secrecy surrounding new 
legislation and the active enforcement of 
restrictive laws against citizens and jour-
nalists. The general environment demon-
strates a significant gap between the stat-
ed goal of digital transformation and the 
reality of censorship, surveillance, and 
suppression of dissent.

Recommendations

The Government should:

•	 Immediately stop using vague 
Articles (6-j) in the TPRA law to 
disrupt internet access or impose 
restrictions, such as the order 
to restrict WhatsApp calls under 

“national security”.
•	 Amend the laws of Combating 

Cybercrimes (Articles 24, 25, 
26)44, Press and Press Publica-
tions of 2009 (Articles 5, 33, 35)45, 

44.	 Law of Combating Cybercrimes, https://tpra.gov.sd/wp-content/uploads/2024/12/%D9%82%D8%A7%D9%86%
D9%88%D9%86-%D8%AC%D8%B1%D8%A7%D8%A6%D9%85-%D8%A7%D9%84%D9%85%D8%B9%D9%84
%D9%88%D9%85%D8%A7%D8%AA%D9%8A%D8%A9.pdf, (Accessed on 2 February 2026)

45.	 Law of Press and Press Publications of 2009, Mena Rights, https://menarights.org/sites/default/files/2016-11/
The%20press%20and%20printed%20press%20material%20act%202009%20%28AR%29.pdf, (Accessed on 2 
February 2025)
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Rapid Support Forces (RSF) should:

•	 Not target citizens, journalists, 
and activists based on their online 

activities through actions such as 
illegally seizing and inspecting or 

Telecommunication and Post 
Regulation Authority 2018 and 
National Security Act of 2010 
(Article 25(a))46, which contain 
vague terms and impose harsh 
and disproportionate punish-
ments on the state workers to 
discard vague provisions and 
criminalisation of false news 
and sedition.

•	 Enact a data protection law.
•	 Make the legislation related to 

newly established institutions 
publicly available to ensure ac-
countability and prevent abuse.

•	 Implement the Access to Infor-
mation Act to increase access to 
information, which will reduce 
the spread and impact of disin-
formation and empower citizens 

to access the right information 
from their sources.

•	 Reduce the telecommunications 
tax to ensure affordable internet 
access.

•	 Support the operationalisation of 
the Universal Service Fund and 
proactively disclose the use of the 
funds.

•	 Not target citizens, journalists, 
and activists based on their online 
activities.

•	 Stop arbitrarily seizing and in-
specting citizens’ phones and 
other electronic devices, violating 
encryption, and breaching the 
right to privacy.

•	 Publish the legal frameworks of 
the Cybersecurity Authority and 
the Data and Artificial Intelligence 
Authority.

46.	 National Security Law, Mena Rights, https://menarights.org/sites/default/files/2016-11/Sudan%20National%20
Security%20Act%202010%20%28EN%29.pdf, (Accessed on 2 February 2026)
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•	 stealing citizens’ phones and other 
electronic devices.

Civil Society Organisations should:

•	 Actively monitor and document 
cases where the amended cyber-
crimes law is abused to prosecute 
activists and journalists, and lob-
by for their repeal or reform.

•	 Civil society should advocate 
against internet shutdowns in 
conflict zones through mobilising 
strategic litigation and technical 
network monitoring to hold armed 
actors accountable for using 
internet shutdowns as a tool of 
information warfare and digital 
repression.

•	 Civil society must raise aware-

ness of digital rights among the 
Sudanese people through training 
and media campaigns.

•	 Civil society should provide digital 
safety training to the targeted peo-
ple with spyware or other forms of 
digital surveillance.

•	 Civil society should advocate for 
the immediate release of the leg-
islation governing the new ICT and 
AI authorities announced by the 
Minister of Telecommunication 
and Digital Transformation.

•	 Civil society should monitor and 
document digital rights viola-
tions..
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The Media:

The private sector should:

•	 Enhance their capacity in 
fact-checking and anti-disinfor-
mation skills.

•	 Provide digital safety training to its 
members.

•	 Collaborate with internation-

•	 Update their transparency reports 
periodically. In addition, Google 
and X should add Sudan to their 
report.

•	 Uphold data protection stan-
dards.

al partners to pressure major 
technology platforms to improve 
transparency by including Sudan 
data in their content removal and 
transparency reports.

•	 Report on digital access inequal-
ity.

•	 The Internet Service Providers 
should resist shutdown orders 
and notify their users when they 
receive such orders
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The Score Index 
Sudan, 2025

1 = Totally non-compliant; 2 = Mildly compliant; 3 = Moderately compliant; 
4 = Considerably compliant; 5 = Fully compliant

Indicator
ACHPR 
Principle

2024 
Score

2025 
Score 2025 Justification

Internet 
Shutdowns

Inexistent 
laws, policies 
and other mea-
sures to pro-
mote universal, 
equitable, 
affordable and 
meaningful 
access to the 
internet

False News 
Criminalisa-
tion

P38(2)

P37

P22(2)

The government shut down the internet 
during exams and blocked WhatsApp 
calls.

The USF supported the internet in some 
underserved areas.

The Cybercrimes law criminalised false 
news.

2

2

2

1

3

2



18 LONDA 2025 DIGITAL RIGHTS AND INCLUSION IN AFRICA REPORT 

Indicator
ACHPR 
Principle

2024 
Score

2025 
Score 2025 Justification

Sedition Leg-
islation

Arbitrary 
Arrests and 
Harassments 
of the Media, 
HRDs and 
Citizens

Data Protec-
tion Legisla-
tion.

States 
interfere 
and require 
the removal 
of online 
content by 
internet inter-
mediaries

Invasion of 
Privacy of 

P22(2)

P20(1) 
& (2)

P42

P38 and 
P39(4)

P41

The Cybercrimes law criminalised Se-
dition.

Several arrests and media harassment 
cases by the authorities and RSF have 
been reported.

While some laws have articles related 
to data protection, there is no data pro-
tection legislation

While there is no information for this 
year, last year witnessed numerous 
cases of governmental interference.

The RSF areas witnessed phone inspec-
tions.  

2

1

2

2

1

2

1

2

2

1
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Indicator
ACHPR 
Principle

2024 
Score

2025 
Score 2025 Justification

Failure by the 
government 
to proactively 
disclose and 
disseminate  
information 
digital tech-
nologies. 

AI and 
Emerging 
Technolo-
gies national 
strategies

Adoption 
of specific 
child laws, 
policies and 
measures 
promoting 
children’s 
digital safety 
and privacy 
online

P29(3)

P39(6)

P37(5)

While the government used to an-
nounce information using the official 
news agency and the Spokesperson 
platform, there is missing information 
that couldn’t be found without media 
reports. Moreover, the legislation re-
lated to newly established institutions 
was not published. Also, the amend-
ment of the Cybercrimes law was not 
published. Sudan passed the ‘Right to 
Access Act’ in 2015. The law contains a 
list of 12 types of classified information 
that are restricted from citizens, using 
vague terms in describing these cate-
gories which are used as a justification 
for non-disclosure.

The government established a new AI in-
stitution, but no clear activities have been 
announced yet. 

Article 35 of the Cybercrimes Law pun-
ished the criminals who threaten or de-
ceive a child. However, there is no on-
ground pro-active application. 

2

1

2

1

1

2
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Indicator
ACHPR 
Principle

2024 
Score

2025 
Score 2025 Justification

Digital 
Inclusion

P37(3) There is no public information about the 
USF. However, we got information that 
the USF supported the internet in some 
underserved areas.

2 2

Total (out 
of 60):

2024:
21

20
2025
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