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Paradigm Initiative (PIN) annually monitors the environment, documents
violations, and reports on the state of digital rights and inclusion in Africa. The
title ‘Londa’ is of Zulu origin and echoes a call for action to protect and defend
the digital rights and inclusion environment in Africa. Londa is an advocacy tool
of engagement with different stakeholders in the reported countries, serves
as a yardstick for measuring their annual performance and provides critical
recommendations to improve the digital space. The report also acknowledges
relevant positive developments.

The call is for digital rights protection in Africa.

Londa!
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An Overview of the African Digital Rights
Landscape in 2024

By Thobekile Matimbe

Introduction

This consolidated edition of the Londa Report encapsulates the state of digital rights and digital
inclusion in 27 countries across Central, East, North, Southern and West Africa. The significance
of this annual report is its succinct presentation of the major concerns in the countries reported
on and how it guides reformatory actions by stakeholders, led by duty bearers comprising African
States and the private sector. The consolidated report is the joint effort of PIN’s internal research
and editorial teams, as well as external researchers, who dedicate time to monitor, document,
and report occurrences that raise or demote the profile of countries regarding their digital rights
records. This report introduces PIN’s new ranking Index, The Score Index, which demonstrates the
application of human rights standards in assessing each country’s performance. The Londa report
calls for a multi-stakeholder approach to promoting and defending digital rights.

Methodology

The Londa Report addresses various digital rights and digital inclusion themes. Country reports
are drafted by digital rights researchers whose approaches are multi-faceted, combining empirical
and desk research methods to assess both quantitative and qualitative aspects of digital rights
and inclusion in specific countries. The assessment of state performance is benchmarked against
human rights standards. TheScore Index is a Londa index developed by Paradigm Initiative as a
tool for evaluating country compliance with regard to key human rights elements and is inspired by
the African Commission on Human and Peoples’ Rights’ Declaration of Principles on Freedom of
Expression and Access to Information in Africa (the Declaration).’

TheScore Index looks at the principles of the Declaration and assesses if a country has adhered
to the prescribed provisions of the soft law. Civil society actors can use The Score Index to inform
the ACHPR on the performance of a country concerning compliance with Article 9 of the African
Charter on Human and Peoples Rights, benchmarked against the ACHPR Declaration in periodic
shadow reports. The Indexis applied to ensure an objective assessment of a country’s performance
and presents areas of growth and strength for each assessed country. Any reference to TheScore
Index should reference the tool as a Paradigm Initiative Index.

1 ACHPR Declaration https://achpr.au.int/en/node/902#:~:text=The%20Declaration%20establishes%200r%20affirms,t0%20ex-

press%20and%20disseminate%20information. (accessed on 5 February 2025)
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What do you think is great in this Londa Edition?

“At the African Union level, a great commitment towards digital governance in Africa through
the African Digital Compact, ACHPR Resolution 580 calling for an end to internet shutdowns
during elections, utilisation of Universal Service Funds to bridge the digital divide in some
countries and strides towards development of Al strategiothers”

-Paradigm Initiative

Regional Developments

TheAfricanCommissionon Humanand Peoples’Rights (ACHPR) passed Resolution5800n/nternet
Shutdowns and Elections in Africa?, calling on African states to refrain from internet shutdowns
during elections. The Resolution is a win for internet freedom and electoral integrity. It calls on
African governments to refrain from shutting down the Internet, ensure that telecommunications
and internet service providers inform users of potential disruptions, and exercise due diligence
to resolve any disruptions expeditiously. Resolution 580 reminds states of their oversight duty
to ensure transparency from the private sector, a step that will ensure that any government that
orders an internet shutdown is held accountable. Paradigm Initiative welcomed the passing of
this Resolution following engagements with the Special Rapporteur on Freedom of Expression and
Access to Information, demonstrating the organisation’s engagement with policy development at
the regional level towards a rights-enabling digital environment.

In November 2024, the ACHPR passed Resolution 620 on Promoting and harnessing data access
as a tool for advancing human rights and sustainable development in the digital age.® The
Resolution progressively calls on African governments to ensure that data collection, processing,
storage and access practices are transparent, accountable and in line with regional and
international standards in this era of digitalisation and increasing use of Al. The Resolution also
mandates the ACHPR Special Rapporteur on Freedom of Expression and Access to Information in
Africa to conduct consultations in Africa in order to examine and develop appropriate normative
standards to guide data collection, deployment and access issues concerning data. In the
promotion of data access, governments are urged to promote and protect access to data. This
necessitates an engaged civil society and academia that is open to engaging on data access in
support of the ACHPR’s efforts and to inform policy development at the regional level. In 2024,
Ghana’s Ministry for Communications and Digitalisation launched the country’s Digital Economy
Policy and Strategy, marking a pivotal step in its journey towards technological advancement.*

The African Union (AU) adopted the African Digital Compact in July 2024 as a contribution to the
Global Digital Compact process, establishing the AU’s commitment to bridging the digital divide,
protecting digital rights, and creating a secure and equitable digital environment for all Africans.®
In July 2024, the AU also endorsed the Continental Artificial Intelligence Strategy (Al Strategy),
which is a commitment to an ‘Africa-centric, development-focused approach to Al, promoting
ethical, responsible, and equitable practices.”® The Al strategy is a positive step towards inspiring
the development of national Al policies and strategies in Africa, considering that at least 11 African
countries—including Benin, Ghana, Egypt, Kenya, Morocco, Mauritius, Nigeria, Rwanda, Sierra
Leone, Senegal and Tunisia— have developed Al policies or strategies .’

2 ACHPR Resolution 580 https://achpr.au.int/en/adopted-resolutions/580-internet-shutdowns-elections-africa-achprres580-Ixxvii
(accessed on 5 February 2025)

3 ACHPR Resolution 620 https://achpr.au.int/en/adopted-resolutions/620-data-access-tool-advancing-human-rights-and-sustain-
able-development (accessed 5 February 2025)

4 Ghana Launches Digital Economy Policy to Drive National Transformation (2024) https://moi.gov.gh/newsroom/2024/11/gha-
na-launches-digital-economy-policy-to-drive-national-transformation/ (Accessed on 28 November 2024)

5 African Union https://au.int/en/documents/20240809/african-digital-compact-adc and https://au.int/en/documents/20240809/afri-
can-digital-compact-adc (accessed 7 February 2025).

6 AU https://au.int/en/documents/20240809/continental-artificial-intelligence-strategy (accessed 7 February 2025).

7 ECDPM https://ecdpm.org/work/envisioning-africas-ai-governance-landscape-2024#:~:text=Increase%20in%20the%20number%20

of,%2C%20Sierra%20Leone%2C%20and%20Senegal.


https://achpr.au.int/en/adopted-resolutions/580-internet-shutdowns-elections-africa-achprres580-lxxvii
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https://moi.gov.gh/newsroom/2024/11/ghana-launches-digital-economy-policy-to-drive-national-transformation/
https://moi.gov.gh/newsroom/2024/11/ghana-launches-digital-economy-policy-to-drive-national-transformation/
https://au.int/en/documents/20240809/african-digital-compact-adc
https://au.int/en/documents/20240809/african-digital-compact-adc
https://au.int/en/documents/20240809/african-digital-compact-adc
https://au.int/en/documents/20240809/continental-artificial-intelligence-strategy

Unpacking Londa Highlights

Internet Access

Internet disruptions were a common feature in 2024, occasioned by various factors, including
poor infrastructure. The Gambia experienced at least five internet disruptions in 2024 as a
result of multiple undersea cable failures.® While the infrastructure was problematic, internet
shutdowns deliberately unleashed by the government occurred in countries like Comoros, Kenya,
Mauritius and Mozambique. Kenya retrogressed from a previous positive record of not shutting
down the Internet and took a downward turn, doing so in the context of protests in June 2024°
and in November, blocking access to Telegram. The #KeepltOn Coalition recorded™ 21 internet
shutdowns in 15 countries in Africa while this report covering 27 African countries noted internet
shutdowns in 8 of the featured countries, an increase from the five internet shutdowns reported
in Londa 2023," covering 26 countries. The marked increase in internet shutdowns is a reflection
of the reluctance of some African countries to comply with international human rights law and
a demonstrated dereliction of duty towards national, regional and international obligations to
promote freedom of expression and access to information.

Internet Shutdowns in Countries - 2024

Country Type of Internet | Period Reason
Disruptions
Kenya'? Throttling June 25-26, 2024 | Government quelling
protests,
Filtering November 8, | Response to Exams,
2024 orders Telegram
Kenya13 BlOCking.
Mozambique™ Throttling November 5, | Government quelling
2024 protests in elections.
Nigeria'® Throttling August 1, 2024 Government
response to
#EndBadGovernance
protests
8 Internet Society ‘West Africa Submarine Cable Outage Report’ (2024) https://www.internetsociety.org/resources/

doc/2024/2024-west-africa-submarine-cable-outage-report/ (accessed 20 November 2024); Cloudfare ‘Undersea Cables Failures cause Inter-
net disruptions for Multiple African Countries’ CloudFare ‘Undersea cable failures cause internet disruptions across Africa’ ttps://blog.cloudflare.
com/undersea-cable-failures-cause-internet-disruptions-across-africa-march-14-2024/ (accessed 20 November 2024). See also Crisis 24 ‘West
Africa: Internet service disruptions almost certain in parts of West Africa 00:01-10:00 May 31’ (2024) https://crisis24.garda.com/alerts/2024/05/
west-africa-internet-service-disruptions-almost-certain-in-parts-of-west-africa-0001-1000-may-31 (accessed 20 November 2024).

9 Netblocks https://x.com/netblocks/status/1805598808035774970?lang=en and Paradigm Initiative https://paradigmhq.org/press-
statement-net-rights-coalition-calls-on-kenya-to-stop-shutting-down-the-internet/ (accessed 7 February 2025).

10 Access Now https://www.accessnow.org/press-release/africa-keepiton-internet-shutdowns-2024/#:~:text=The%20findings %20

reveal%20that%2021,single%20year%20for%20the%20region accessed 6 March 2025.

1 Paradigm Initiative. Londa 2023. https://paradigmhq.org/londa-23/ accessed 6 March 2025.

12 NetBlocks https://x.com/netblocks/status/180559880805357749707lang=en (accessed 9 March 2025)

13 NetBlocks https://x.com/netblocks/status/1854835085075267852 (accessed 9 March 2025)

14 NetBlocks https://x.com/netblocks/status/1853677586942943524 (accessed 9 March 2025)

15 Paradigm Initiative. Press Release-Coalition condemns internet disruptions in Nigeria amidst endbadgovernance protests. https://

paradigmhq.org/press-release-coalition-condemns-internet-disruptions-in-nigeria-amidst-the-endbadgovernance-protests/ (accessed 9 January

2025)
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Ethiopia - Amhara | Throttling January - July | Response to ongoing
region'® 2024. conflict
Since August
2023
Senegal'’ Throttling February 4, 2024 | Response to
postponement of
elections
Tanzania'® Filtering August 30, 2024 | Response to political
unrest
Uganda™ Filtering Throughout 2024 | In response to
since 2021 Elections
Sudan? Throttling Since February | Response to conflict
2024

When looking at the cost of connectivity, Airtel Malawi and Telekom Networks Malawi (TNM)
provide cheaper data packages with a monthly 30 gigabytes (GB) data bundle costing almost
United States Dollar (USD) 9.2' Somalia also boasts low data bundle costs, with 1GB costing as
low as USD 0.50.22 However, countries like Togo remained with high data costs, at 1GB, costing
USD 1.45. In Uganda, the 12% tax on data occasioned by the Excise Duty (Amendment) Act of
2021 disproportionately affects women and counters any efforts to bridge the digital gender gap.
This affects the ability of women to afford data bundles for internet access.

Freedom of Expression

The crackdown on freedom of expression was a concerning feature in 2024. For instance, In Togo,
the Law on Cybersecurity and the Fight Against Cybercrime (Loi n°2018-026)?® was used to curtail
freedom of speech online through arrests. Article 17 of this law punishes criminal insults through
digital platforms with chilling penalties ranging from USD 800 to USD 3,200. Decree-Law 2022-54

16 Addis Standard. Internet services resume across Amhara region after near year long shutdown. https://addisstandard.com/internet-
services-resume-across-amhara-region-after-near-year-long-shutdown/ (accessed 3 March 2025)

17 Paradigm Initiative. Press Release- Paradigm Initiative condemns internet shutdown in Senegal. https://paradigmhq.org/press-re-
lease-paradigm-initiative-condemns-internet-shut-down-in-senegal/ (accessed 20 March 2025)

18 Paradigm Initiative. Press Release- Net Rights Coalition calls on Tanzania to stop restricting access to X. https://paradigmhq.org/
press-release-net-rights-coalition-calls-on-tanzania-to-stop-restricting-access-to-x-former-twitter/ (accessed 3 March 2025)

19 All Africa. Facebook ban in Uganda continues as government cites security concerns. https://allafrica.com/stories/202405270409.
html. (accessed 12 March 2025)

20 Amnesty International. Sudan internet shutdown threatens delivery of humanitarian and emergency services. https://www.amnesty.

org/en/latest/news/2024/03/sudan-internet-shutdown-threatens-delivery-of-humanitarian-and-emergency-services/. (accessed 15 March 2025)

21 TNM Malawi Limited “Monthly Bundles,” TNM - Always With You (accessed 21 December 2024)

22 Affordable mobile data pricing https://www.statista.com/statistics/1272681/price-for-mobile-data-in-somalia/ (accessed 7 February
2025).

23 Assemblée Nationale Togolaise. (2022). Loi portant modification de la loi n°2018-026 du 7 décembre 2018 sur la cybersécurité et la

lutte contre la cybercriminalité. Retrieved from https://assemblee-nationale.tg/lois_adoptees/de-loi-portant-modification-de-la-loi-n2018-026-du-

7-decembre-2018-sur-la-cybersecurite-et-la-lutte-contre-la-cybercriminalite/
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https://www.tnm.co.mw/personal/products/bundles/
https://www.statista.com/statistics/1272681/price-for-mobile-data-in-somalia/
https://assemblee-nationale.tg/lois_adoptees/de-loi-portant-modification-de-la-loi-n2018-026-du-7-decembre-2018-sur-la-cybersecurite-et-la-lutte-contre-la-cybercriminalite/
https://assemblee-nationale.tg/lois_adoptees/de-loi-portant-modification-de-la-loi-n2018-026-du-7-decembre-2018-sur-la-cybersecurite-et-la-lutte-contre-la-cybercriminalite/
https://assemblee-nationale.tg/lois_adoptees/de-loi-portant-modification-de-la-loi-n2018-026-du-7-decembre-2018-sur-la-cybersecurite-et-la-lutte-contre-la-cybercriminalite/

has been used in Togo to silence dissent predominantly affecting the media.?4?®

The criminalisation of false news is a feature that remained in existence in 2024, contrary to
international standards recommending that governments prefer civil sanctions to address false
news. In Botswana, sections 59 (1) of the Penal Code and 55 (a) and (b) of the Communications
Regulatory Authority Act make it an offence to publish false news.?® The vagueness of these laws
is concerning, with provisions usually using loose terms such as offensive, indecent, obscene,
lascivious, menacing, causing fear, anxiety, inconvenience, and annoyance, among others. In the
Gambia, on September 26, 2024, two journalists from The Voice Newspaper were arrested for
publishing false news.?” In the Central African Republic (CAR), Article 1322 of the Penal Code®
maintained criminal defamation and seditious speech against international standards, while in
Egypt, article 102 (Bis) of the Penal Code criminalises publication of false news.

Most African countries lack legal frameworks that address online gender-based violence. Existing
domestic violence legislation in the domestic realm is inadequate as they do not address online
harms as in the Zimbabwean context. Online gender-based violence, also cited as technology-
facilitated gender-based violence, reared its head through many various forms, including
misogynist gendered disinformation. The link between offline and online gender-based violence
was clearin Botswana with an example of the Secretary for Political Education of the BCP Women’s
League, Kagiso Daniel, who was physically assaulted and thereafter faced with different smearing
narratives on social media platforms .%°

In September 2024, the journalists’ union leaders from Southern Africa formed the Federation of
Southern African Journalists (FESAJ) to counter disinformation through training and advocacy.®’
This was a progressive step as disinformation, especially around elections, is a major concern.
Journalistsfrom Angola, Botswana, Lesotho, Malawi, Mozambique, Namibia, South Africa, Zambia,
and Zimbabwe are part of FESAJ. The media are critical to ensuring access to good content.

Data Protection and Privacy

While as of December 31, 2024, at least 40 countries had accessible data protection laws,*? the
lawmaking wheels turned slowly in some countries like The Gambia and Namibia, which do not
have data protection laws. The Gambia introduced the Cyber Crime Bill 2023, which was tabled in
the National Assembly on March 18, 2024. Malawi joined the list of countries with data protection
laws on February 1, 2024, when the Data Protection Act of 2024% was passed. Botswana’s Data
Protection Bill was endorsed by the National Assembly on October 29, 2024, and it is awaiting its
passing into law. The Central African Republic also enacted Law No 24-001 on the Protection of
Personal Data in January 2024, a progressive step in the country.®

24 Hivos, “Freedom of Expression in Tunisia: Legal Mapping”, https://hivos.org/document/freedom-of-expression-in-tunisia-legal-map-
ping/
25 Decree-Law No. 2022-54 of September 13, 2022, relating to the fight against offenses relating to information and communication

systems https://legislation-securite.tn/latest-laws/decret-loi-n-2022-54-du-13-septembre-2022-relatif-a-la-lutte-contre-les-infractions-se-rapport-
ant-aux-systemes-dinformation-et-de-communication/

26 BOCRA https://www.bocra.org.bw/sites/default/files/covid 19-docs/BOCRA%20-%20F alse %20Information%200n%200nline %20
Platforms.pdf (accessed 7 February 2025).

27 Federation of International Journalist ‘The Gambia- Two Journalist arrested and charged with ‘false publication’ against the
president’ (2024) https://www.ifj.org/media-centre/news/detail/category/press-releases/article/the-gambia-two-journalists-arrested-and-charged-
with-false-publication-against-the-president (accessed 10 November 2024)

28 Art.132: Any expression whose threatening, defamatory or insulting meaning is likely to diminish the respect due to a public official

constitutes an outrage.

29 Republique Centrafricaine: Code penal: https://www.refworld.org/legal/legislation/natlegbod/2010/fr/104201 (accessed on January
12, 2025)

30 See Facebook post here: https://www.facebook.com/share/p/18wmnBiSet/.

31 UNESCO https://www.unesco.org/en/articles/southern-african-journalists-form-body-combat-disinformation-and-misinformation#:~:-

text=Unions%20Journalists’%20leaders%20from%20Southern,to%20combat%20disinformation%20and%20misinformation. (accessed 9

February 2025)

32 https://blog.africadataprotection.org/en/legislation/ (accessed 7 February 2025).

33 Digital Malawi Project https://digmap.pppc.mw/data-protection-bill-assented/

34 Law No 24-001 on the Protection of Personal Data, 2024 https://arcep.cf/frimages/documents/reglementation/lois/Loi_24_001_

portant_protection_des_donnes_a_caractere_personnel.PDF
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https://legislation-securite.tn/latest-laws/decret-loi-n-2022-54-du-13-septembre-2022-relatif-a-la-lutte-contre-les-infractions-se-rapportant-aux-systemes-dinformation-et-de-communication/
https://legislation-securite.tn/latest-laws/decret-loi-n-2022-54-du-13-septembre-2022-relatif-a-la-lutte-contre-les-infractions-se-rapportant-aux-systemes-dinformation-et-de-communication/
https://www.bocra.org.bw/sites/default/files/covid19-docs/BOCRA%20-%20False%20Information%20on%20Online%20Platforms.pdf
https://www.bocra.org.bw/sites/default/files/covid19-docs/BOCRA%20-%20False%20Information%20on%20Online%20Platforms.pdf
https://www.ifj.org/media-centre/news/detail/category/press-releases/article/the-gambia-two-journalists-arrested-and-charged-with-false-publication-against-the-president
https://www.ifj.org/media-centre/news/detail/category/press-releases/article/the-gambia-two-journalists-arrested-and-charged-with-false-publication-against-the-president
https://www.refworld.org/legal/legislation/natlegbod/2010/fr/104201
https://www.facebook.com/share/p/18wmnBiSet/
https://blog.africadataprotection.org/en/legislation/
https://digmap.pppc.mw/data-protection-bill-assented/
https://arcep.cf/fr/images/documents/reglementation/lois/Loi_24_001_portant_protection_des_donnes_a_caractere_personnel.PDF
https://arcep.cf/fr/images/documents/reglementation/lois/Loi_24_001_portant_protection_des_donnes_a_caractere_personnel.PDF
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Smart City initiatives were on the rise, with countries like Uganda digitising public services to
improve service delivery. Some initiatives included a traffic control centre and traffic lights. In
Zimbabwe, closed-circuit television (CCTV) cameras were installed to prevent crime and enhance
traffic flows. The efficiency that smart city initiatives bring is undeniable. Still, concerns have been
raised about the government’s lack of transparency regarding procurement processes and the use

of surveillance-enabling features that usually accompany the technologies.

New Data Protection Laws - 20243

Country Date of Link
Enactment
Malawi January 31, | https://www.malawi.gov.mw/index.php/resources/
2024 publications/acts?download=153:data-protection-
act-2024
Ethiopia July 24, https://lawethiopiacomment.wordpress.com/wp-content/
2024 uploads/2024/08/personal-data-protection-proclamation-
no.-1321-2024_signed-1.pdf
Cameroon | December https://www.prc.cm/en/multimedia/documents/10271-
23,2024 law-n-2024-017-0f-23-12-2024-web
Central January 25, | https://arcep.cf/fr/images/documents/reglementation/lois/
African 2024 Loi_24_001_portant_protection_des_donnes_a_caractere
Republic personnel.PDF
Botswana | October 29, | https://itlawco.com/wp-content/
2024 uploads/2025/01/1736836435941.pdf

Access to Information

This Londa report echoes the urgent need for African governments to proactively disclose
information and use digital platforms to enhance access to information. Most government
agencies lag behind, and most websites are missing critical information. A glaring example in
the Londa 2024 country reports is missing information concerning the Universal Service Funds,
with government websites not including these reports. In some instances, like in The Gambia, the
Government does not respond to requests for information within the stipulated timeline of 21 days.
The Gambia country report unpacks this concern, making it difficult for digital rights researchers
to access information in line with their mandate. Access to information must be operationalised
to realise the right to access information. In Sudan, the Right to Access Information Act of 2015,%¢
is not fully operationalised, posing a concern as information is not readily accessible. The Londa
2024 report bemoans the inability of government agencies to provide up-to-date information on
their websites and fully utilise digital platforms.

Digital Inclusion

The year under review boasted several activities steering the African continent towards
digital access. In Botswana, the Village Connectivity Programme progressed with a focus
on increasing broadband access in rural areas. This was enabled by a deliberate National
Broadband Strategy in the country. Tunisia had marked strides toward connectivity of
schools through the commitment to the completion of digital connectivity of Tunisian
schools to fibre optic networks in November 2024, a demonstration of the government’s

35 These numbers are drawn from the reported countries in this report.
36 Ministry of Justice, “The Right to Access information act for the year 2015”, https://moj.gov.sd/sudanlaws/#/reader/chapter/362,

(accessed on 6 November 2024)


https://www.malawi.gov.mw/index.php/resources/publications/acts?download=153:data-protection-act-2024
https://www.malawi.gov.mw/index.php/resources/publications/acts?download=153:data-protection-act-2024
https://www.malawi.gov.mw/index.php/resources/publications/acts?download=153:data-protection-act-2024
https://lawethiopiacomment.wordpress.com/wp-content/uploads/2024/08/personal-data-protection-proclamation-no.-1321-2024_signed-1.pdf
https://lawethiopiacomment.wordpress.com/wp-content/uploads/2024/08/personal-data-protection-proclamation-no.-1321-2024_signed-1.pdf
https://lawethiopiacomment.wordpress.com/wp-content/uploads/2024/08/personal-data-protection-proclamation-no.-1321-2024_signed-1.pdf
https://www.prc.cm/en/multimedia/documents/10271-law-n-2024-017-of-23-12-2024-web
https://www.prc.cm/en/multimedia/documents/10271-law-n-2024-017-of-23-12-2024-web
https://arcep.cf/fr/images/documents/reglementation/lois/Loi_24_001_portant_protection_des_donnes_a_caractere_personnel.PDF
https://arcep.cf/fr/images/documents/reglementation/lois/Loi_24_001_portant_protection_des_donnes_a_caractere_personnel.PDF
https://arcep.cf/fr/images/documents/reglementation/lois/Loi_24_001_portant_protection_des_donnes_a_caractere_personnel.PDF
https://itlawco.com/wp-content/uploads/2025/01/1736836435941.pdf
https://itlawco.com/wp-content/uploads/2025/01/1736836435941.pdf

prioritisation of digital inclusion in the education sector.®” The Londa report also covered
online safety for children and vulnerable groups. Most African countries do not have
specific child online safety policies and are still hanging on to child protection laws that
do not cover protection in the digital age. The Gambia developed its National Child and
Vulnerable Groups Online Protection Policy®® in October 2024, Ghana developed a
National Child Online Protection Framework,* Tanzania introduced the Child Protection
Laws (Miscellaneous Amendments) Bill, 20244° and Malawi developed a National Child
Online Protection Strategy,*' progressive steps that can inspire developments in other
African countries. The policies identify various groups as vulnerable online, including
children, women and persons with disabilities, promoting their digital inclusion through
safe online spaces.
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Universal Service Funds DIGITAL

RIGHTS

Country FundinExistence |A moun't Reports. on Funds INCLUSAI'C\J)IE\)J

Known Accessible IN AERICA

REPORT

(Yes or No) LOQOZZ\
Malawi Yes Yes No
Tanzania Yes No Yes
Ethiopia No No No
Kenya Yes No No
Zambia Yes No No
Rwanda Yes No No
Angola Yes No No
Namibia Yes No No
South Africa Yes Yes Yes
Zimbabwe Yes No No
Tunisia Yes No No
Uganda Yes No Yes
Cameroon Yes No No
Nigeria Yes Yes Yes
Senegal Yes No No
The Gambia No No No
Somalia No No No
Lesotho Yes No No

37 La Presse, “Tunisie : Le raccordement des écoles a la fibre optique achevé d’ici fin novembre”, November 2024, https://lapresse.

tn/2024/11/07/tunisie-le-raccordement-des-ecoles-a-la-fibre-optique-acheve-dici-fin-novembre/

38 https://mocde.gov.gm/wp-content/uploads/2024/11/Gambia-CVGOP-Policy.docx

39 https://www.csa.gov.gh/resources/National%20COP%20Framework.pdf

40 https://media.tanzlii.org/media/legislation/326677/source_file/b73b511efbb91f9f/tz-act-2024-10-publication-document.pdf

41 F. Phiri “Macra-Stakeholders Intensify Child Online Protection Efforts” https://times.mw/macra-stakeholders-intensify-child-on-

line-protection-efforts/


https://lapresse.tn/2024/11/07/tunisie-le-raccordement-des-ecoles-a-la-fibre-optique-acheve-dici-fin-novembre/
https://lapresse.tn/2024/11/07/tunisie-le-raccordement-des-ecoles-a-la-fibre-optique-acheve-dici-fin-novembre/
https://mocde.gov.gm/wp-content/uploads/2024/11/Gambia-CVGOP-Policy.docx
https://www.csa.gov.gh/resources/National%20COP%20Framework.pdf
https://media.tanzlii.org/media/legislation/326677/source_file/b73b511efbb91f9f/tz-act-2024-10-publication-document.pdf
https://times.mw/macra-stakeholders-intensify-child-online-protection-efforts/
https://times.mw/macra-stakeholders-intensify-child-online-protection-efforts/
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Togo Yes No No
Benin Yes No No
Botswana Yes No No
Ghana Yes No No
DRC Yes No No
CAR Yes No No
Sudan Yes No No
Mozambique Yes No No
Egypt Yes No No

Conclusion

The Londa 2024 Report presents the level of compliance by African countries with human
rights obligations, demonstrating how some countries like Kenya have retrogressed
regarding promoting internet access and countries like Somalia are taking strides towards
affordableinternetaccess. Governmentslike Malawiare commendedfortheirtransparency
and utilisation of the Universal Service Fund and the enactment of a data protection law. At
the same time, regional frameworks progressed to promote advancement in Al and digital
governance. With a multi-stakeholder lens, government stakeholders are urged to take
meaningful steps to, among others, enact laws that promote freedom of expression, the
right to privacy, access to information and child online safety. Civil society organisations
and the media are urged to advocate for repealing repressive laws, enacting digital rights-
protecting laws, and raising awareness of digital rights.



COUNTRY
REPORTS







Angola

AN,

Y

Executive Summary

The 2024 Angola country report was developed through
document review, key informant interviews, consultations
with different players within the digital rights space, and
use of the TheScore Index. The review focussed on seven
thematic areas: Internet Access, Freedom of Expression,
Data Protection and Privacy, Censorship and Content
Moderation, Access to Information, Artificial Intelligence and
Emerging Technologies and Digital Inclusion. Findings reveal
that during the period under review, Angola made significant
strides in expanding internet access, with a 3.1% increase in
internet penetration from 2023 to 39.3% in 2024.4> However,
high data costs, unequal service distribution, and broadband
infrastructural challenges in rural areas limit access for lower-
income populations. Concerns over censorship, surveillance,
and data privacy, particularly affecting marginalised groups
such as women and people with disabilities, mark the digital
landscape. Despite legal advancements, the enforcement
of data protection and freedom of expression laws still
needs urgent improvement. Key recommendations include
subsidising data costs, expanding public wi-fi, integrating
digital literacy into education, strengthening press freedom,
improving cybersecurity coordination, enhancing content
transparency, and ensuring accessibility for people with
disabilities. Addressing these challenges will be essential for
achieving broader digital inclusion and protecting citizens’
rights.

42 Kemp, S (2024), Digital 2024: Angola, Available at https://datareportal.com/
reports/digital-2024-angola accessed November 15, 2024
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Introduction

Over the past year, Angola has made notable progress in improving internet access, with
the country’s internet penetration reaching 39.3% in January 2024, a 3.1% increase from
2023.% Investments in mobile networks, fiber-optic infrastructure, and the combined efforts
of the government and private sector to expand coverage across the nation primarily drive
growth. Despite the increase in connectivity, internet service costs remain high, particularly
for lower-income communities, limiting widespread access. Moreover, urban areas enjoy
better infrastructure than rural regions, where limited investment and power outages further
complicate reliable internet access. Additionally, the digital landscape in Angola is marked
by challenges related to freedom of expression, censorship, and data privacy as government
control over online platforms intensifies and surveillance practices raise privacy concerns.
The country is also grappling with the digital divide, with marginalised groups, including
women and people with disabilities, facing additional barriers to full participation in the digital
realm.

43 As above.



Internet access

Angola has made significant strides in improving internet access over the past year. As of January
2024, internet penetration was approximately 39.3%, a 3.1% increase from January 2023.% This
growth is primarily due to investments in mobile networks and fiber-optic infrastructure and efforts
by both government and private sector entities to expand coverage nationwide.*® Mobile networks
are the dominant means of internet access, with more than 95% of internet users relying on
mobile phones for online connectivity.* The growing affordability of smartphones has contributed
significantly to the increasing mobile internet penetration.®’

Internet service costs remain considerably high. The average monthly price of data in 2024 was
$47.52*8 while 1 gigabyte cost an average of $1.01, as of August 2023.4° According to a 2024 report
by the International Telecommunication Union (ITU), data costs in Angola consume as much as
9.5% of the average income.® This pricing structure limits individuals’ access to online information,
particularly in lower-income communities.®’ In addition, internet services are unevenly distributed,
with urban areas enjoying relatively better infrastructure than rural regions. More investment in
rural telecom infrastructure and the need for digital skills training among local populations worsen
the disparity.5?

Coupled with restrictive costs and infrastructural deficits, inconsistent electricity supply remains
a significant barrier to universal internet access. Many regions experience frequent power outages,
which affect internet service availability and challenge reliable connectivity, particularly in remote
areas.%®

Freedom of expression

In 2024, there were no reported cases of internet shutdowns, compared to 2023. However, in
August 2024, the President signed into law the National Security Bill which, under Article 36,
authorises the government to prohibit public or private radio stations from broadcasting and
disrupt telecommunications services under ill-defined exceptional circumstances.5* The bill will
undoubtedly curtail freedom of expression.

There are growing concerns over the expanding potential for mass surveillance by government
agencies, especially the National Information Services Agency (SINS), known for its extensive
surveillance capabilities. Although no formal laws explicitly mandate surveillance, local and
international reports indicate that online activists and journalists are increasingly subjected to
harassment and arrest for their digital activities.®

The threat of arrest, harassment, or digital surveillance has deterred many people from engagingin
online political discussions. As a result, self-censorship becomes a survival strategy, as individuals
limit their participation to avoid potential consequences.®®

44 As above.

45 International Telecommunication Union (ITU). (2023). “Annual Report on Mobile Connectivity in Sub-Saharan Africa.”

46 World Bank. (2024). “Angola Mobile Internet Access Statistics.”

47 Angola Ministry of Telecommunications. (2023). “Internet Access Through Mobile Networks in Angola.”

48 “The price of fixed-line broadband in 219 countries,” Cable, accessed February 13, 2024, https://www.cable.co.uk/broadband/

pricing/worldwide-comparison/.

49 “Global broadband pricing league table 2024,” accessed May 27, 2024, https://www.cable.co.uk/broadband/pricing/worldwide-com-
parison/.

50 International Telecommunication Union (ITU). (2024). The Cost of Internet Access in Sub-Saharan Africa.

51 International Telecommunication Union (ITU). (2024). The Cost of Internet Access in Sub-Saharan Africa.

52 African Development Bank. (2023). “Energy Access and Internet Connectivity in Africa.”

53 International Energy Agency (IEA). (2023). “Electricity Access in Rural Africa.”

54 Human Rights Watch. “Angola: President signs laws curtailing speech, association,” accessed 9 January 2025, https://www.hrw.

org/news/2024/09/10/angola-president-signs-laws-curtailing-speech-association
55 Human Rights Watch (HRW). (2023). Angola: Authorities Intensify Internet Censorship During Political Unrest. Retrieved from
https://www.hrw.org/report/2023/angola-internet-censorship

56 Mueller, M. (2022). The Politics of Online Spe