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OKWU MMALITE

Dika ndi na-akwalite ikike dijital na-enwekwu ujo gbasara
nchekwa dijital ha, ¢ di mkpa na ha ga-agba mbo hu na ha
chekwara onwe ha dika ha na-aru ory. Mbiputa ohuru nke
Ayeta Toolkit a na-egosi nchoputa ohuru gbasara uzo mmadu
si echekwa onwe ya na intaneti na ihe ndi e nwere ike ime
igbanahu ihe egwu di na intaneti. Ihe ndi 0z di n’ime ya bu
ndeputa aha ndi na-ahu maka nchekwa dijital, emume ndij di
mkpa gbasara ikike dijital na mba Afrika, mgbakwunye ebe i
nwere ike igu ihe gbasara nnyocha nchekwa dijital ndi e mere
na ufodu obodo a hoputara na mba Afrika, akwukwo iwu na
nkwuputa mmekorita nlereanya. E weputara otu mpaghara
ngwaoru ikike a kowaa ihe gbasara nkwusi network, ihe i
nwere ike ime jgbanari nkwusj network, uzo | ga-esi dekoo
ihe mere, na edemede ndi ga-enyere gi aka ima ihe | ga-eme
ma ihu onwe gi n’onodu dij otu ahu.

E meputara ngwaoru ikike nke mbu n’afo 2020 dika oru ndi
Stanford Digital Civil Society Fellowship, tinyere nkwado
Netherlands Human Rights Fund. Gbenga Sesan, na Boniface
Withaba nke nyere ya aka, bu onye huru maka nhazi oru,
nchoputa isiokwu, odide na mmezi, tinyere nkwado ndj otu
Paradigm Initiative.

Anyi na-ekele ndi anyi na ha na-aruko oru na PIN, ndi gosiri
anyi uzo anyi ga-esi dozie mbiputa nke gara aga. Ezigbo
ndumodu ha nyere anyi aka ime ka ngwaoru toolkit a ka
mma maka uwa nke taa. Ezigbo oru banyere n’ime inyocha
na idozi toolkit a, nke ndi ruru oru a bu ndi otu PIN Angela
Onyegbuna, Sani Suleiman, Khadijah El-Usman, Bridgette
Ndlovu, Ihueze Nwobilor, Joshua Oke and Miriam Wanijiru.
Anyi na-ekele 1zak Minnaar, onye meziri edemede a. Judith
Ogutu, Giyo Ndzi and Samuel Ojezele ndi otu PIN bu ndi no
n’isi ajuju nnyocha, ebe Kenneth Oyeniyi na David Chima
huru maka ‘design’. Dinchi Ikpa, Ifiokobong Uko na Angela
Onyegbuna lebara anya na njiko na-aga edemede ndi 0zo,
ebe Khadijah El-Usman, Angela Onyegbuna na ‘Gbenga
Sesan deziri mbiputa nke ngwaoru a.

Ebumnuche e ji dee ngwaoru a bu igosi uru di mkpa o bara
ichekwa ndi bu ihe gbasara ikike dijitalu n’isi, ndi nta akuko,
ndi ogbama, na ndi 0zo ji ozi e zoro ezo aru Qru na mba



ndi na-emepe emepe. PIN ga-ahu na
edemede a na-aga n’ihu site n’ibiputa ozi
ohuru kwa oge. Anyi na-ele anya na i ga-
akwado anyi site na igwa anyij ihe i chere
gbasara edemede a- biko zitere anyi ihe i
chere, ihe e nwere ike ime, ihe e kwesiri
imezi na akuko obula n’akara ozi email
hello@ayeta.africa.

Mbiputa ohuru
nke Ayeta
Toolkit a na-
egosi nchoputa
ohuru gbasara
uzo mmadu Si
echekwa onwe
ya na intaneti na
ihe ndi e nwere
ike ime igbanahu
ihe egwu di na
intaneti
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OKWU MMALITE

ISI NKE I: Ikike Dijital
1. Ginj bu ikike dijital?

2. Ndeputa iwu, Nkwuputa, Usoro na Nkwekorita
gbasara ikike mmadu na ikike dijital

Nkwekorita mpaghara mba
Iwu obodo

Ndj na-eme nchekwa dijital

Ihe omume gbasara ikike dijital

Akuko mmuta ihe gbasara ikike dijital

® N o o M ©

Edemede iwu nlereanya
9. Nkwuputa mmekorita nlereanya
ISI NKE II: Nchebe na Nchekwa Dijital

1. lhe iyi egwu dijital
Idi ocha dijital

Paswodu

Nkwenye otutu uzo
Nkwenye uzo abuo
Mgbidi mgbochi
Nzuzo

Ngwa nzuzo VPN

© ©® N o o A 0D

Muta ka e si echebe onwe gi na intaneti

10. Ikike dijital na ngwa nchebe

ISI NKE Ill: Mbelata Ihe iyi egwu Na Intaneti
1. Nchebe onwe n’ihe ma na intaneti

2. Ibelata ihe iyi egwu n’ihe

ISI NKE IV: Mmechi Intaneti
1. Igbanari mmechi na mmagide iwu intaneti

2. ltu mmechi na mmagide iwu intaneti

3. Ikwu okwu megide mmechi internet na Afrika

NKOWA OKWU
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ISI NKE

IKIKE
DIJITAL

Mbido intaneti na mmepe ya nye uwa niile n’afo 1989 emeela ka ndi na echekwa ikike ndi mmadu
gbanwee uzo ha si eji ebe mgbako ndi di na intaneti akwalite nnwere onwe nke nkwuputa okwu,

nnwere onwe nke nnoko na intaneti, nakwa
mwulite mmuta oha mmadu n’ihe gbasara
dijital. Taa, a na-ahuta intaneti di ka ihe diiri
oha mma, nke na-ejikotakwa ihe Kariri okara
mmadu no n’uwa onu.

N’agbanyeghi nke a, intaneti na-agbanwe
n'uzo ndi a na-atughi anya, nke mere na ihe
ima aka n’ihu diiri ndi onu di n'okwu, ndi na
echekwa ikike ndi mmadu, ndi mgbagha, na ndi
nta akuko, na-ala elu kwa ubochi. Ndi ochichi
ike ebidola iji ngwa oru dijital na uzo ndi 0zo
nke gunyere mmechi intaneti, mmachi ihe di na
intaneti, na nnyocha dijitalu, egbochi nnwere
onwe nke nkwuputa okwu.
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Dika e deturu n’ime 2019 Digital Rights in Africa
Report,' nke Paradigm Initiative weputara,
“‘N’ime afo iri gara aga, e nweela mmuba na
mgbanwe sitere n’oru otu ndi Africa na-ekwusi
okwu ike gbasara ikike dijital. Nke a gunyere
njikota intaneti di onu ala ma dirikwa mma, nzuzo
o0zi onwe, nnwere onwe nke uche, nke okwu,
na nke mkpakorita. Dika ikike dijital na-amuba
n’etiti ndi a na-achi na mba Afrika, n’aka nke
0z0, ebumnuche ndi ochichi n’Afrika gbasara
intaneti zuru mba Afrika onu na-abukari iwe ya
dika ihe ha ga-eji jigide ike ndoro ndoro ochichi
ma nwekwa onu na ihe na-eme n’obodo n’uzo
obula. Ebe uche ha na-aga karisia bu n’izogide



ikike ndi mmadu ukwu , ka ha nwee ike jisie
ndi ha na-achi ike n’ihe gbasara ndoro ndoro
ochichi.”

Dika e deputara na 2022 Londa Digital Rights
and Inclusion in Africa report' , e nweela ihe
ima aka ohuru ndi 0zo na-aputa ihe ugbu a:
“Teknuzy ndi na-aputa aputa dika Artificial
Intelligence (Al) na-agbanye mgborogwu,
ma burukwa ihe ndi mmadu na-amata, na-
anabatakwa na mba Afrika”, tinyere “nzuzo na
ochichij data, na uko iza ajuju na nleba anya.”

Ihe ndeputa nke afg 2022 sitere n’aka Access
Now kpuhere onu ogugu mmechi intaneti
kachasi elu n'ime otu afo : Obodo iri ato na
ise gburugburu uwa niile gabigara mmechi
intaneti. N'ime obodo ndi a, asaa di n’ime Africa
(Burkina Faso, Ethiopia, Sierra Leone, Nigeria,
Somaliland, Uganda na Zimbabwe). lhe putara
ihé bu na afp gara aga, e nwere mmechi intaneti
n’obodo Africa iri na abuo.

Omume obodo ndi a megidere iwu Principle
38.2, (“Obodo agaghi etinye aka, ma ¢ bu
kwadoo mmachi intaneti na teknuzu dijital
ndi 0zo nye otu ndi mmadu, ma ¢ bu oha
mmadu niile™ nke e deputara n’akwukwo iwu
2019 Declaration of Principles on Freedom of
Expression and Access to Information in Africa?,
nke ndi otu African Commission on Human and
Peoples’ Rights (the 2019 ACHPR Declaration)
nakwa n’akwukwo iwu Universal Declaration of
Human Rights.?

11
Gini bu ikike dijital?

Ikike dijital bu ikike mmadu nwere n’oge intanet
a. Ima aty, lkike mmadu nwere ikpuchite onwe
ya na intaneti na nnwere onwe kwuputa okwu
bu mbawanye iwu ikike enweghi mgbagha,
nke e deputara n’akwukwo iwu United Nations
Universal Declaration of Human Rights?. Ikike
dijitalu bu ikike ndi mmadu nwere iji igwe

https://achpr.au.int/en/node/902

https://achpr.au.int/en/node/902

O wON =
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komputa mee ihe ha choro ime, nakwa ikike
igu, ikesa na ibiputa ihe di na intaneti. Q na-
ekwukwa ihe gbasara ikike ndi mmadu nwere
iji ozi di na intaneti n'uzo ziri ezi nakwa ikike
ikpuchite onwe ha. Dika otu UN kwuru, igbochi
ndi mmadu ihy ozi di na intaneti megidere ikike
ndj a, ma megidekwa iwu mba uwa? .

Ozokwa, mbido akwukwo iwu nke 2019 ACHPR
Declaration kwenyere na ikike ndimmadu nwere
oge ha anoghi na intaneti bukwa otu ikike ahu,
nke e kwesiri ichebe mgbe ha no na intaneti.
Iwu a kwetara na nnabata ikike nnwereonwe
nkwuputa okwu na ozi iru mmadu aka site na
intaneti di mkpa nye ndi mmadu inwe ikike ndi
0z0, ma dirikwa mkpa na imechi nkewa dijitalu*
. Atumatu a kwadoro ka ikike ozi iru aka na ikike
nnwereonwe nkwuputa okwu nke di na Article 9
n’akwukwo iwu African Charter on Human and
Peoples’ Rights diri ire n’oge dijital a.
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Iwu, Nkwuputa, Usoro na Nkwekorita ikike dijital na
Ikike mmadu.

Dika anyi kowara, ikike mmaduy metutara
mmekarita niile mmadu na ibe ya na-enwe, ma
oge ha no na intaneti, ma oge ha anoghi na
intaneti. O di mkpa na ukpuru e hiwere n'ime
ikike dijital na ikike mmadu niile jikoro onu buru
iwu ji mmekorita mmadu na ibe ya na intaneti,
nakwa mkpebi niile a ga-eme ebe dij iche iche
gbasara intaneti.

The UN Declaration of Human Rightss.

Nkwuputa banyere ikike mmadu nke ndiotu mba
uwa nke a na-akpo The Universal Declaration
of Human Rights (UDHR) bu akwukwo iwu di
mkpa n’akuko ikike mmadu. Ndi nnochiteanya
si mpagahara uwa di iche iche, ndj bukwa ndi
okaiwu jikoro aka deputa akwukwo iwu a. Otu

https://paradigmhg.org/wp-content/uploads/2023/04/Londa-2022.pdf
https://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf

https://www.un.org/en/about-us/universal-declaration-of-human-rights
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United Nations General Assembly manyere iwu
a n’obodo Paris na December 10, 1948 (nke a
kporo General Assembly resolution 217 A) dika
ihe nlereanya itozu oke nye mmadu niile na
mba uwa niile. QO na-akowaputa ikike mmadu
ndi di mkpa, nke mba uwa kwesiri ichebe.
A tughariala akwukwo iwu a n’ime ihe Kkariri
asusu nari ise.

Rirican Charter on Human and People’s Rights®

Iwu gbasara ikike mmadu nke ndi mba Afrika
nke a na-akpo The African Charter on Human
and Peoples’ Rights (nakwa Banjul Charter) bu
iwu kpuchiri otutu ihe, na ngwaoru e lere anya
na o ga-akwalite ma chebe ikike mmadu na
nnwereonwe di mkpa na mba Afrika. E hibere
iwu a na June 1, 1981, manye ya na October
21, 1986. Ruo taa, iwu a bu ngwa oru di mkpa
nye ndi otu African Union (AU). Iwu a nyere
ndi otu African Commission on Human and
Peoples’ Rights ike ileba anya na mmejuputa
iwu gbasara ikike mmadu, ikike mmekorita
mmadu na ibe ya na azumahija, ikike obodo,
na ikike ndorondoro ochichi nke e deputara
n’akwukwo iwu a.”

Malabo Convention®

QOgbako ndi otu African Union (AU) nke
isiokwu ya bu Cyber security and Personal
Data Protection nke a na-akpokwa Malabo
Convention bu s00so otu iwu nkwekorita nke
na-ejiko mpaghara mba di iche iche, ma ewepu
nke di na mba Europe. Amanyere ya oge obodo
iri na ise nabatachara ya na June 8, 2023. Nke
a mere mgbe afg itoolu gafechara site na mgbe
e hibere ya na June 27, 2014. Nkwekorita a na-
eweta usoro nleranya zuru oke, nke zukwara
mba Afrika niile, nke ndi ome iwu ga-eji hazie
iwu gbasara nchebe ozi, ikike dijital, mkpuchi
onwe na nnwereonwe intaneti. Ogbako Malabo

nwere ebumunche abuo di ezigbho mkpa n’ime
ihe ndi 0zo. Nke mbu, o kwuputara na obodo
ndi no n’okpuru ya ga-ehiberiri usoro iwu na-
ekpuchite ikike ndi mmadu nakwa ozi data
gbasara ha. Nke abuo, 0 na-eme ka o hazie
ikike ndi a na-achi na iwu obodo, tinyekwara
ikike ndi obodo dj iche iche®.

ACHPR Declaration of Principles on Freedom of Ex-
pression and Access to Information in Africa™

Nkwuputa 2019 ACPHR Declaration nochiri
nkwuputa 2002 Declaration on Freedom of
Expression in Africa. O nwere ngalaba ohuru
ebe ndj e deputara usoro banyere ikike mmadu
nwere na intaneti, nakwa ozi iru mmadu aka.
A kwadoro nkwuputa a site na iwu nlereanya
ndi e weputara na otu gbasara ikike mmadu
ndi si na mba Afrika na mba uwa, nke gunyere
mpaghara ebe ulp ome iwu ndi di na Afrika
nwere ike. Nkwuputa a gunyere ukpuru hibere
oru diiri ndi isi obodo ikpuchite ikike intaneti,
irioputa intaneti nke zuru obodo onu, nke
ruru aka, nke ziri ezi nakwa nke di onu ala,
tinyekwara nchebe ozi mmadu n’intaneti na
ileba anya na nzikorita ozi mmadu na ibe ya na
intaneti.

Rirican Union Data Policy Framework™

Usoro iwu data nke ndi African Union nke a na-
akpo The AU Data Policy Framework (nakwa
DPF) nke e biputara na July 2022 bu otu n’ime
ngwa oru putara ihe na-achi ozi data na mba
Afrika. Ndi otu AU Commission tinyere ndi 0zo
so n'otu AU, nakwa ufodu so n’otu abughi AU
gbakoro aka meputa usoro iwu DPF a. Qgbako
AU Executive Council binyere aka na usoro iwu
a na February 2022. Usoro iwu DPF bu usoro
zuru oke nke ga-egosi mba Afrika uzo ha ga-esi
hibe ochichi data di ire ka ha nwee ike rite uru

https://au.int/en/treaties/african-charter-human-and-peoples-rights

6
7 https://achpr.au.int/en
8

https://au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-protection
9 https://www.gjiltalk.org/the-african-unions-malabo-convention-on-cyber-security-and-personal-data-protection-enters-into-
force-nearly-after-a-decade-what-does-it-mean-for-data-privacy-in-africa-or-beyond/

10 https://achpr.au.int/en/node/902

11 https://au.int/sites/default/files/documents/42078-doc-AU-DATA-POLICY-FRAMEWORK-ENG1.pdf
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na mgbanwe data na dijital nke di ugbu a. Dika
usoro iwu mpaghara mba na mba uwa ndi 9zo,
usoro iwu DPF ejighi obodo ndi di n’okpuru
AU n’iwu. N’agbanyeghi nke a, 0 bu usoro iwu
nwere ugwu nakwa nke ndi ochichi na ndi na-
akwalite mgbanwe ozi na mba Afrika na-elere
anya'?,

Rfrican Declaration on Internet Rights and Free-
doms®

Nkwuputa mba Africa gbasara ikike na
nnwereonwe intaneti nke a na-akpo African
Declaration on Internet Rights and Freedoms
(AfDec) bu ogbako ndi si obodo di iche iche
na mba Afrika meputara maka ikwalite ikike
mmadu nakwa ukpuru banyere ihibe iwu
metutara intaneti, ma mee ya n’'uzo ziri ezi.
Ebumnuche nkwuputa a bu ikowaputa ukpuru
ndi di mkpa ikwalite ikike mmadu na intaneti
nakwa jzulite intaneti ka ¢ bury ebe ga-ezute
mkpa na ebumnuche mba Afrika nwere banyere
ochichi, izu ahia na mmekorita oha na eze.

AfDec gbagidere ukwu n’akwukwo iwu gbasara
ikike mmadu ndi a kwadoro nke oma n’Afrika.
Akwukwo iwu ndi a gunyere African Charter
on Human and Peoples’ Rights, the Windhoek
Declaration on Promoting Independent and
Pluralistic Media' nke 1991, African Charter on
Broadcasting'® nke 2001, the initial Declaration
of Principles on Freedom of Expression in
Africa nke 2002 na African Platform on Access
to Information Declaration'® nke 2011.

Rirican Union Declaration on Internet Governance”
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Governance) site na usoro ndumodu nke
ebumnuche ya bu iji uru nke azumahia dijital
meputa ebe ga-adiri ndi onu na-eru n’okwu
na mba Afrika mma itughari uche n’okwu ndi
di mkpa na-aputa ma tinye aka na mmeputa
iwu metutara mmeko oha na eze na intaneti,
nke na-elekwa anya n’ihe na-akpa mba Afrika.
Nkwuputa a na-aru oru di ka ukpuru nduzi nye
ndi onu na-eru n’okwu, ma burukwa ukpuru
gosiputara ihe a choro dika a na-atule odinihu
nke intaneti na mba Afrika.

13.
Nkwekorita jikoro mpaghara obodo

Afrika nwere ulo oru di iche iche di na
mpaghara ya, ndi a na-akpo RECs (the regional
economic communities) - ndi a bu Southern
African Development Community (SADC),
Intergovernmental Authority on Development
(IGAD), Economic Community of Central
African States (ECCAS), Arab Maghreb Union
(AMU), Community of Sahel-Saharan States
(CEN-SAD), Common Market for Eastern
and Southern Africa (COMESA), East African
Community (EAC) na Economic Community
of West African States. (ECOWAS). Ufodu
n’‘ime otu ndi a nwere nkwekorita nke ha di
ka ECOWAS Regional Critical Infrastructure
Protection Policy'® na ECOWAS Cybercrime
Directive (nke e hibere na 2011), EAC’s Model
ICT Policy Framework', na SADC nke nwere
iwu a na-akpo Model Law on Computer Crime
and Cybercrime (2012)%.

E meputara nkwuputa nchikwa intaneti nke 14.

otu AU (African Union Declaration on Internet

12 https://cipesa.org/wp-content/files/briefs/Five_Takeaways_From_the_2022_African_Union_Data_Policy_Framework_Brief.
pdf

13 https://africaninternetrights.org/about/

14 https://www.veritaszim.net/sites/veritas_d/files/Windhoek-Declaration%281%29.pdf

15 http://www.mediaombudsmannamibia.org/pdf/African_Charter_on_Broadcasting.pdf

16 https://www.africanplatform.org/fileadmin/Content/PDF/APAI-Declaration-English.pdf

17 https://au.int/sites/default/files/newsevents/workingdocuments/33025-wd-african_declaration_on_internet_governance_en_0.
pdf

18 https://www.ocwarc.eu/wp-content/uploads/2021/02/ECOWAS-Regional-Critical-Infrastructure-Protection-Policy-EN.pdf

19 https://eaco.int/admin/docs/publications/EAC_MODEL_ICT_POLICY.pdf

20 https://www.itu.int/en/ITU-D/Cybersecurity/Documents/SADC%20Model%20Law%20Cybercrime.pdf
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N’ogo steeti, iwu ikike mmadu, iwu nchekwa
data mba na mgbe ufodu iwu cybercrime na-
amanye ufodu akuku akwukwo iwu, nkwuputa
na ukpuru ndi a. Dika ozi nke ulo oru Data
Protection Africa biputara, ka ¢ na-erula
January 2024, mba Afrika iri ato na ise ehibela
iwu nchebe data mba. N’otu aka ahu, mba ato
edeputala usoro iwu maka nchebe data?'.

21 https://dataprotection.africa/
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15.
Ndi na-eme ihe metutara nchekwa diiital

Otutu ndi na-eme ihe nchekwa dijital nwere atumatu iji belata adighi ike na ihe egwu nke ndij nta akuko
na ndi na-akwalite ikike mmadu na-agabiga. E nwere ike ikpoturu ndi ulo oru ndi a maka ndumodu
na/ma o bu enyemaka n’ihe metutara mwakpo data, mkpesa ihe mere, okwu gbasara ime iwu, wdg.

AccessNow??

AccessNow na-enye akara ekwenti enyemaka maka nchekwa dijital nke mmadu

nwere ike ikpo oge niile, nnyocha iwu dabere na akaebe, nkwado na enyemaka accessnow
nye ndi otu na-aru oru n’ime obodo nakwa ndi otu nkwalite na-aru oru n’ime ebe

mgbaha iwu ikike dijital kacha njo.

AfricanDefenders?

AfricanDefenders bu otu ndi na-agbachitere ikike mmadu na mba Afrika nke (W) AFRICANDEFENDERS
ulo oru ise* si na mpaghara Afrika mejuputara. AfricanDefenders raara onwe 'p ====s=mmms=s
ya nye nkwalite na nchekwa nke ndi na-agbachitere ikike mmadu (HRDs)

gburugburu mba Afrika.

Africa Digital Rights Hub (ADRH)>

The Hub bu ogbako “echiche na omume” na-abughi maka uru nke na-akwalite LS
nnyocha na mwulite amamihe gbasara ikike dijital na mba Afrika. N’ilekwasi A fric
anya na mmetuta nke teknuzu dijital nwere na ndi mmadu, Hub na-akpokota :::::il
ndi nnyocha, ndi onu ruru n’okwu, ndi na-eme iwu, otu mba na otu mba uwa iji :;:u
dozie nsogbu ikike dijitalu na-agabiga na mba Afrika. HUB

African Digital Rights Network (ADRN)?

Nke a bu ogbako ndi nkwalite, ndi gkachamara na ndi nnyocha na-eme "o digie
nchoputa banyere ikike dijital na Africa. Ha na-agu akwukwo ichoputa ihe s

" nefvadrk

22 https://www.accessnow.org/

23 https://africandefenders.org/

24 https://africandefenders.org/members/

25 https://africadigitalrightshub.org/

26 https://www.africandigitalrightsnetwork.org/
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ohury, na-emeputa akuko puru iche, ma na-ebiputakwa otutu akwukwo ikike
dijital enweghi atu.

Africtivists?

Africtivists bu ogbako ndi na-akwalite isiokwu n’intaneti nakwa ndi na-ede
blogu metutara ochichi onye kwuo uche ya na mba Afrika. Ndi nkwalite cyber-
activists 200 si na mba 35 dj iche iche mejuputara ogbako a.

Association for Progressive Communication (APC)%

Ndi otu APC na-aru oru iji wulite uwa nke mmadu niile nwere ike igbanye ukwu
n’ike okike nke ICT n'uzo di mfe, dirikwa nha na onu ala iji mee ka ndu ha
dikwuo mma ma wulitekwuo obodo onye kwuo uche ya nke onye gbula bu otu.

Association of Media Women in Kenya (AMWIK)?®

AMWIK bu otu mgbasa ozi mba na-elekwasi anya n’ikwalite olu umu nwanyi
n’obodo nakwa jkwalite ntinye aka ha na idu ndu na ime mkpebi n’obodo.

Association of Privacy Lawyers in Africa (APLA)*

APLA bu otu ndi toro ntoala n’afgo 2022 nke ebumnuche ha bu igba mbg n’otu
olu maka ikowaputa, ikwalite na imezi oru okaiwu nzuzo data na mba Afrika
niile.

Article 193

Article 19 gbagidere ukwu n’'uzo nnwere onwe abug: nnwere onwe ikwu okwu,
na nnwere onwe imata ihe. Ebumnuche Article 19 bu ime ka ndi mmadu n’ebe
nile kwuputa uche ha n’atughi ujo nakwa biri ndu ha na-atughi egwu ikpa 6ke.

CoCreation Hub Nigeria®

A na-akpokari ya Cc-HUB ma ¢ bu HUB, o bu ogbako intaneti ebe ndi na-ahu
maka teknuzu na-ekerita ero maka idozi nsogbu mmekorita oha na eze na

27 https://www.africtivistes.org/
28 https://www.apc.org/

29 http://amwik.org/

30 https://aplafrica.com/

31 https://www.article19.org/
32 https://cchub.africa
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Nigeria ma karia.

Collaboration on International ICT Policy for East and Southern Africa
(CIPESA)3

CIPESA bu ulo oru iwu intaneti nke di na Kampala Uganda. CIPESA na-
akwalite omeiwu ICT nke di ire, zuokwa oha maka idozi ochichi, ibi ndu, na
ikike mmadu na mba Afrika.

Committee to Protect Journalists (CPJ)%*

CPJ bu otu ngoro onwe ya, nke anaghi akwu ugwo, na-abughi nke goomenti,
dikwa na New York City ma nwee ndi nta akuko no gburugburu uwa. CPJ na-
akwalite nnwere onwe mgbasa ozi ma na-agbachitere ikike ndi nta akuko no
gburugburu ywa niile.

Cyber Security Africa®

Cyber Security Africa bu ulo oru na-ahu maka nchekwa ozi na-enyekwa oru na
ngwaahija di iche iche iji nyere ndi otu dj iche iche aka ichekwa aku ha bara uru.

Defenders Coalition, Kenya®*

Defenders Coalition bu otu njiko di na Kenya nke ebumnuche ya bu ime ka
amamihe nke ndi na-agbachitere ikike mmadu sikwuo ike, ka ha nwee ike iry
oru nke oma ma belatakwa adighi ike ha nye mkpagbu, gunyere nkwado maka
onodu omeiwu na iwu di mma.

Digital Society of Africa (DSA)*”

Ulo oru ndi DSA na-aru oru ikwado nnosi ike na ikike nke ndj bu oru nkwalite
n’isi, ndi na-agbachitere ikike mmadu na ndi otu ndi 0zo no n’ihe ize ndu na
mpaghara Afrika ahu iji choputa n‘’onwe ha, ma zaghachikwa iyi egwu na
mwakpo dijital.

33 https://cipesa.org/

34 https://cpj.org/

35 https://www.cybersecurityafrica.com/
36 https://defenderscoalition.org/

37 https://digitalsociety.africa/
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Digital Security Alliance (DSA)*

DSA bu njiko nke ulo oru di iche iche na ndi pkachamara nchekwa dijital na
Uganda, ndi na-aru oru iji chekwaa aku dijitalu nke oha obodo, nke ndi na-
agbachitere ikike mmadu, nke ndi nta akuko na ndi 0z¢ na-akwalite ikike dijital
n’ihu iyi egwu si n’aka ulo oru ndi dj ike, ndi omekome, ndi isi obodo na ndi 0zo
onu n’eru n’okwu na-abughi obodo.

Freedom House?®®

Freedom House bu otu abughi nke gommenti, anaghi akwu ugwo nke dj na
United States na-eme nnyocha na ikwado ochichi onye kwuo uche ya, nnwere
onwe ndoro ndoro ochichi na ikike mmadu.

Frontline Defenders*®

Frontline Defenders bu otu na-ahu maka ikike mmadu nke toro ntoala na
Dublin, Ireland na 2001. Otu a na-echebe ndi na-aru oru n’emeghi ihe ike iji
kwado ikike mmadu nke ndi 0zo di ka e deputara na akwukwo iwu Universal
Declaration of Human Rights.

Gambia Cyber Security Alliance*!

Ebumnuche otu ndi Gambian Security Alliance bu ibawanye mmata na nghota
nke ndi Gambia gbasara nchekwa cyber, iyi egwu cyber, nnyoputa 0joo, na
inyekwa ha ike ino na nchekwa na mkpuchite n’intanet.

Gambia Press Union*?

Gambia Press Union bu otu azumaahia maka ndj nta akuko no na Gambia,
nke otu ndi nta akuko hiwere n’afo 1978, na nke nwekwara ebumnuche ikwalite
mgbasa ozi nnwere onwe ya ma sie ike.

nchebe na nkwalite ikike mmadu na Sierra Leone.

38 https://www.defendersprotection.org/dsa/

39 https://freedomhouse.org/

40 https://www.frontlinedefenders.org/

41 https://twitter.com/CyberGambia

42 https://gpu.gm/

43 https://grassrootsjusticenetwork.org/connect/organization/pan-african-human-rights-defenders-
network/
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Kenya ICT Action Network (KICTANET)*

Kenya ICT Action Network bu ogbako echiche na atumatu maka ndi nwere
mmasj na, ma na-arukwa oru omeiwu na nhazi ICT. Qru ya hiwere isi n'ukpuru
ano: nkwado iwu, iwulite amamihe, nnyocha, na nzuko ndi onu na-eru n’okwu.

Media Foundation for West Africa (MFWA)*

MFWA bu otu e hiwere n’afo 1997 nke di na Accra Ghana. Q bu ogbako na-
anochi anya mpaghara mba na-abughi nke goomenti nke oru ya bu ikwalite na
igbachitere ikike nnwere onwe nkwuputa okwu nke mmadu niile, okachasi ndi
mgbasa ozi na ndi na-agbachitere ikike mmadu na West Africa.

Media Defence?¢

Media Defence bu ulo oru na-abughi nke goomenti nke e hibere n’afo 2008
iji nye ndi nta akuko na ndi mgbasa ozi nooro onwe ha enyemaka iwu. Q na-
akwadokwa ozuzu na iwu mgbasa ozi ma na-akwalitekwa nkekorita ozi, ngwaoru
igba akwukwo na atumatu maka ndj oka iwu na-aru oru na ikpe metutara nnwere
onwe mgbasa ozi.

Paradigm Initiative (PIN)*

PIN bu ulo oru nke na-ewulite usoro enyemaka nke ICT na-akwadokwa ikike
dijital iji dozie ndu ndi ntorobja ihe anaghi erute aka. Omume nkwado ikike dijital
nke PIN lekwasiri anya na mwulite nke iwu gha gbasara nnwere onwe intaneti
na Africa.

PeaceWomen#

KICTANet

’
DEFENCE

PeaceWomen bu emume gbasara Umu nwanyi, Udo na Nchebe nke ndi 4

Women’s International League for Peace and Freedom (WILPF)*, otu zuru uwa
onu na-ahu maka udo nke nwanyj.

44 https://www.kictanet.or.ke

45 https://www.mfwa.org/

46 https://www.mediadefence.org/
47 https://paradigmhqg.org/

48 https://www.peacewomen.org/
49 http://wilpf.org/

by PoacoWamen
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Pollicy*

Pollicy bu otu umu nwanyi ndi oka mmuta teknuzu, ndi oka mmuta data science,

ndi na-emeputa nka na ndi gka mmuta na-aru oru na njiko nke data, design na f
teknuzu iji meputa ndu ka mma site na iwulite omenala nke iji data eme ihe [* LIS
n’uzo ziri ezi, ikwalite omume nchikwa data kwesiri ekwesj na ikwado iwu ndi

na-ewulite oru data na ndi na-aru ya.

Safe Sisters5!

Safe Sisters bu emume mkpakorita nke umu nwanyi na-agbachitere ikike
mmadu, ndj nta akuko, ndi oru mgbasa ozi na ndi bu okwu n’isi. A na-azu ndi '(: SAF
otu a ka ha ghota ma zaghachikwa ihe ima aka nchekwa dijital na-eche ha . 5|STFRS
n’ihu na oru ha na ndu ha kwa ubochi.

Women of Uganda Network (WOUGNET)>2

WOUGNET na-akwalite iji ozi na teknuzu nkwukorita n’etiti umy nwanyj na =
umu agbogho di ka ngwa oru iji kesaa ozi ma dozie nsogbu ndi di ka nha nwoke
na nwanyi na mbawanye na-adigide adigide.

Zambian Cyber Security Initiative Foundation®?

ZCSI bu ulo oru na-enye ihe omumu na ngwa oru iji nodu na nchebe na
mkpuchite onwe n’uwa dijital nke oge a ma chebekwa ndi mmadu na ulo oru
site na gghom ihe egwu nke cyber na-ebute.

50 https://pollicy.org/

51 https://safesisters.net/

52 https://wougnet.org

53 https://zcsi-foundation.org/
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Kwa afo, gburugburu Afrika, a na-ahazi otutu emume metutara ikike na nchekwa dijital, ebe a na-
akpoko ndj onu na-eru n‘’okwu si n’ebe dij iche iche ikparita nkata gbasara iwu, usoro na-aputa ma

na-enye Qzuzu.

African School on Internet Governance
(AfriSIG)>

AfriSIG bu atumatu nkuzi nke otutu ndi onu
n’eru n‘'okwu hibere nke ebumnuche ya bu inye
ndi Afrika ohere inweta amamihe na obisike
isonye nke oma na usoro nchikwa intaneti na
arumuka n’ogo mba, mpaghara mba na uwa
niile.

Ulo akwukwo nchikwa intaneti ndi 0zo ndi no
n‘’ogo mpaghara mba na mba gunyere:

- West Africa School of
Governance (WASIG)®%®

- Kenya School of Internet Governance
(KeSIG)*®

- Nigeria School on Internet Governance
(NSIG)*

- South Sudan School of
Governance (SSSIG)%®

- Arusha Women School of Internet
Governance (AruWSIG)®%®

Internet

Internet

Digital Rights and Inclusion Forum (DRIF)&°

DRIF bu ogbako a na-asu asusu abuo nke ndi
Paradigm Initiative na-akpo n’onwa April kwa

54 https://afrisig.org/

55 https://waigf.org/about-wasig/
56 https://kigf.or.ke/kesig/

57 https://sig.ng/

58 https://ssigf.org.ss/about-ss-sig/
59 https://www.ksgen.or.tz/aruwsig/
60 https://drif.paradigmhq.org/

61 https://internetfreedom.africa/

afo. DRIF bu ebe oha obodo, ulo oru teknuzu,
goomenti, ndi nkuzi n'ulo akwyukwo mahadum
na ndi 0zo onu na-eru n’okwu na-atule isi okwu
siri ike zukwara uwa onu gbasara ikike intaneti,
okachasj na mba Afrika.

Forum on Internet Freedom in Africa
(FIFAfrica)®'_

FIFAfrica bu ogbako ndi CIPESA na-akwado
kwa afo n‘onwa Septemba nke na-elekwasi
anya n’ikwalite intaneti mepere emepe ma na-
erute mmadu niile aka na mba Afrika.
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17
Akuko mmuta ihe ghasara ikike dijital

Mgbali nke ufodu ndj isi obodo na-agbali iji
gbado ikike nke ndi nta akuko na ndi na-
agbachitere ikike dijital site na mmanye iwu,
mmechi intaneti na omuma ulo ikpe, gunyere
uzo ndi 0zQ, na-egosiputa site na ihe ima atu
ndi a gburugburu Africa:

Cameroon: Na mba a, 0 gaghi ekwe omume
ka ulo oru mgbasa ozi na-agbaso iwu nchikota
akuko di mkpa na nke onwe ya na-agabigaghi
oke ihe egwu na mkpagbu ma ¢ buru na akuko
ya ewuliteghi mmasji nke goomenti na ndi
nnochiteanya ya. Onodu mmegbu a na-eme ka
mmady nyochaa onwe ya ma na-ebute otutu
ulo oru mgbasa ozi ime ihe ndi ochichj ma ¢ bu
ndi no ha nso choro. Ndi nta akuko Cameroon,
karisia ndi na-akato gomeenti ma o bu na-
ekwuputa okwu, na-angkari n’ihe ize ndu nke
okwu onu ma 0 bu nke anu ahu. Omumaatu bu
onye nta akuko a na-akpo Martinez Zogo, nke a
chotara ozu ya e gbukasiri egbukasi ka ubochi
ise a tooro ya gasiri na onwa January n’afo
2023%. Dij ka onye isi nke ihe nkiri redio na-ewu
ewu kwa ubochi, nke a na-akpo Embouteillage
(ma o bu Gridlock na Bekee), 0 na-ebu agha
mgbe niile megide nruru aka na ebubo oririego,
n‘asoghi anya ikpoputa aha ndi di mkpa
n‘obodo. Ogbugbu nke Martinez Zogo wuru
otutu ndi mmadu akpata oyi dika ndi NGO na-
aga n’ihu na-ekwuputa okwu megide mgbachi
nke nnwere onwe mgbasa ozi na nnwere onwe
ikwu okwu®2,

Egypt: Na August 22, 2023 ndi uwe 0jii yi uwe
nkiti nwuchiri Gamal Abdelhamid Ziada, nna
onye nta akuko Egypt na-arury onwe ya nke
a na-akpo Ahmed Gamal Ziada, n’'okporo uzo
di na Giza, di ka akuko na tweet nke onye nta
akuko® si kwuo. N’echi ya, ndi okaiwu boro nna

Gamal Ziada ebubo iji social media mee ihe
n’'uzo na-ezighi ezi, igbasa akuko ugha na jbu
onye otu a machibidoro iwu, ma nye iwu ka a
kpochie ya dika a na-eche ubochi a ga-ekpe ya
ikpe. Ahmed Gamal Ziada na-ezisa ozi gbasara
ihe nsogbu ikike mmadu na iwu mba ofesi nke
Egypt nye webusaiti akuko ndi di na mpaghara
noro onwe ha, ndi gunyere Raseef, Daraj na
Middle East Eye®. Goomenti Egypt gara n’ihu
na-emechi ndi nkato onu site na mwuchi na
ebubo ezighi ezi nke ndj nta akuko na ndi na-
ede blogu, ebe ndi omeiwu weputakwara iwu
siri ike nke na-aga n’ihu na-ebelata nnwere
onwe ikwu okwu na jnweta ozi. Tinyere iji ulo
ikpe nchekwa steeti, ebe enweghi ike ikpeghari
ikpe, ndi ochichj na-aga n’ihu na-ekpe puku ndi
nkiti ikpe n’ulo ikpe ndi agha. Usoro ulo ikpe
abuo a bu ihe mkpagbu ma dakwa mba n’irute
ukpury usoro nlereanya, dika akuk¢o Human
Rights Watch 2019 si kwuo®®.

Nigeria: Ejirila teknuzu nnyocha nyochaa ndi
na-ekwusi okwu ike n’udo, ndi na-azo okwa
ndoro ndoro ochichi, na ndi nta akuko. A na-
ahoputa ha imekpa ha ahuy, inwuchi ha na
imegbu ha n’uzo megidere iwu mba uwa na iwu
na-achi ndi na-ebubata ngwa nnyocha teknuzu.
Nigeria bu onye isi n’izyu ahia ngwa nnyocha
teknuzu gbula, nke gunyere ngwa njichi intaneti
na ekwenti, nnyocha social media, nke a na-
akpo biometric ID data, na 0zo a na-akpo ‘safe
city’ nke na-enyocha ndi mmadu no ebe mepere
emepe. Ima aty, Omoyele Sowore, onye na-
akwalite ikike mmadu nke zokwara gkwa onyeisi
ala, choputara na goomenti Naijiria agbachiela
njirimara biometric ya na January 2022. Nke a
putara na kaadi njirimara obodo ya, kaadi ntuli
aka ya na-adigide adigide, paspotu mba ofesi
ya na akwukwo ikike inya ugbo ala ya so na
ndi a gbachiri, nke gbochiri ya iga njem, ikwo
ugboala ma o bu itu vootu®’.

Tanzania: Dika akuko ndi US State Department

62 https://rsf.org/en/country/cameroon

63 Cameroonian prosecutors wind up probe into the murder of Martinez Zogo | Africanews

64 leadld s1da ot Wauaus gas Zald Sl

65 https://cpj.org/2023/08/egyptian-authorities-arrest-father-of-freelance-journalist-ahmed-gamal-ziada/

66 https://www.hrw.org/world-report/2019/country-chapters/egypt

67 https://www.ids.ac.uk/press-releases/nigeria-spending-billions-of-dollars-on-harmful-surveillance-of-citizens/

20 | AYETA: NGWAORU IKIKE DIJITAL


https://rsf.org/en/country/cameroon
https://www.africanews.com/2024/03/02/cameroonian-prosecutors-wind-up-probe-into-the-murder-of-martinez-zogo//
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
https://www.alaraby.co.uk/society/%D8%A7%D8%B9%D8%AA%D9%82%D8%A7%D9%84-%D9%88%D8%A7%D9%84%D8%AF-%D8%A7%D9%84%D9%86%D8%A7%D8%B4%D8%B7-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%C2%A0%D8%A3%D8%AD%D9%85%D8%AF-%D8%AC%D9%85%D8%A7%D9%84-%D8%B2%D9%8A%D8%A7%D8%AF%D8%A9
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deputara n’afg 2022 gbasara omume metutara
ikike mmadu®, na June 27, 2022 goomenti
zigara ulo oru DarMpya media akwukwo ozi na-
ebo ulo oru mgbasa ozi a ebubo ugha gbasara
ngaghari iwe e mere na June 17 n’ezi ulo oru
nnochianya Kenya nke di na Dar es Salaam.
Ngaghari iwe a metutara esemokwu di n’etiti
ndi bi na Maasai na ndi ochichi na Loliondo.
Goomenti boro DarMpya ebubo iry oru na-
enweghij ikike ma machibido ulg oru ahu ibiputa
akuko n’intaneti. DarMpya tinyere akwukwo
imeghari ikike mbiputa ya n’August nke otu
afo ahu, nke ndi Tanzania Communications
Regulatory Authority (TCRA) mechara ju

Uganda: Goomenti Uganda gbachiri intaneti
na ngwa social media n’'oge ntuli aka onyeisi
ala na ndi omeiwu na January 2021, nke
gbochiri nkwukorita na inweta 0zi®®. Ozi netwok
nke sitere na NetBlocks Internet Observatory
kwetara na mmachi social media na ogbako
nkwurita okwu intaneti nke sitere n’aka ulo oru
ndi na-eweta intaneti zuru ebe niile na Uganda
site na Tuesday 12 January, ubochi abuo tupu
ntuli aka ahu ebido. Nchoputa nke NetBlocks
na-ekpughe oke mmachi sitere n’iwu™ nke
ulo oru Uganda Communications Commission
nyere tupu ntuli aka ebido n’ubochj 14th™. E
wepury mmachi ahu n’ubochi Monde ka ntuli
aka gasiri, ihe kariri awa 100 ka etinyechara ya.
Ndi ochichj rioro mgbaghara maka nsogbu ahu
ma kwuo na mmachi ahu bu iji gbanarj nnyonye
anya ndi €zi na ntuli aka ahu, by nke e kwuru
na onye ndu ogologo oge bu Yoweri Museveni
meriri onye obu abu a ma ama nke ghoro onye
ndoro ndoro ochichi a na-akpo Bobi Wine™.
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18.
AKwukwo iwu nlereanya

Qru diiri ndi na-akwado ikike dijital, ndi nta
akuko na ndi 0zo na-ary ory gbasara ihe
metutara oha na eze na-aputa ihe karia mgbe
a na-ahu ha dika ihe na-egbo otutu mkpa chere
mmadu ihu.

Nke a bu ngwaoru iji ruputa akwukwo iwu di
ire. Omumaaty akwukwo iwu ndi a gunyere:

e Africa’s Absence in
Technologies™

Emerging

e Assessing The United Nations Cybertreaty
Process™

e Artificial Intelligence in Kenya™

e Censorship and Content Moderation in
Angola, Central African Republic and
Democratic Republic of Congo”

e Towards an Inclusive National Action
Plan on Business and Human Rights in
Nigeria™

19.
Nkwuputa Nkwekorita Niereanya

Mmuba di n’ochicho goomentj Afrika ichikwa
social media site na iwu na-edoghi anya ma
0 bu isiokwu sara oke mbara na-enyere aka
ibelata mmepe intaneti, ikpuchi mwakpo ikike
mmadu na imeputa ihe mgbochi nye odimma
ogologo oge na mkparita uka udo. A na-ewusi
ike imegide omume a mgbe ndi onu na-eru

68 https://www.state.gov/reports/2022-country-reports-on-human-rights-practices/tanzania/

69 https://www.hrw.org/world-report/2022/country-chapters/uganda

70 https://www.reuters.com/article/us-uganda-election/uganda-bans-social-media-ahead-of-presidential-election-
idUSKBN29HOKH

71 https://www.business-humanrights.org/en/latest-news/uganda-shuts-down-internet-ahead-of-general-election/
72 https://www.reuters.com/article/us-uganda-internet-rights-trfn-idUSKBN29P1V8/

73 https://socialwork.utoronto.ca/wp-content/uploads/2021/06/Policy-Toolkit-Final-v2-Apr27.pdf

74 https://paradigmhq.org/report/policy-brief-africas-absence-in-emerging-technologies/

75 https://paradigmhq.org/report/policy-brief-assesing-the-united-nations-cybertreaty-process/

76 https://paradigmhq.org/report/policy-brief-artificial-inteligence-in-kenya/

77 https://paradigmhq.org/report/policy-brief-censorship-and-content-moderation-in-angola-central-african-republic-and-

democratic-republic-of-congo/

78 https://paradigmhq.org/report/policy-brief-towards-an-inclusive-national-action-plan-on-business-and-human-rights-in-nigeria/
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n’okwu jikotara gnu n’otu olu.
Omumaatu nke nkwuputa njiko aka emere iji lebara okwu ndi dj ott ahu gunyere:

- Akwukwo ozi mepere emepe nke gbasara igbochi Telegram na Kenya’™, nke e dere n’afg
2023 nakwa nke otutu ulo oru bianyere aka.

- Nkwuputa e mere n’afg 2023 n’aha mba 59 nke e gosiputara na UN Human Rights Council
na nke gbasara nnukwu ihe egwu na-eso onyunyo teknuzy na mkpa nchekwa dij dika a na-gji
ngwa ndj a aru ory®.

- Otu mba uwa ndi ulo oru na ndi gkachamara na-akpoku goomenti India ka ha wepu iwu a
na-akpo 2023 Telecommunications Bill ma chekwaa ikike mmadu di ezigbo mkpa?'.

- Nkwuputa nke ndi otu NetRights Coalition na-akato mwakpo teknuzu dijital nke ndj onu na-
eru n'okwu na Zimbabwe n’oge ntuli aka afo 2023%.

- Nkwuputa nke otu NetRights Coalition mere n’afo 2023 nke megidere iwu mmachi social
media na mba Nigeria®.

79 https://www.accessnow.org/press-release/open-letter-clarification-on-telegram-blocking-in-kenya/

80 https://freedomonlinecoalition.com/joint-statement-heightened-risks-associated-with-surveillance-technologies-and-the-
importance-of-safeguards-in-the-use-of-these-tools/

81 https://www.accessnow.org/press-release/india-must-withdraw-the-telecommunications-bill-2023/

82 https://paradigmhq.org/press-release-the-netrights-coalition-condemns-raids-of-digital-technologies-of-civil-society-actors-in-
zimbabwe-during-the-2023-elections/

83 https://paradigmhq.org/the-netrights-coalition-strongly-condemns-the-call-for-blanket-social-media-regulation-in-nigeria/
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ISI NKE

II CHEKWA
NA NCHEBE

Nchekwa dijital, nke a na-akpokwa nchekwa intaneti, nchekwa n’intaneti ma ¢ bu nchekwa cyber,
na-akowa uzo omume na ikpachara anya dij iche iche nke mmadu na-agbaso mgbe ha no na intaneti
iji hu na ozi nke onwe di mkpa na nke ngwaoru ha bu nke e chekwara echekwa.

Dika akwukwo ozi eserese e meputara na bu na ndi 0joo, ndi omekome, ihe iyi egwu na
2023 nke isiokwu ya bu “Gini na-eme na nkeji aghugho intaneti na-ezobekwu karia ka o di na
intaneti” kwuru®4, a na-ezipu ozi email nde mbu.

241.2, tweet 347,222, na ozi ederede nde 18.8

kwa timtim 60 obula. Site na onu ogugu ITU

20238 nke na-egosi na ihe kariri ijeri mmadu

5.4, ma g bu pasent 67 nke ndi bi n’uwa jikotara

onu na ntaneti. Naani ihe nke a nwere ike iputa

84 https://ediscoverytoday.com/2023/04/20/2023-internet-minute-infographic-by-ediscovery-today-and-ltmg-ediscovery-trends/
85 https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

2 | AYETA: NGWAOQRU IKIKE DIJITAL


https://ediscoverytoday.com/2023/04/20/2023-internet-minute-infographic-by-ediscovery-today-and-ltmg-ediscovery-trends/
https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

ISI NKE II: CHEKWA NA NCHEBE DIJITALU

THE INTERNET IN2 O 2 3 EVERY MINUTE

= , :
22,831 241.2M ‘

M Emails sent

ChatGPT
271,209 18.8M

I0NE B A ndvald Exl messages

ra
( 4 B drminilodnls soant
i |

~— " 3.02M i

phatos created |
with emartphorog e i B

i 60 ;-.__‘I 694,000 I' n :I
] | video hours viewed "-.,____ _______,.-'

s SECONDS /4
rhats an ."'-.',__ F !4?,222

B e R B
y Hilcrosoft Teams g 2 Faumnl

2.4M
Google searches

!
34,247

Elach micsanpes

iy 10.4M

rrEeling ininules 1'103‘5 vhe ving

fake ACCOUNS il LT
Folirrs g

Created by: eDiscovery Today & LTMG

AYETA: NGWAORU IKIKE DIJITAL 25



ISI NKE II: CHEKWA NA NCHEBE DIJITALU

21
Ihe egwu nchekwa dijital

Nke a bu ufodu ihe egwu nchekwa dijital onye
0 bula kwesiri ima:

1.Malware

Malware bu mkpumkpu aha putara “ngwaoru
0j00.” O bu ihe ndi bekee na-akpo program ma
0 bu file e mebere ka ¢ buru nke na-akpaghasi,
wakpoo ma merug igwe komputa na ekwenti. A
na-ebufekari ya site na mgbakwunye ozi email,
ozi ngwa ngwa (IM), mbudata, phishing na ebe
nruoru web na-eduhie eduhie. Malware na-
ebute mmeru site na ibibi data di na ngwaoru
ndi o metutara nakwa site n’ibawanye mkpochi
netwoku nke nwere ike ibute nkuchi netwoku
zuru oke. Ozokwa, malware nwere ike ikwe ka
ndi mwakpo nweta ozi obula ha choro site na
komputa mepere emepe, nke gunyere ozi nke
onwe, data na isi oru nke onye nta akuko.

Udi malware gunyere:

Adware - Nke a bu udi software na-etinye onwe
ya n’uzo 9joo na ngwaory gi. E mebere ya ka
0 gosiputa mgbasa ozi na mmaputa mmadu
achoghi.

Cryptojacking - Udi malware nke a na-ejichi
ngwaoryu maka iji ya mee ihe a na-akpo bitcoin
mining, na-abawanye oge ngwaoru ji aru oru
nke ukwu, nke na-eme ka o kwusilata ma na-
agbapu batrj ya.

Ransomware - Udi malware nke e mebere iji
gbochie ibanye n’akuku niile, ma 0 bu na otu
akuku nke igwe komputa ruo mgbe a kwuruy
ego a kporo aha, n’agbanyeghi na ikwu ugwo
anaghi ekwe nkwa na a ga-eweghachite ike
mbanye. N’ihi na ndi mwakpo ahu na-acho
ibawanye ego ha ga-anata ndi mmad, ndi a na-
egbochikari bu otu buru ibu (ulo ory, ngalaba,
koleji, azumahija) ndi e ji n’aka na ha nwere
ego, tinyere na igbochi komputa ha ga-efu ha
oke ihe. N’agbanyeghi nke a, ndi mmadu n’otu

86 https://www.britannica.com/technology/spyware
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n’otu ka bukwa anu nta nke ransomware n’ihi
na ha nwere ike ibu uzo e si abanye n’ime igwe
komputa ulo oru.

Spyware - Nke a bu software 0joo arunyere na
nzuzo na komputa ma @ bu ngwaoru mkpanaka
mmadu iji nweta ozi hzuzo nke onye nwe ya,
di ka ndeputa weebusaiti o gara, paswodu na
akara credit card®.

Trojans - Ndj a bu ndeputa aghugho ebudatara
na ngwagru nke na-emepere onye mpu intaneti
anoghi ngwaoru nso uzoQ, na-edobe ngwaoru
ahu n’otutu omume 0joo ma 0 bu omume mbibi,
ma o burugodu naani inyo (nledo) omume ma @
bu mmekorita na ngwaoru ahu.

Viruses - Udi malware nke na-ejikota onwe
ya na ndeputa 0zo ma nwee ike igbasa n’etiti
ngwaoru ma mebie data na ngwanrg. Q buru
na akwusighi nje virus ngwa ngwa, otutu ozi-e
mail na-awubata nwere ike iju igwe server, na-
akpaghasj oru email mmadu niile.

Worms - Komputa worm bu udi malware
nke na-amuba onwe ya dika @ na-agbasa na
komputa ndi 0zo site na otu netwok gaa n’0zo.

Ka i ga-esi amata na nje Malware abatala na
komputa gi.

e Oru system na-adighi ngwa ngwa ma o bu
nke kwusiri otu ebe

e Mgbasa o0zi spam na mmaputa ozi
eremahia.

e Nkusa komputa ugboro ugboro.
e Akara ngosi amaghi ama na desktopu.

e Ntughari site na webusaijti ama ama gaa
na nke amaghi.

e File ma ¢ bu folder emeputara na-anaghi
ikike gi.

Ike battery nke na-agwu ngwa ngwa.

lhe iyi egwu onyunyo dijital


https://www.britannica.com/technology/spyware

Nke a gunyere nsoghari onodu, mmata ihu,
onyunyo oha mmadu na nkwusi nzikorita ozi.
Onyunyo nwere mmetuta 0joo na ikike ndi
edemede na ndi nta akuko ime nnyocha na
ibiputa akuko, ma na-eme ka o sikwuoro ha ike
ichebe ebe ha si enweta akuko.

Mwakpo social engineering

‘Social engineering’ bu usoro a na-eji eduhie
ndi oru iji kpughee ufodu ozi, mee ihe a kporo
aha maka ihe na-ezighi ezi, ma ¢ bu mepeere
malware uzg. Nke a nwere ike jbu mbg onye
a maghi na-agba iji naputa gi ozi nke i gaghi
ekekorita n’intaneti, dika ozi gbasara kaadi
kredit, ubochi omumu, ebe ezumike kacha
amasij gi, aha anu ulg. Ha choro ozi ahu n’ezie?
Aziza nye ajuju ndi a nwere ike ibute mwakpo
account.

Ufodu uzo e si eme social engineering gunyere:

Mwakpo phishing - Mgbasa “Phishing” ma
0 bu “spear phishing” na-ejikari njiko ma ¢ bu
mgbakwunye na e-mail ma ¢ bu na mgbasa
ozi oha(social media) nke bu malware. Ozugbo
mmadu meturu aka na njikg ndi a, ha nwere ike
imebi nnukwu ihe®.

Smishing: A makwa smishing di ka SMS-
phishing, 0 bu udi mwakpo social engineering
nke a na-eme site na ozi SMS. Ndi aghugho
na-agbali ighogbu onye oru imetu aka na njiko
na-ebuga ha na websaiti 0joo na mwakpo as@.

Vishing - Udi phishing nke a na-aghogbu ndi
mmadu n’otu n’otu iji kpughee ozi di mkpa site
na ekwenti ma o bu site na ozi olu.®®

Baiting - Udi mwakpo social engineering nke
ndi aghugho na-ewere ihe bara uru nye onye
ha na-acho ighogbu ka onye ahu nye ha ozi
nke onwe di mkpa. Ima aty, onye ahu nwere
ike nweta ozi-email na-ekwe ha nkwa kaadi
onyinye efu ma ha metu aka na ipi njiko.%
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Pretexting - Udi mwakpo social engineering
ebe ndi omempu cyber na-enomi ebe ma o bu
ndi a puru itukwasi obi iji mee ka ndi ha choro
ighogbu kesaa ozi bara uru ma ¢ bu ozi di
ezigbo mkpa®'.

Mwakpo ‘domain’ adigboroja

Domain adigboroja bu webusaiti ndi e meputara
ka ha di ka ndi ziri ezi ka e were ha mee ihe 0joo.
Ndi mgbasa 0zi ngoro onwe ha na webusaiti oha
mmadu na-abukari ndi ihe metutara. Websaiti
adigboroja na-ezipu malware ma ¢ bu biputa
0zi ugha na mbo iji mebie websaiti mgbasa ozi
ziri ezi ma @ bu oru otu onye nta akuko.

Mwakpo Man-in-the-Middle (MitM)

Mwakpo Man-in-the-Middle bu mwakpo cyber
nke onye mwakpo nwere ike ijichi ozi di n’etiti
mmadu abuo ma ¢ bu karia bu ndi kwenyere na
ha onwe ha na-ezikorita 0zi®. Dika omumaatu,
a na-eme wireless router ka o ruo oru dika
Wi-Fi hotspot n’ebe mepere emepe, iji duhie
ndi mmadu iche na ¢ bu ihe ziri ezi. Mgbe ndi
mmadu jikoro na ya, onye aghugho ahu nwere
ohere inweta data na-agafe na router ozugbo.

Mwakpo Distributed Denial of Service
(DDoS)

Mwakpo ndi a by ihe a na-ahukari. QO bu
mwakpo ebe a na-eji otu komputa ma ¢ bu
karia na njiko intaneti wujuo ozi na server, nke
na-eme ka ndi 0zo ghara inweta server ahu.
Na webusaiti mgbasa ozi, mwakpo ndi a na-
egbochi ozi jrute oha aka ma buru ihe nwere
ike ifu ezigbo ego, maka onuogugu ndi obia
na webusaiti na-agbada tinyere na a ga-acho
enyemaka teknuzuy imezi ya.

Nsoghari Cyber

lji intaneti ma o bu uzo eletroniki 0zo iji sogharia
O nwere ike igunye ebubo ugha, nk'WLJtL),. na
izisa ozi ugha. O nwekwara ike igunye nsoghari

87 https://www.exabeam.com/information-security/cyber-security-threat/

88 https://www.aura.com/learn/types-of-social-engineering-attacks

89 https://www.exabeam.com/information-security/cyber-security-threat/

90 https://www.aura.com/learn/types-of-social-engineering-attacks
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92 https://www.eccouncil.org/cybersecurity-exchange/penetration-testing/man-in-the-middle-attack-mitm/

AYETA: NGWAORU IKIKE DIJITAL 27


https://www.exabeam.com/information-security/cyber-security-threat/
https://www.aura.com/learn/types-of-social-engineering-attacks
https://www.exabeam.com/information-security/cyber-security-threat/
https://www.aura.com/learn/types-of-social-engineering-attacks
https://www.aura.com/learn/types-of-social-engineering-attackshttps://www.aura.com/learn/types-of-social-engineering-attacks
https://www.aura.com/learn/types-of-social-engineering-attackshttps://www.aura.com/learn/types-of-social-engineering-attacks
https://www.eccouncil.org/cybersecurity-exchange/penetration-testing/man-in-the-middle-attack-mitm/

ISI NKE II: CHEKWA NA NCHEBE DIJITALU

onyunyo, izu ohi njirimara mmadu, iyi egwu,
imebi ihe, ma o bu ichikota ozi e nwere ike iji
yie egwu, mee ihere ma o bu kpagbuo mmadu.

Mmegbu cyber

lji uzo eletroniki di ka e-mail, mgbasa ozi oha,
0zi ngwa ngwa na udi nzikorita ozi intaneti ndi
0z0 n’ebumnobi imejo, iyi egwu, ma ¢ bu inapu
mmadu ma o bu otu ike.

Uzo e nwere ike iji gbochie ihe iyi egwu
dijital

Site na-igba obere mbo, | nwere ike ichekwa
komputa gi wee nyere aka gbochie nsogbu ndi
ka nnukwu. Usoro ndi a ga-egbochi mwakpo
ma 0 bu wepu nje virus ma ¢ buru na komputa
bute nje a:%

e Tinye ngwa mgbochi nje (Antivirus
software): Ngwa mgbochi malware na-
enyere aka ichoputa ma wepu malware di
na komputa gi ma o bu ekwenti gi.

e Gbaa mbo hu na ngwa niile bu nke e
budatara ohuru. Ngwa ochie nke na-
enweghj nchekwa kacha ohury na-eme
ka ha nwee ike ibute malware.

e Belata mmepe network file e kesasiri
ekesasi. Naanjkwe ka ogkwa ohere mbanye
buru nke oru azumahia onye oru choro.
Ibeleta nnweta oke file netwok ga-egbochi
ngwaory nwere Qria ransomware igbasa
ya na ngwaoru ndi 0zo di na netwok ahu.

e Emepekwala ma o bu ruo oru na
mgbakwunye | maghi ebe o si.

e Gbanyuo ebe preview na ngwaoru gi
maka nchebe sikwuru ike.

e Gbanyuo atumatu program o bula nwere
ike imepe email, ozi ngwa ngwa, file
mgbakwunye ma ¢ bu mbudata ozi na-
akpaghi aka.

22
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lji kwado nchekwa dijital nke ndi nta akuko, ndi
na-agbachitere ikike dijital na ndi oru intaneti
ndi 0zo, e nwere otuty usoro idi ocha dijital iji
nyere aka kwusi ihe iyi egwu na ihe ima aka
dijital.

Idi ocha dijital (ma ¢ bu idi ocha cyber ma o
bu idi ocha intaneti) bu njide-okwu ihe niile
gbasara omume metutara ihicha na idowe
uwa dijital anyi ocha. Nke a gunyere ihe niile
site na ihazi file di na ngwagoru dijital gi ruo na
ichekwa njirimara dijital gi na data metuytara ya.
O gunyekwara iwunye ngwa ohury ma ¢ bu
teknuzu iji mee ka ndu dijital gi dikwuo mfe ma
nwekwuo nchebe.

Site na ichekwa ozi | na-ekerita n’intaneti na/ma
0 bu ichekwa ngwaoru ndi i na-eji aru ory, j na-
ebelata ohere nke ibuso gi ogu na nha mmebi
ogu e busoro gi. Ihe gbula i biputere n’intaneti
nwere ike igho isi 0zi ma ¢ bu ozi nke onye na-
eme ihe 0joo ga-eji weputa ihe aghugho ma
0 bu mwakpo cyber megide gi. Dika onye na-
eme ihe gbasara ikike dijital, ezigbo omume idi
ocha dijital bu isi ihe na-echekwa gi na intaneti.

Ufo isiokwu a deputara ufodu ihe di mfe i nwere
ike ime, na-azutaghi teknuzu di oke onu ma ¢
bu tinye oge di ukwuu n’ihazighari netwoku ulo
gi, iji mee ka intaneti komputa gi di na nchebe.

23.
Paswodu

O buru na i na-acho uzo isi wulite nchekwa
cyber gi, nchekwa paswodu bu ebe | ga-
amalite. Paswodu bu usoro nchekwa nke
nwere passphrase nzuzo e meputara site na iji
mkpuruedemede, onuogugu, mkpuruedemede
na onuogugu na akara, ma o bu ngwakota
ha niile. A na-eji usoro nchekwa a machibido
ibanye na system, ngwa ma o bu oru nye naani
ndj oru bugoro ya n’isi na/ma ¢ bu ndi nwere
ikike iji ya.

Okoloto omume nchekwa dijital gunyere


https://it.osu.edu/security

imeputa paswodu siri ike, itinye paswodu naani
otu ebe, iji ihe ndi bekee na-akpo passphrases
na multi factor authentication, iji nlezianya tulee
ajuju nrughari paswodu, edetughi paswodu, na
nke ikpeazu, iji ngwa njikwa paswodu.

Ngwa mmeputa paswodu

Ngwa mmeputa paswodu bu ngwa software
na-emeputa paswodu obula 0 choro ma o bu
paswodu nke a haziri maka ndi oru. QO na-
enyere ndi ory aka imeputa paswodu sikwuru
ike nke na-enyekwu nchekwa maka udi ohere
e nyere.

Ngwa mmeputa paswodu na-enyere ndi ga-
eweputariri paswodu ohuru kwa mgbe kwa
mgbe aka iweputa paswodu ohury mgbe niile
iji hu na ha nwetara ike ibanye na program ma
jikwaa otutu paswodu maka njirimara na njikwa
iru aka.

Ngwa njikwa paswodu

Igwe njikwa paswodu bu ngwaoru na-emeputa
ma na-echekwa paswodu ka e nwee ike iji otuty
paswodu dj iche iche na site na oru di iche iche
na-enweghi mkpa iburu ha n’isi.

Ngwa njikwa paswodu

e Meputa paswodu siri ike nke mmadu
enweghi ike icheputa

e Chekwaa paswodu ole n’ole (na aziza
ajuju nchebe) ebe kpuchiri ekpuchi

e Were otu okwu single master password
(ma o bu passphrase) chebee paswodu
niile.®*

O buru na komputa gi ma o bu ngwaoru gi
emebie spyware abata n’'ime ya, spyware ahu
nwere ike ile ka i na-edenye isi paswodu gi ma
nwee ike izuru ihe di na njikwa paswodu. Ya bu
na o ka di ezigho mkpa idobe komputa gi na
ngwaoru ndi 0zo ocha malware mgbe | na-eji
njikwa passwoodu aru oru.

94 https://ssd.eff.org/glossary/passphrase
95 https://ssd.eff.org/en/module/creating-strong-passwords#3
96 https://ssd.eff.org/glossary/decrypt
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Marakwa!

lji ngwa njikwa paswodu aruy oru dj ka itinye
akwa gi niile n’ime otu nkata ma were ndu
gi niile chebe ha. Ihe iyi egwu di na ngwa
njikwa paswodu a wakporo awakpo bu na
a banye na ‘nkata’ a, o putara na ‘akwa’ gj
niile abanyela n'aka ndj 0joo .

ljikorita passwoodu gaa na ngwaoru di iche
iche®

Otutu ngwa njikwa paswodu na-enye ohere
inweta paswodu ngwaoru dj iche iche site na
ihe njikorita paswodu. Nke a putara na e jikoota
file paswodu na otu ngwaory, 0 ga-adikwa na
ngwaoru ndi 0zo na-akpaghi aka. Ngwa njikwa
paswodu nwere ike chekwaa paswodu “na
cloud” nke putara izo ya ezo na server dipuru
adipu. Mgbe a choro paswodu ndi a, ngwa
njikwa a ga-eweghachite ma mepee® paswodu
ndi a na-akpaghi aka. Ngwa njikwa paswodu
ndi na-eji server nke ha na-echekwa ma o bu
jikorita paswodu na-adi mfe karia, mana ha
na-adikwa mfe iwakpo. O buru na e chekwara
paswodu na komputa nakwa na cloud, ¢ dighi
mkpa ka onye na-awakpo gbapee komputa
ahu iji choputa paswodu. (O ga-adi ha mkpa
igbape ‘passphrase’ nke ngwa njikwa paswodu
n’agbanyeghi nke a) Q buru na nke a metutara
gi, ejikoritala paswodu na cloud, kama horo
ichekwaa ha naani na ngwaoru gi.

Marakwa!

Dobe backup, nke bu ebe 0zo e deputasijri
ozi gbasara paswodu ndj a, maka adighij
ama ama. Inwe backup di mkpa ma o buru
na ozi gbasara paswodu fuo na mkpoka
system, ma o bu ma ewepu ngwaoryu. Ngwa
njikwa paswodu na-enwekari uzo ha si eme-
puta file backup, ma o bu mmadu ejiri usoro
backup nke dj adj mee ya.

Udi mwakpo paswodu a na-ahukari
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Otu n’ime uzo kachasi mfe na nke a na-ahukari
iji wakpo account mmadu bu inwale®” paswodu
ndi a na-ahukari ma ¢ bu mee ntakiri nnyocha
banyere onye e bu n’obi iwakpo wee nwalee
ufodu paswoodu metutara onye ahu. Akuko
Cybernews nke e dere na 2024 kpughere na
paswodu iri nke ndi mmadu na-ejikari na nke a
na-awakpokari bu:

1. 123456 6. qwerty123

2. 123456789 7. 192w3e

3. qwerty 8. 12345678

4. password 9. 111111

5. 12345 10. 1234567890

Ndi a bu paswodu enweghi nchebe MA OLI. Ha
di mfe icheputa. Ndi omempu cyber ga-amalite
inwa jbanye account nwere paswodu adighij ike
di ka ndi a.

Ejikwala paswodu nwere ozi ndj a:
e Aha gi ma ¢ bu aha ndj ezinaulo na enyi gi

e Ubochi omumu gi, ma ¢ bu nke ndij ezinaulo
na enyi gi

e Ahaumu anu ulo gi na

e Aha ebe ndi i bi ma o bu ebe ndi i biburu,
nke gunyere aha obodo ma o bu aha uzo.

O bu ihe jtunanya ozi ole gbasara mmadu di
na intaneti. QO buru na paswodu gi nwere ozi
gbasara gi n'uzo e nwere ike imata ya na
intaneti ma o bu site n’igwa ndi enyi gi okwu, 0
ga-adi mfe icheputa ya.

Mwakpo Brute Force

Mwakpo Brute Force na-anwa ngwakota
mkpuruedemede Qbula o nwere ike ruo mgbe
0 chotara nke bu ya. Udi mwakpo a na-aru
oru nke oma na paswodu di mkpumkpy ma
na-enwekwa ike awakpo paswodu ndi nwere
mkpuruedemede enweghi usoro. Mana ogologo

di mkpa. Mwakpo ike adighi aru oru nke oma. O
buru na paswodu gi toro ogologo, o nwere ike
0 gaghij ekwe mwakpo. Lee tebul na-egosi oge
0 ga-ewe iji choputa paswodu di na file nwere
mwakpo ike, site na ogologo paswodu ya na
mgbagwoju anya ya. Buru n’uche na tebul a
na-eche na komputa nwere ike inwale ihe kariri
paswodu puku kwa nkeji.

Ogologo Mkpuruokwu Naani
paswodu niile

Mkpuruokwu 3 [Timtim 0.86 Timtim 0.02
Mkpuruokwu 4 |Nkeji 1.36 Timtim 0.46
Mkpuruokwu 5 |Awa 2.15 Timtim 11.9
Mkpuruokwu 6 |Ubochi 8.51 Timtim 5.15
Mkpuruokwu 7 |Afg 2.21 Awa 2.23
Mkpuruokwu 8 |Afo nari 2.10 Ubochj 2.42
Mkpuruokwu 9 |Puku afo 20 Onwa 2.07
Mkpuruokwu  |Puku afo 1,899 Afo 4.48

10

Mkpuruokwu  |Puku afo 180,365 |Afo nari 1.16
11

Mkpuruokwu  |Puku afo Puku afo
12 17,184,705 3.03
Mkpuruokwu  |Puku afo Puku afo

13 1,627,797,068 78.7
Mkpuruokwu  |Puku afo Puku afo

14 154,640,721,434 (2,046

lle anya | ga-ahu na oge o0 ga-ewe iwakpo
paswodu na-abanwanye nnukwu dika a na-
etinye mkpuruokwu. Maka paswodu nke nwere
mkpuruokwu enweghi usoro nke udi niile,
odiiche di n’etiti mkpuruokwu 6, 7, 8 na 9 bu
ubochi, afg, nari afo na puku afo! Qzokwa, lee
ogologo oge ¢ na-ewe iji wakpoo paswodu
nwere udi mkpuruokwu niile ma were ya tunyere
paswodu nke otu ogologo ahu nke nwere naani
mKkpuruokwu obere.

Imeputa na idobe passwodu siri ike e
chekwara echekwa

97 https://edition.cnn.com/2019/04/22/uk/most-common-passwords-scli-gbr-intl/index.html
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liighari paswodu ugboro ugboro bu omume
nchekwa jogburu onwe ya. QO buru na onye
mwakpo jide paswodu nke ejirila n’otutu oru, ha
nwere ike ibanye n’ime otutu account gi. Nke
a bu ihe mere inwe otutu paswodu siri ike ma
puo iche jiri di oke mkpa. Nke oma bu na ngwa
njikwa paswodu nwere ike inye aka.*®®

Ndumodu maka imeputa paswodu siri ike:

e Jiri ngwakota mkpuruokwu ndi ukwu na
ndj nta, onuogugu na akara.

e Paswodu siri ike kwesiri inwe mkpuruokwu
site asato ruo iri na abuo.

e Ejikwala ozi gbasara gi eme paswodu.
e (Gbanwe ya kwa mgbe kwa mgbe.

e FEjikwala ya emepe otutu account

e Jiri multi-factor authentication.

E nwere paswodu ole n’ole i kwesiri iburu n’isi
ndi kwesikwara isi ezigbo ike. Paswodu ndi a
gunyere:

e Paswodu ngwaoru gi

e Paswodu e ji eme encryption (dika full disk
encryption)®

e Paswodu isi,' ma o bu “passphrase™®
nke ngwa njikwa paswodu gi

e Paswodu ozi email gi'®

lji Dice emeputa Paswodu siri ike

Otu n’ime otutu ihe na-esi ike mgbe ndi mmadu
na-ahoro paswodu n’onwe ha bu na ndi mmadu
amachaghi ka e si eme nhoro na-enweghi
usoro na nke mmadu agaghi akotanwu'®.
Uzo di iré nke imeputa paswodu siri ike na
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nke agaghi echefu'® bu iji Dice na ndeputa
okwu'® iji horo okwu enweghi usoro. Ejikota
ha onu, okwu ndj a na-abu “passphrase” gi.
“Passphrase” bu udi paswodu nke di ogologo
maka nchekwa sikwuru ike. Maka nzuzo diski
na njikwa paswodu gi, anyi na-akwado ihoro
opekampe mkpuru okwu isii.

Gini mere a ga-eji horo opekampe mkpuru
okwu isii? Gini mere a ga-eji jiri dice horo
mkpuruokwu enweghi usoro?

Ka paswodu na-adi ogologo ma buru nke
enweghi usoro, ka ¢ na-esiri ma komputa ma
umu mmadu ike icheputa ya. lji choputa ihe
mere | ga-eji choo ogologo paswodu siri ike,
nke a bu nkowa video:

24
Nkwenye otutu uzo (MFR)

Paswodu siri ike, puru iche na-eme ka ¢ na-
esiri ndi aghugho ike ibanye na account dijital.
lji chekwakwuo account dijital gi, mee nkwenye
otutu uzo (MFA).'%"

MFA bu atumatu nchekwa nke otutu webusaiti,
ngwa na ngwaoru na-enye nke na-eme ka
nchekwa account sie ezigbo ike. N’okwu
teknuzu, MFA bu system ebe e nwere ihe kariri
udi nkwenye abuo.

Uzo MFA si aru oru

98 https://ssd.eff.org/en/glossary/password-manager

99 https://ssd.eff.org/en/glossary/encryption

100 https://ssd.eff.org/glossary/master-password

101 https://ssd.eff.org/en/glossary/passphrase

102 https://ssd.eff.org/en/glossary/password

103 http://people.ischool.berkeley.edu/~nick/aaronson-oracle/

104 https://www.eff.org/deeplinks/2016/07/new-wordlists-random-passphrases

105 https://www.eff.org/deeplinks/2018/08/dragon-con-diceware

106 https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
107 https://ssd.eff.org/en/glossary/two-factor-authentication

AYETA: NGWAORU IKIKE DIJITAL 31


https://ssd.eff.org/en/glossary/password-manager
https://ssd.eff.org/en/glossary/encryption
https://ssd.eff.org/glossary/master-password
https://ssd.eff.org/en/glossary/passphrase
https://ssd.eff.org/en/glossary/password
http://people.ischool.berkeley.edu/~nick/aaronson-oracle/
https://www.eff.org/deeplinks/2016/07/new-wordlists-random-passphrases
https://www.eff.org/deeplinks/2018/08/dragon-con-diceware
https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
https://ssd.eff.org/en/glossary/two-factor-authentication

ISI NKE II: CHEKWA NA NCHEBE DIJITALU

My Fprvm Lomhgia o
Mg 1 Limp B F

O buru na i nwere MFA a ruru maka account a
kporo aha (webusaiti, ngwa ma ¢ bu ngwaoru),
mgbe i ji aha njirimara na paswodu gi banye
nime ya, server nke account ahu ga-aju gi
maka udi nnyocha nke abug noro onwe ya tupu
0 hapu gi ka | banye na system. O di ka mgbe
e mepere account ylo aky wee juo ka ha huy
ID foto na udi njirimara 0zo, dika kaadi social
security ma ¢ bu paspotu mba uwa. O ga-esiri
gi ike ime ka a ga-asi na i bu onye i na-abughi
mgbe i ga-eji uzo abuo di iche iche gosi onye
i bu.

Uzo e si eme MFA

Anyi na-akwado itinye MFA na opekampe
ngwaoru abuo, ya bu ¢ bury na otu ngwaoru
efunahu gi, i nwere ike ichebe onwe gj site
na ihichapyu data ya ozugbo wee jiri ngwaoru
0z0 mepee ya. Site na MFA, e nwere ike ime
nkwenye nke abuog site na iji otu n‘ime yzo di
iche iche.

Uzo ndi a na-ahukari gunyere:

Uzo “push notification” ekwenti

Uzo kachasi ewu ewu iji nweta udi nkwenye
nke abug bu site na “push” gaa na application
di na ngwaoru ekwenti gi. Site na uzo a,
account server nke | na-acho ibanye ga-eziga
0zi na ngwaoru ekwenti gi. Ozi ahu ga-aputa
na ekwenti wee kwuo ihe dika, “Lee, mmadu
na-acho ibanye na webusaiti a, 0 bu gi? Anyi
kwesiri ikwe ka ha bata?” A na-enwekarj button
na-acha green na nke nnukwu na-acha red ka
i nwee ike iza “Ee” ma o bu “Mba”. O buru na
i pia “Ee”, i banye. Ma o buru na o bughi gi
Zipury aririo mbanye mbuy, i mara na mmadu
ji paswodu gi ma na-agbali ibanye na account
gi. | nwere ike pia button “Mba” ka e gbochie
mbata ha. | nweziri ike iga banye n‘'onwe gi
wee gbanwee paswodu gi ka onye mwakpo
ahu laghachj azu bido n’isi.
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O di mfe, ma burukwa usoro nchekwa siri
ezigbo ike. Isi uru di na usoro a bu na ¢ bughi
naani na onye na-awakpo ga-akusa paswodu
gi, kamakwa o ga-ejideriri ngwaoru ekwenti gi
n’aka tupu o nwee ike ibanye na ngwaoru ahu.
Olileanya na ihe ndi ahu niile ga-eme di ala ma
0 buru na i nwere okwuntughe di mma ma na-
echekwa ekwentj gi nke oma. Uru 0zo di na
usoro a bu na i ga-enweta ozi mgbe mmadu
na-acho ibanye na account gi na-enweghi ikike,
nke ga-enye gi ohere izaghachi ngwa ngwa site
na jgbanwe paswodu gi.

Ngwa app nkwenye ekwenti

Mgbe ufodu, account server agaghi ezitere gi
push notification mana o nwere ike igwa gi ka
i pinye code puru iche nke ngwa authenticator
meputara na ngwaoru ekwenti gi. Code ndi a
di mkpumkpu (ihe dj ka onuogugu isii ma ¢ bu
karia) ya mere o nwere ike idi ka ha enweghi
nchekwa. lhe di mma bu na a na-emeputaghari
code ndi ahu kwa nkeji ma ¢ bu karia. Qzokwa
bu na ha dabere na algorithim nke naanj ngwa
authenticator gi na account server i na-acho
ibanye mara. Q ga-esiri onye omempu cyber
ezigbo ike imata code onuogugu isii n’gnodu ndi
ahu ebe 0 bu na oge di mkpumkpu. QOzo, isi uru
di ebe a bu na onye mwakpo ahu ga-enweriri
ike ijide ngwaoru ekwenti gi n’aka ma nwekwa
ikike ibanye na ya. Otu oghom di na ya bu na
i naghi enweta ozi gbula ozugho ma ¢ buru
na mmadu nwaa jbanye na account gi. Qtutu
mgbe usoro a by usoro 0zo a na-emekwa di
ka nkwado push method. Otutu ngwa nkwenye
authenticator ga-akwado uzo abuo a.

Uzo SMS code

Usoro a na-ejikwa ekwenti gi mana o naghi eji
ngwa application. Ya mere, 0 na-ary Qru na
ekwenti na-abughi smartphones. Q buru na i
tinye usoro MFA a, mgbe i ji aha njirimara na
paswodu gi wee banye, account server ga-
ezigara ekwentj gi ozi e derede nke nwere
code i ga-eji abanye otu oge. | ga-apinye code
ahu n’'ime webusaiti ma o bu portal ngwaoru
ebe i tinyere paswodu gi. Nke a nwere uru niile
nke usoro “push”, s00so na ¢ dichaghi oke mfe
n’ihi na | ga-edenye code ahu. | ga-enweta
0zi ozugbo nke mgbali nbanye, nwetakwa ozi
ederede kwa mgbali. Otu gghom bu na ¢ bughi
iwu na onye mwakpo ga-abanye na ekwenti



gi. Ha kwesiri ijide ekwenti ahy n’aka maka
ozi ederede na-aputakari na ihu enyo ekwentj,
obulagodi mgbe akpochiri ekwenti akpochi.

Uzo Email code

Usoro a na-aru oru nke ukwuu di ka usoro
code SMS, ma ewepu na a na-eziga code ahu
na account email nke i debanyere aha ya na
server account | na-acho inweta. | ga-edozi nke
a mgbe i debanyere aha gi inata ngwa multi-
factor. O buru na | ga-eji udi MFA a, | ga-agba
mbo hu na account email gi bu nke echekwara
echekwa, nke putara na i ga-enwe MFA maka
ibanye na account email gi. Ihe kpatara ya bu
na e nwere ike ilele email site na ebe obula,
gunyere otu odu komputa ebe onye mpu cyber
na-anwa jbanye na account gi. Ikwu ya n’uzo
0z0, 0 dighi mkpa ka onye mwakpo norg nso
ngwaoru ¢ na-acho iwakpo n’usoro a. O bu ya
mere | ga-eji nwee paswodu siri ike maka email
gi nke | dighi eji ebe gbula 0z0. O buru nai mee
nke ahu, usoro a ga-achoriri ka onye mwakpo
mara paswodu gi abug. N’agbanyeghi nke a,
imanye ha ka ha banye na ngwaoru 0zo bu
nhoro sikwuru ike ma dikwuo nchebe. O buru
na webusaiti na-enye naani udi MFA a ohere,
nke ahu di mma. Gaa n’ihu tinye ya, ripzie maka
nkwenye authentication na ngwaoru ekwenti gi
maka ibanye na email gi.

Token e ji n’aka

Usoro a na-ewubu ewu karia tupu obibia
nke smartphones. Token e ji n'’aka bu obere
ngwaoru na-emeputa code oge obula n’otu uzo
ahu ngwa authentication na ngwaoru ekwenti
gi ga-esi mee ya. Q na-arukwa oru ma o nwere
oghom na | ga-amariri ebe ngwaoryu nke 0zo
di. Ubochj ndi a, ndu anyi jikotara na ekwenti
anyi. | nwere ike iche ka ¢ ga-adi ma i tufuo
token, ma na-agaghari amaghi na o fuola. O
buru na i nwere otu nime ndj a, debe ya na
ebe e chekwara echekwa. Q bury na | ga-eji ya
agaghari, ikekwe tinye ya na igodo keychain gi.

Nnyocha Biometric

Biometric MFA na-adabere na njirimara anu
ahu ma ¢ bu omume puru iche nke onye oru, di
ka njirimara ihu, nnyocha mkpisi aka, nnyocha
mkpuru anya, njirimara olu, wdg. N’ihi na onye
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obula nwere akara mkpisiaka na ihu puru iche,
nke a nwere ike inye ezigbo nchekwa. A na-
ejikari biometrics di ka MFA maka ngwa app
nwere data di ezigbo mkpa.

Biometric MFA nwere ike imesikwu onye
oru obi ike na onye oru bu onye ha na-ekwu
na ha bu, ebe 0 bu na data biometric siri ike
imeputa adigboroja, izu, ma ¢ bu icheputa karia
paswodu ma o bu token. N’agbanyeghi nke
a, 0 nwekwara oghom nke ya, di ka nsogbu
nzuzo ‘privacy’. System nnyocha biometric
na-echekwa ozi di ezigbo mkpa. Q buru na ozi
a dabara na aka onye 0joo, e nwere ike iji ya
mee izu ohi njirimara ma ¢ bu ebumnuche 0joo
ndi 0zo. N’agbanyeghi nsogbu ya, nnyocha
biometric bu ihe a pury jdabere na ya ma sikwuo
ike iwakpo karia udi nkwenye authentication
ndi 0zo. Ozokwa, e nwere uzo ndi a ga-esi
belata ihe egwu obula nwere ike ime site na iji
nlezianya na-emejuputa usoro nchebe siri ike
site na iji MFA, nke na-ejikota biometrics na uzo
nkwenye ndi 0z0 iji nye nchekwa sikwuru ike.

2.5.
Nkwenye uzo abuo (2FA)

Two factor authentication (nkwenye uzo abuo)
bu udi, ma ¢ bu mgbakwunye, nke MFA. O
bu uzo isi mee ka ndj oru mara onwe ha nye
ndi na-enye oru site n’ichg ngwakota nke uzo
nkwenye abuo di iche iche. Ndi a nwere ike
ibu ihe onye oru maara (dika paswodu ma @
bu PIN), ihe onye oru nwere (di ka akara token
ma o bu ekwenti), ma o bu ihe ejikotara ma o
bu enweghi ike ikewapu n’ahu onye oru (di ka
akara mkpisi aka ha).

Kedu ka 2FA si aru oru na intaneti?

Otutu ahiaoru intaneti - gunyere Facebook,
Google, na X - na-enye 2FA di ka uzo 0z0 e
nwere ike iji karia nkwenye naanj paswodu. O
buru na imebe atumatu a, a ga-akpali gi tinye
paswodu na usoro nke abuo nke nnyocha.
Usoro nke abuo a na-abukari code SMS zitere
ma o bu code otu oge nke ngwa ekwenti na-
echekwa ihe nzuzo (di ka Google Authenticator,
ma o bu Duo Mobile) zitere. N'onodu obula,
ihe nke abuo bu ekwenti gi, ihe i na-ejikari
n‘aka. Ufodu webusaiti (gunyere Google) na-
akwadokwa ndi a na-akpQ single use back
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up codes, nke e nwere ike ibudata, ibiputa na
akwukwo, ma chekwaa ya na ebe nchekwa
di ka nkwado ndabere 0zo. Ozugbo i ji 2FA
banye, i ga-etinye paswodu gi na code otu oge
nke sitere na ekwenti gi iji banye na account gi.

Gini mere i ga-eji mebe 2FA?

2FA na-enye gi nchekwa account sikwuru ike
site n’icho ka i jiri ihe kariri otu uzo nyochaa
njirimara gi. Nke a putara na, ¢bulagodi na
mmadu nwetara isi paswodu gi, ha enweghi
ike ibanye na account gi 0 gwula ma ha jikwa
ekwenti gi ma o bu uzo nnyocha 0zo.

O nwere oghom di na iji 2FA aru oru?

N’agbanyeghi na 2FA na-enye uzo nyocha nke
sikwuru ike, ihe ogghom nke account gi ikpochi
gi nezi di ya ma o buru na, dika omumaatu, i
tufuru ekwenti gi ma o bu dojoo ya, i gbanwere
kaadi SIM'® gi ma o bu gaa obodo 0zo na-
agbanyeghi roaming. N’otu aka ahu, iji 2FA
putara na i nwere ike na-enyefe ozi nye ahiagru
karia ka 0 di gi mma. Ka e were ya na i na-
eji X, wee debanye aha 0zo dika aha gi.'® O
burugodu na i jiri nlezianya zere inye X ozi
njirimara gi, wee na-abanye n’oru ahu naani
site na Tor ma o bu VPN'"°, o buruhaala na i
mebere SMS 2FA, X ga-enweriri ndeko nke
nomba ekwenti gi. Nke ahu putara na ¢ buru
na ulo ikpe manye ya, X nwere ike iji nomba
ekwenti gi mata ma jikoo account gi. Nke a
nwere ike ¢ gaghi abu nsogbu ma o bury na i
tinyere aha iwu gi ebe ahu, mana ¢ buru na i
choghi ka amata aha gi, chee echiche ugboro
abuo maka iji SMS 2FA.

Universal Factor Authentication

Universal authentication bu nkwenye zuru ywa
onu, nke a makwaara dika otu nbanye (SSO),
bu usoro nkwenye njirimara netwok nke na-

108 https://ssd.eff.org/en/glossary/sim-card
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111 https://ssd.eff.org/en/glossary/firewall
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enye ndi oru ohere igaghari site na site gaa
na site na nchekwa na-etinyeghi ozi njirimara
otutu oge. Site na universal authentication
onye debanyere aha na-etinye otu uzo usoro
(dika aha njirimara na paswodu) na mmalite
nke nnoko netwok obula. A na-eweputa data
nnyocha maka site obula a gara mgbe nke ahu
gasiri na-akpaghi aka maka oge nnoko ahu.
Otu n’ime nnukwu nsogbu na nchekwa intaneti
bu na weebusaiti obula nwere usoro nnyocha
nke ya. Onye oru intaneti nke nwere adreesi
ozi-email abuo ma o bu ato ma na akpoturu ndi
na-ere ahia n’intaneti isii izuta ma o bu ire ihe,
ga-eburiri otutu aha njirimara na paswodu n’isi.
Nke a nwere ike isi ike 0 gwula ma e deturu
authentication data ahu ma o bu chekwaa
ya di ka text file, nke ga-aghozi ihe nsogbu
nchekwa. Universal authentication nwere ike
iwepu nsogbu a na-emebighi nchekwa ma ¢ bu
nzuzo.

Marakwa! O buru na i nwee ohere jhoro,
horo ngwa authenticator ma ¢ bu ngwa
a na-eji n‘aka noro onwe ya , kama jnata
code e zitere na ozi text message. QO diri
onye mwakpo mfe izighariri code ndj a
gaa na phone nke ya, karja ka ¢ dj igafe
authenticator.

26.
Firewall

Firewall bu usoro nchekwa netwoku nke na-
echebe komputa site na njiko achoghi nye
ma o bu site na netwok mpaghara na intaneti,
karisia intranet. E nwere ike ime firewall dika
software ma o bu hardware, ma ¢ bu ngwakota
ha abuo. Firewall'" nwere ike inwe iwu na-
amachibido ozi-email na-apu apuy, ma o bu njiko
na weebusaiti ufodu. E nwere ike iji firewall di
ka uzo nchebe mbu iji chebe ngwaoru puo na
mmanye aka na-atughi anya ya. E nwekwara
ike iji ha gbochie ndi oru inweta intaneti n'uzo
ufodu.
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Firewall nke hardware na software

Firewalls nwere ike ibu hardware ma o bu
software mana nhazi kachasi mma ga-enwe
ha abuo. Tinyere na o ga-amachi ibanye na
komputa na netwok gi, firewall na-abakwa uru
maka ikwe ka onye oru banye netwok e zoro
ezo site na asambodo nnyocha na nbanye.

E nwere ike izuta firewall hardware dika
ngwaahia kwuury onwe ya mana a na-ahukari
ya na broadband router: e kwesiri ka e were ya
dika ngalaba di mkpa nke nchekwa system na
ntoala netwoku gi. Otutu hardware firewall ga-
komputa ndi 0zo, mana maka netwoky buru
ibu, ihe a na-akpog business networking firewall
solution di.

A na-ewunye software firewall na komputa gi,
dika software program o bula, ma i nwere ike
hazie ya, nke ga-enye gi ohere ichikwa oru ya
na njirimara ya nche. Ngwa software firewall
ga-echebe komputa gi puo na mbo ndi 0z0
ijikwa ma ¢ bu nweta ohere jbanye na komputa
gl.

Firewall nwekwara ike jbu ngalaba nke system
arumoru komputa gi. Imaatu, Windows Firewall
bu ngwa Microsoft Windows na-eme ka ndij oru
mara omume obula a na-enyo enyo. Ngwa ahu
nwere ike ichoputa ma gbochie nje virus, worm,
na ndi mwakpo iji mee ihe ga-emebi system.

Usoro nhocha Firewall

A na-eji firewall echebe netwok ulo na ulo oru.
Otu ngwa firewall ma ¢ bu ngwaoru hardware
na-enyocha ozi niile na-esite na intanetj na-
abia na netwoku ma o bu system komputa gi.
E nwere udi usoro firewall di iche iche nke ga-
egbochi ozi nwere ike imebi ihe igafe:

e Packet Filter: Packet filter na-ele packet
12 obula na-abata ma o bu nke na-ahapu
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netwok nabata ya ma o bu ju ya site naiwu
onye oru mebere. Packet filter situru ike,
ma diri ndi oru mfe kama o siri ike iru ya.
Ozokwa bu na ihe a na-akpo IP spoofing
na-emekari ya."®

e Application Gateway: Application gateway
na-eji uzo nchekwa dj iche iche tinyere
ngwa application a kporo aha, dika server
FTP'* na Telnet's. Nke a siri ezigbo ike,
mana o nwere ike ime oru agaghi 0siso.

e Circuit-level Gateway: Circuit level
Gateway na-eji usoro nchekwa mgbe e
jikoro TCP'® ma o bu UDP"7. Ozugbo e
mere njiko a, packet nwere ike site na otu
host gaa na nke 0z¢ na-enweghi uru ile ya
anya 0zo.

e Proxy Server: Proxy server na-ejichi ozi
niile na-abata ma na-ahapu netwok. Proxy
server''® na-ezo ezi adressi netwok nke
oma.

Na omume, otutu firewall na-eji abuo ma o bu
karia n’ime usoro ndi a otu mgbe. A na-ewere
firewall dika usoro nchebe nke mbu n’ichekwa
ozi zoro ezo. Maka nchekwa sikwuru ike, e
nwere ike ime ihe a na-akpo data encryption.

2.1.
Encryption

Encryption bu igbagha ozi n'uzo mathematics
(encrypt), n'udi na o ga-adi ka o nweghi isi,
mana onye ma @ bu ngwaoru nwere ihe a
na-akpo decryption key nwere ike iweghachi
ya n’udi 0 di na mbu. Nke a na-amachi onye
nwere ike inweta ozi ahy n’ihi na ma enweghi
igodo ziri ezi, 0 gaghi ekwe omume itughari
ozi e zoro ezo wee nwetaghachi ozi mbuy ahu.
Encryption bu otu n’ime teknuzu di iche iche
mebere ngalaba a na-akpo cryptography.
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End to end encrption na-ahu na ozi bu nke a
gbanwere ka ¢ buru ozi nzuzo site n’aka onye
na- ezipu ya mbu, ma weghachi n’'udi o di na
mbu naani site na onye nnata ikpeazu ya.
Udi encryption ndi 0zo nwere ike idabere na
nzuzo nke ndi 0zo mere. Nke ahu putara na
ndi 0zo ahu bu ndj a tukwasiri obi n'ihe gbasara
ederede nke mbu. A na-ahuta end to end
encryption dika ihe nwekwuru nchebe, n’ihi na
0 na-ebelata onuogugu ndi nwere ike itinye aka
ma 0 bu mebie encryption ahu.

28
Virtual Private Network (VPN)

nke nzuko di ebe 0z0o na intaneti n'uzo nwere
nchekwa. Mgbe ejikoro komputa na VPN, data
ihe nchoghari web niile na-egosi na o sitere na
VPN n’onwe ya, kama ibu site na intaneti onye
oru (ISP)"°. lji VPN na-ekpuchi adreesi |IP'%°
nke ISP gi kenyere site na site ndi i na-enweta,
na-agbakwunye oyiri nzuzo. Tinyere ikpuchi
adreesi IP gi, 0 na-ezochikwa data gi mgbe i
na-agafe na site | na-abanye.

Commercial VPN

Commercial VPN bu ahia nkeonwe nke na-
enye gi ike izipu ozi intaneti gi n’enweghi
nsogbu site na netwok nke ha. Uru nke a
bara bu na data niile i na-ezipu ma na-anata
zoro ezo n’‘anya netwoku di gi nso, ya bu na
o chekwara echekwa n’anya ndi omempu no
nso, ISP ndi di nso atukwasighi obi, ma ¢ bu
onye obula na-enyocha netwoku gi. E nwere ike
iwunye VPN na mba ofesi, nke bara uru maka
ichekwa nzikorita ozi sitere n’aka goomenti
ime obodo, nakwa ijgafe mmachibido obodo.
Qghom ya bu na a na-emepe ozi traffic n’akuku
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nke commercial VPN™', Nke ahu putara na i
kwesiri inwe ntukwasi obi na commercial VPN
a (na obodo ebe 0 di) na 0 gaghi enyobata anya
n’'ozi gi. O bu ezie na commercial VPN nwere
ike inye “nchekwa”, mana o naghi ekwe nkwa
ichekwa oru gi.

Omumaty VPN ndi a bu CyberGhost VPN,
NordVPN,'> Private Internet Access VPN
na TunnelBear (nke na-enye nwale efu 2GB
bandwidth).®

VPN efu

VPN efu bu oru ahja na-enye gi ike inweta
netwok VPN server na software nke ga-abara
gi uru, ma gi akwula ugwo obula. Ebe VPN efu
nwere ike ime gi emefula ego, o0 nwekwara ike
ibu ihe iyi egwu nke data gij ifulahu gi. Omumatu
bu Windscribe VPN, nke bu efu, ma nwekwa
usotu bandwidth kwa ubochi 30.26

Marakwa! Tupu gi ahoro oru ahia VPN oge
niile, guo ihe ndj oru ndj jiburu ya ruo oru
na-ekwu ka j choputa nsogbu ha nwere.
Ozokwa, leba anya oge niile na akuko
gbasara ndj nwe oru ahja VPN ahu , lee ebe
ha no- i nwekwara ike icho jhapu onye ahija
oru obula no na obodo usoro nchekwa ya
edoghi anya.

29
Muta omume intaneti n"akwalite nchekwa

Lee ndeputa ihe omume na usoro nchekwa i
nwere ike ibido ka i kpuchie data gi ma nwee
ezi onodu nchekwa na internet:

e (Gbaa mbo hu na system na software gi
nwere ngwa kachasj ohuru
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e Gbaa mbo nwee antivirus ohuru na-aru
oru.

e (Gbanahu aghugho phishing

e Nwee paswodu siri ike, ma 0 bu ngwa
njikwa paswodu

e lezie anya, mara ihe i na-api aka na
intaneti. Websaiti 0joo nwere ike ijiko gi na
ndi mpu cyber na ndi 0j0o.

e Ahapukwala komputa gi ma ¢ bu ngwaoru
gi na-enweghi onye na-ele ha anya.
Gbanyuo screen gi ma i gawa ulo mposi.
Komputa mepere emepe bu imepe uzo e
si aga na data gi.

e Kpuchite data gi.

e Maka file nke onwe gi niile, mee data gi
backup! | maghi mgbe i nwere ike itufu
hard drive gi, ma i ga-enwetaghachi data
gi. E nwere otutu nhoro cloud storage, i
nwekwara ike ime nke a na-akpo external
drive. Tulee ime data encryption tupu i
chekwaa data gi na external drive ma ¢
bu na cloud.

e | na-azu ahia na intaneti, ma o bu i na-
agbasa ozi di ezigbo mkpa, hu na i na-
ezipu ozi e mere nchekwa encryption
site na icho “https” ma o bu akara nke vyiri
igodo padlock na address bar gi.

e Mara ozi | na-ezipu (na nke i naghij ezipu)
na social media.

e N’ihe, kpachara anya maka ihe a na-akpo
‘social engineering attack’ dika a kowara
n’elu.

e (Gbaa mbo leba anya na account ego na
account social media gi maka ihe omume
edoghi anya.

Ndumodu nchekwa cyber maka iru oru n’ulo

Telecommuting (Iru oru n’ulg), maka ihe gbula
kpatara ya, nwere nsogbu nke ya n’ihe banyere
iyi egwu cyber. A na-ahukarizj iru oru n’ulo dika
ndi mmadu na ndi azumahia na-ejikwu teknuzu
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aru oru site ebe obula ha no.

Lee ihe ndeputa na-egosi uzo ndi na-aru oru
n’ulo nwere ike isi chekwaa oru ha:

Ndumodu nye ndi na-aru oru n’ulo:

Jiri naani Wi-Fi i tukwasiri obi ruo oru. O
buru na njiko Wi-Fi bu nke e chekwaghi
echekwa, ndi mmadu no nso nwere ike
inyoba anya na traffic gi.

Maka netwok ulg, zoo njiko connection
di n’etiti ngwaoru gi na Wi-Fi router gi,
dika iji nke a na-akpo WEP encryption
algorithm'?7,

Jiri naani ngwaoru ndij ulo oru kwadoro ruo
oru.

Budata antivirus software ohuru kwa mgbe
kwa mgbe.

Budata software ohuru niile, na operating
system kwa mgbe

Chetaime oru gi backup kwa oge. E kwesiri
ime backup na file niile di mkpa mgbe
niile. N'onodu kachasij njo, ndi oru nwere
ike idaba na ransomware dika omumaatu.
Ihe di otu a mee, ihe niile ga-efunahu ha
ma ha enweghi ndabere backup.

Gbaa mbo hu na i na-eji njiko connection
e chekwara echekwa gaa ebe oru gi. Nke
a putara iji VPN ma o bu uzo nchekwa ndi
0z0 dika Teamviewer.

Kpachara anya maka ozi phishing email.
Mmadu kwesiri idi na-enyo ozi email obula
na-arip ka ilele ma ¢ bu megharia nzere gi
obulagodi ma ¢ di ka o sitere na ebe atukwasiri
obi. Biko nwaa choputa ma aririp obula di
mkpa ma ¢ by nke a na-enyo enyo ma ¢ bu
ezigbo ya site n>uzo ndi 9zo; a pikwala aka ma
0 bu mepee mgbakwunye obula di anaa.

Ndumodu nye ndi nwe oru

Lekwasi anya n’ichekwa system na-
akwado remote access, dika VPN. Gbaa
mbo hu na e kpuchiri system ndj a nke oma,

127 https://www.techtarget.com/searchnetworking/feature/Wireless-encryption-basics-Understanding-WEP-WPA-and-WPA2
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hazie firewall nke gma, ma tinye software
na-egbochi mwakpo nje malware.

e Ekpughekwala Remote Desktop Protocol
(RDP) nye intaneti (Jikoo ya na VPN mbu)

o Mebe multi-factor authentication ebe
obula o kwere omume

e |eba anya na imachi uzo e si abanye na
system ebe ozi di ezigbo mkpa di.

e Zigara ndi oru gi ozi gbasara imata ozi bu
ozi phishing.

) lji software enweghi ikike maka oru
goomenti (nke a maara di ka shadow IT)
nwere ike ibawanye mgbe a na-aru oru
n'ulg, nke na-ebuli ihe egwu nchekwa
na nzuzo. Gbaa mbo hu na ndi oru
maara usoro iwu, usoro nzuzo na oru iwu
metutara ozi ulo oru gi.

e Nyochaa atumatu nzaghachi ihe mberede
ulo oru gi. O buru na ¢ di mkpa, melite ya
ka o kpuchite ndi oru na-aru oru n’ulo.

e |ebaanya naatumatu oganihu na atumatu
ihe mberede azumahia gi. Gbaa mbo hu
na ihe ndi a bu ndi a na-emelite kwa oge.

Nzuko video

Dika nzuko video buzi ihe onye obula na-eme
kemgbe oge COVID, a hukwara mmuba na
ihe a na-akpo “Zoom bombing”, ebe ndi 0joo
na-abata na nzuko, na-akpata ogba aghara
n’ogbako.

lji gbanahu onodu di otu a, ndumodu ndi a na-
egosiputa usoro ihe ndi e nwere ike ime:

e (Gbaa mbo hu na ndi a kporo nzuko nwere
ike iji naani ndeputa invitation bata na

e Tinye paswodu nke onye o gQbula ga-
enweriri tupu ¢ bata na nzuko.

e Tinye nkwado Administrator nke onye
obula ga-enwe tupu 0 bata na nzuko.

e Edenyekwala mgbakwunye link e ji abata
na nzuko n’ime social media.

e Gbaa mbo hu na ngwaory video
conferencing na chat bu ndi na-adikari
ohuru.

Ngwaoru video conferencing
e Zoom'®
e (Google Meet'?®
e Microsoft Teams'®
e WhatsApp'™"
e Signal'®?
o Jitsi'™s

e Cisco Webex'*

Ngwaoru ikike na nchekwa dijital
Ayeta Digital Rights Toolkit'

Ngwaoru mkpakorita a na-akuziri ndi mmadu
ighota na ichoputa ihe iyi egwu gbasara
nchekwa dijital, kwuputa ebumnuche ha
banyere nchekwa, muta ka e si echebe onwe
ha na intaneti, ma nyekwa ha ngwa mmeputa
paswodu.

Feedshield's®

Feedshield bu ngwaoru intaneti nke na-enyere
ndi na-akwalite ikike mmadu aka igbanwe ihe

nzuko. site na idetu mmegbu na ikpughe ndi omekome.
128 https://zoom.us/
129 https://workspace.google.com/products/meet/
130 https://www.microsoft.com/en-us/microsoft-teams/group-chat-software
131 https://www.whatsapp.com/
132 https://www.signal.org/
133 https://jitsi.org/
134 https://www.webex.com/
135 https://paradigmhq.org/ayeta/game.html
136 https://feedshield.africa/en/
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Ripoti'®’

Ripoti bu ogbako intaneti na-enyere gi aka iko
akuko mmebi iwu dijital. Ripoti raara onwe ya
nye ichekwa ukpuru nke nnwere onwe dijital.

Kuram?38

Kuram bu webusaiti nzaghachi metutara ihe a
kporo Gender based violence (OGBV) nke e
mere iji mepee uzo umuy nwanyi na ndi otu ndi
0z0 adighi ike ga-eji koo akuko ihe ike dijitalu e
mere megide ha.

137 https://ripoti.africa/
138 https://kuramng.org/
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3.1
Nchebe Onwe N'ihe Ma Na Intaneti

Nchebe dijital n’oge ihe ngaghari iwe

IBELATA IHE
lYI EGWU

O nwere mgbe 0 na-eru dika ha na-aru oru ha, ndi na-eme ihe gbasara ikike dijital ahuta onwe ha
n’ime ngaghari iwe iji mee ka anu olu ha. Mana iji igweé digital digasi iche iche aga ngaghari iwe ndi

a nwere ike ibu ihe oghom nye ha, nihi na ndi
na-akwagide iwu obodo nwere ngwa onyunyo
dijital ndi di ka tower ekwenti adigboroja na
teknuzu eji amata ihu mmadu ha nwere ike
iji amata ndi ngaghari iwe, ma nyochaakwa
ngaghari na nzikorita ozi ha, nke nwere ike
itinye nchekwa na nzuzo onwe ndi ngaghari
iwe a na nsogbu. Tupu ha agawa ngaghari iwe
udo, ndi ngaghari iwe kwesiri ihu maka nzuzo

9 | AYETA: NGWAORU IKIKE DIJITAL

onwe dijital ha. N'okpuru bu ufodu ihe ndi ha
kwesiri ibu n’obi.

Idobe nkwado ngaghari iwe na nzuzo

Inwe ihe mkpuchi VPN a tukwasiri obi nwere
ike inyere ndi na-akwado ngagharj iwe aka
ikpuchi traffic intaneti ha. N’aka nke 0zo, ndi
ngaghari iwe nwekwara ike iji ngwa oru dika
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Tor browser'®, nke na-ekpuchi ihe mmadu na-
eme na intaneti site n’igbochi ihe ndj a na-akpo
‘tracker’na ime encryption na traffic netwok ha
otutu oge. Ozo dikwa mkpa bu jhu na nkwado
ngaghari iwe bu ihe e ji ngwa ekwenti nwere
end-to-end-encryption mee, na-abughi iji ozi
ederede nkiti (nke a makwa dika SMS).

Full Disc Encryption nke Ngwaoru Dijital

O buru na ndi na-akwagide iwu obodo anapu gi
igwé dijital gi, ma o bu ya efuo, ma ¢ bu ezuru
ya, ihe a na-akpo ‘full-disk encryption’ nwere ike
ikpuchite data nke di n’ime igwé dijital gi. Igwe
dijitalu ndi Android'® na iOS™' nwere full disk
encryption nke a runyere n’'ime ha. Igwe dijital
ndi a kwesiri ka e jiri paswodu siri ike chekwaa
ha iji gbochie mwakpo brute force imegide ha.

Tinye Signal

Signal bu ngwa ekwenti e nwere na i0OS'*2 na
Android'®® nke na-enye end-to-end encryption
siri ike iji ichekwa ozi SMS na oku ekwenti.
Tinyere ime encryption na nzikorita ozi n’etiti
mmadu na ibe ya, Signal na emekwa encryption
na nkata ndi mmadu na-akpa n’otu. Nso nso a,
ngwa ekwenti a enweekwala ihe na-eme ka ozi
e dere ede ma 0 bu nke e kwuru n’onu buru
nke e hichapuru site sekond iri ruo izu uka ang
na-esote oge ebu uzo guo ma ¢ bu gee ha.
Ihe di iche na ya na ngwa ekwenti ndi 0zo dika
SnapChat bu na ozi ndi a enweghi ike inogide
n’'ime igwe server gbula; ha na-esi n’igwe dijital
gi puo kpam kpam dij ka i kwusirj ihu ha anya.

Nwee Oyiri Data Gi

Jisie ike hu na i belatara oghom ga-adi ma
inwezighi ike iji igwe dijital gi mee ihe, dika
mgbe o furu efu, e zuru ya n’ohi, ma ¢ bu ndi
nchekwa iwu obodo napuru gi ya n’ike. Kwa
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mgbe kwa mgbe, mee ka data gi nwee oyiri(nke
a na-akpo backup), ma dozikwaa oyiri a n’ebe
0z0 di mma ka | hapu inwe isi owuwa maka ya
mgbe di n’ihu.

Ekwenti Burner

Ndi ngaghari iwe na-achoghi ka ekwenti ha
buru nke a na-esoghari nwere ike inwete
ekwenti 0zo a na-akpo “burner phone”, nke e ji
ego kwubuo ugwo ya na nke s0oso ihe e ji ya
eme bu ikwuru ndi mmadu okwu oge obula a
na-eme ngagharj iwe udo. Uru ekwenti burner
ndi a bu na ndi nwe ha nwere ike iji ha enweta
ndi mmadu — karisia n’'oge ihe di anaa — na-
ekpughegi data niile di n’ime ekwenti nke ha ji
ezipu ma na-anatakwa ozi oge niile. N’aka nke
0z0, itinye ekwenti gi n’onodu ugbo elu nke a
na-akpo ‘airplane mode’ nwekwara ike iry oru
di otu a.'

Nchekwa Onwe n’ihe

Ihe iyi egwu ihe dijiri ndi na-ahu maka ikike
dijital bu nke putakwara ihe di ka ihe iyi egwu
dijitalu diiri ha. Ihe iyi egwu ndi a gunyere njide,
mmaja, inapu igwe dijital n’ike, na itukpu n’nga
site n‘aka ndi oru steeti. Nke a na-etinye ndi
na-ahu maka ikike dijital n’ihe ize ndu di elu.
lji belata ihe iyi egwu ihe ndi a, a na-enye ha
ndumodu ka ha mepee anya ha; noro na njikere;
ma burukwa n’obi otu gburugburu ebe obibi ha
di, iwu obodo, na udi ndi mmadu no n’obodo
ha. Iwu a na-eso bu na ¢ di mkpa ka ndj na-ahu
maka ikike dijital chekwaa onwe ha nke oma,
nke ga-emezi ka ha nwee ike ichekwa ndi 0zo.

2. Ibelata Ihe lyi Egwu Nke Ahu

lji belata ihe iyi egwu, 0 ga-adi mma ka ndi na-
ahu maka ikike dijital tulee ihe ndi a:

139 https://www.torproject.org/

140 https://source.android.com/security/encryption/full-disk.html
141 https://www.apple.com/business/docs/iOS_Security_Guide.pdf
142 https://ssd.eff.org/en/module/how-use-signal-ios

143 https://ssd.eff.org/en/module/how-use-signal-android

144 https://ssd.eff.org/en/module/attending-protest
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Inabata ihe ize ndu: Onye choro nchekwa
kwesiri ima na o nwere ike ino n’'ihe ize ndu
dika 0 na-aru oru ndi diiri ya. Ka o ghotara nke
a, a na-ele anya na onye a ga-adi na njikere
ibelata ihe ize ndu obula nwere ike ibilite. N'ima
aty, dika i na-apy aga oru metutara ndi mmadu
ebe a na-alu agha, | kwesiri ima na nchekwa gi
bu ihe di mkpa; nihi ya, i kwesiri idi njikere igba
0s0 ma o daputa, nakwa ikpo oku enyemaka. |
kwesikwara ikowara ndi agha na-aly ogu a ihe
bu ebumnuche gi iji nodu ebe ahu, nke ga-eme
ka ha nwee ike ikwe gi gagharia na mpaghara
ahuy. Ozokwa, di ka ima na data gi nwere ike
ino na ihe ize ndu nke a na-akpo ‘cyber-attack’,
i kwesiri imeputa paswodu siri ike, nyochaa ebe
nnoko dijital ndj i choro iji aru oru, kesaa data
gi nye ndi i tukwasiri obi, ma doziekwa data gi
n’'ime igwe nchekwa di iche iche.

Izere ihe ize ndu: Imata ihe ize ndu bu ofu ihe,
igbanarj ya aburu ihe 0zg. Mgbe | matara maka
ihe ize ndu di n’ihu, gbanari ya n’uzo obula;
0 dighi mkpa igbagide ukwu n’ikike gi n’oge
ahu. Inwe ike igbanari ihe ize nduy, okwu gi na
omume gi kwesiri igosiputa ma gbanweekwa
di ka onodu ing n’'ime ya siri di. | kwesirj ileru
asusu ahu gi anya ma jirikwa amamihe kwuo
okwu, i kwesiri inyocha gburubguru gi tupu gi
ebido ime ihe obula ma ¢ bu ikwuru ndi mmadu
okwu, i kwesiri ighota ma e nwere ihe ize ndu
zoro ezo ma e nweghi, n’ikpeazu i kwesikwara
ilusi ogu ike iji guzogide onye na-awakpo gi
mgbe o doro anya na i ng na nsogbu.

Mee ka ndi kwesiri mata ebumnuche gi:
Echiche gi nwere ike ikpata ihe ize ndu mgbe
| mere ka oha mata ya. Dika onye nkwuchite
ikike mmadu, i kwesiri ima udi mmadu ndi i
ga na-agwa ihe ibu n’obi, ma ¢ bu ndj gi na ha
na-emeko ihe, maka na o bughi mmadu niile
ga- anabata ebumnuche gi.

Njirimara nke onwe na nke ulo oru: Dika
onye na-ekwuchitere ulo oru gi ma ¢ bu onye
nnochiteanya ya n’ime ebe e nwere ike inwe ihe
ize ndy, 0 di mkpa na i ga-eji ozi gbasara onye
i by, ihe i na-ary, na ndij i na-angchite anya ha.
Ihe akaebe ndi di otu a na-aka adi mkpa mgbe a
tunyere gi n’ulo nga dika onye a na-enyo enyo.
Otutu mgbe, uzo i siri kowaa onwe gi, okwa
oru gi, na ebe i na-aru goru na-emetuta n’uzo di
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ukwuu, otu ndi jidere gi ga-esi akpaso gi agwa.
Otutu mgbe ndj a na-enyo enyo aka ha di ocha
na-abu ndi atophapuru dika ha kowachara onwe
ha nke oma. Asusu ahu, okwu, na mkpakota
onu bu ihe mmadu kwesiri ijikwa nke oma mgbe
a nwuchiri ya na-enyochakwa ya.

Mmata onodu na gburugburu onye: Mgbe
i N0 na nsogbu, hu na anya gi mepere emepe
imata ka gburugburu gi si di oge obula, di ka
| na-etinyekwa n’uche ihe bu oru gi, ebe i no,
na ndi by ndi iro gi — ihe ndi a di mkpa itule
n’onodu di anaa ma o buru na i choro ino na
nchekwa. lji ima atu, onye nkwuchite ikike
mmadu ekwesighi ino n'ime ogige ndi agha
kooto mpu ndi agha mere.

Zere ebe ndi ihe ize ndu no: Mpaghara ndi di
ka oke obodo, igwe mmaduy, ulo aky, okporo
uzo na-enwe traffic, ebe oha na-agbakota,
ebe ndi e nwere ogbaghara ma ¢ bu ebe a
na-alu ogu bucha ebe ndi a na-enwe ihe ize
ndu, burukwa ebe ndi i kwesijri ima mgbe o di
mma iga dika o si metuta ihe i na-ary na okwa
oru gi. lji maa aty, onye na-aru oru gbasara
ikike mmadu ekwesighj iga ebe ndi e nwere
ogbaghara tupu ndi na-eme ihe ogbaghara ahu
ekweta ichekwa ya. N’ima aty, n'ime mpaghara
Cameroon ebe a na-asu asusu bekee ebe ndi e
nwere ogbaghara n’etiti ndi nkewa na ndj agha
ndi ochichi, ndi na-aru oru metutara mmadu
enweghi ike ibanye ebe ogu di ma ¢ buryu na ndi
na-alu ogu ahu agwaghi ha na ha ga-enwe ike
agafe n'udo. Nke a bu maka na mgbo nwere
ike itu ha; e nwekwara ike inwuchi ma o bu
toro ha nihi na ndi na-alu ogu ebe ahu ekweghi
ichekwa ha.

Akwa: | kwesiri ibu odidi gi n’obi ma ghotakwa
uzo ka mma iyi akwa mgbe i na-aru oru ndi
metutara mmadu. lji maa atu, mgbe | na-apu
iga oru n’ezi i kwesijri iyi akpukpo ukwuy di
ferefere ma yirikwa akwa ga-eme ka o diri gi
mfe isi n’ebe i ng gbapu 0s¢ mgbe ihe daputara.
O buru na mpaghara ebe | ng abughi nke e
chekwara nke oma, eyikwala akwa di oke onu
ka ahapu inyoputa gi site na akwa gi.

Emekwala isi ike mgbe a tugidere gi egbe
ma o bu mgbe i no n’ogige ndi agha: Mgbe



e jidere gi ma o bu toro gi ma o bu gbaa gi
gburugburu, mee ihe obula a gwara gi iji
chebe ndu gi. Ajukwala ma burukwa uzo tulee
nchekwa gi.

Jikere maka ihe obula nwere ike ime: Mgbe
obula | na-aga ory, nyochaa ihe ize nduy ndi
nwere ike ime ma were ngwa First Aid na ihe
niile di mkpa ebe ¢ di otutu dika ahuike gi, njem
gi, onodu ihu eluigwe, mkpa ego, wdg, siri di, iji
gboo mkpa nchekwa anu ahu gi.

Nwee mmadu i tukwasiri obi mgbe niile:
N’ime mbo di ize ndu dika igba mbo maka ikike
mmadu, | kwesiri ikwado maka ihe egwu nke
njide, ntoro mmadu ma ¢ bu mbuso agha na
data gi. Di ka uzo nbelata, i kwesiri inwe ndi oru
ibe gi otu ma ¢ bu karia i nwere ike igwa ihe
gbasara gi, ebe j na-aga, oge a na-atu anya na
i ga-ano ebe ahuy, mgbe a na-atu anya na i ga-
aloghachi, na ihe e kwesiri ime ma o buru na e
nwee ihe mberede.

Nomba mberede na nsoghari: Debe nomba
maka ndi uwe ojii, ugbo ala ambulance, ndi oru
mmenyu oku ogbugba, ulo ogwuy, wdg n’ebe e
chekwara nke oma. Budata ma wunye ngwa
application ndi nwere ike ichota ekwenti gi
mgbe i no na nsogbu.
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ISI NKE

MMECHI
IV INTANETI

Nkeji edemede 19 nke Universal Declaration of Human Rights kwetara na onye obula nwere ikike
inwe uche nke ya na ikwuputa okwu; ikike a gunyere nnwere onwe mmadu inwe uche nke ya
na-enweghi nnyonye anya nakwa icho, inata na izipu ozi na ero site n’'uzo mgbasa ozi gbula na-
agbanyeghi oke. Mana otu ¢ di n’afo ndi na-adibeghi anya, e nwekwuola ochicho nke ndi mba
Afrika ime ka ozi hapu iru mmadu aka na intaneti. Nke a emeela intaneti ka ¢ buru ebe na-agbanwe
agbanwe n’'uzo a na-atughi anya; tinyere nke a, ihe ima aka n’ihu diirj ndi bu okwu n’isi, ndi na-
agbachitere ikike mmadu, ndj na-emegide ochichi 0joo, na ndi nta akuko na-ari elu dika akuko
kwuru.

Ndi ochichi ike amalitela iji ngwa dijital na uzo onwe nkwuputa okwu. Dika Access Now
di iche iche dika mmechi intaneti, nnyocha kwuru, n-afo 2022, opekata mpe mba iri ato na
intaneti na onyunyo dijital iji kwusi nnwere ise (35) mechiri intaneti obulagodi ugboro otu
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nari, iri asato na asaa (187).'* Ka ¢ di ugbu a,
nke a bu onuogugu kachasi elu e deturu n'ime
otu afg. Na 2023, ka 0 na-eru onwa Septemba,
opekata mpe mmechi intaneti iri na abuo (12)
emeela na ala sub-saharan Afrika, nke gbochiri
nnwere onwe nkwuputa okwu ma machiekwa
ohere inweta ozi, gkachasi n’oge ntuliaka na
oge ngaghari iwe oha. Mmechi intaneti a furu
nde dollar nari abug($200 million). Gburugburu
uwa niile, mmechi intaneti butere ngukota onu
ahia ijeri iri ($10 billion) n’afg 2022.146

QOzokwa, akuko ndi Paradigm Initiative dere
na 2019 kpuhere na otutu goomenti mba
Afrika na-emechi intaneti maka ebumnuche
ndoro ndoro ochichj, na-amanye iwu ndj siri ike
gbasara ozi a ga-ezipu na intaneti, ma o buy/
nakwa na-ejikwa mwakpo spyware emegide
ndi na-agbachitere ikike mmadu. Akuko 2023
nke PIN Londa mere ka o puta ihé na mba ise
(5) n'ime mba iri abuo na isii(26) a koro maka
ha mechiri intaneti."*®Akuko a kwukwara na
mbupu usoro nlereanya ndi China na Russia
nke a na-akpo “rule of law” maka njikwa intaneti
ebutela njikwa goomenti na mmebi ikike dijital
site na iwu nke e dere iji kwalite iwu na usoro
n’ime obodo Afrika.

Mmechi ndi ahu enweela mmetuta di njo dika
osi gbasara aku na yuba na mba ndi a na-ekwu
maka ha. Nnyocha Deloitte'*® na-ekpuhe na
mba nwere njiko connection di elu ga-agabiga
ihe di ka nde dola iri abug na ato ($23.6million)
kwa nde mmadu iri (10 million), kwa ubochi nke
e mechiri intaneti na oru ya niile obere oge.
N’afo 2023 mmechi intaneti na-aga n’ihu idi
oke onuy, ebe mba dika Ethiopia na-etufu ihe
ruru dollar otu ijeri na okara ($1.59 billion)'®
. N'agbanyeghj nke a, ngukota onu ahia furu
maka mmechi intaneti n’afo 2023 jiri 67%
gbada ma e jiri ya tunyere nke 2022, mana jiri
45% gbagoo ma e jiri ya tunyere nke 2021. Oge
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mmechi jiri 18% gbagoo ma e jiri ya tunyere
nke 2022, ma jirikwa 71.5% gbagoo ebe o di
elu ma e jiri ya tunyere nke 2021.%%'

N’agbanyeghi mmeghari a nke steeti di iche
iche na-eme iji kpachie oghere dijital nke
ha jikwa na-amachi oru nke ndi no n’ihu oru
gbasara nkwuchite onu ikike mmady ma o
bu dijital, otutu ngwaoru intaneti ndi na-enye
mkpuchi na uzo mgbaghari dika VPN na web
based proxy na-eweta olileanya nye ndj na-aru
oru gbasara ikike mmadu, ndi na-agbachitere
ikike dijital, ndi nta akuko, na ndi na-ekpughe
ihe di anaa.

9.1

lgbanari Mmechi na Nnyocha Intaneti
Virtual Private Network (VPN)

Dika a tulere n’isi nke abuo n’'okpuru nchekwa
dijital, VPN bu uzo i nwere ike iji ejiko ngwaoru
n'uzo chekwara echekwa. Mgbe i na-eji VPN, a
na-achikota ozi intaneti gi niile onu, gbaghasia
ha iwepu nghota, ma zigara ha ndi ulo oru ahuy,
ebe a na-agbakota ha itinye nghota, buputa
ha, ma zigazie ha ruo ebe ha kwesijri iga. Nye
netwok ulo oru ahuy, ma o bu igwe komputa
obula 0zo no n’intaneti sara mbara, o dika
aririo komputa gi o si n’ime ulo oru ahu abia,
na-abughi site n’ebe i no. Ndi mmadu na-eji
VPN agafee nnyocha obodo, ma ¢ bu merie
onyunyo n’mpaghara obodo.

Tor Browser

Tor'®2 by software mepere emepe anaghi efu
€ego a na-eji ezikorita ozi na-amaghi aha. Aha

145 https://www.accessnow.org/press-release/keepiton-internet-shutdowns-2022-africa/

146 https://technext24.com/2022/12/14/internet-shutdowns-cost-sub-saharan-africa/

147 http://paradigmhq.org/download/dra19/

148 https://paradigmhqg.org/londa/

149 https://www2.deloitte.com/global/en/pages/technology-media-and-telecommunications/articles/the-economic-impact-of-

disruptions-to-internet-connectivity-report-for-facebook.html

150 https://www.forbes.com/sites/emmawoollacott/2024/01/04/government-internet-shutdowns-bring-huge-economic-

costs/?sh=557e1b654e44

151 https://www.forbes.com/sites/lemmawoollacott/2024/01/04/government-internet-shutdowns-bring-huge-economic-

costs/?sh=557e1b654e44
152 https://www.torproject.org/download/
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ya sitere na mkpiriokwu nke oru ngwanrg izizi
a na-akpo “The Onion Router”. Tor nwere ihe
ndi arunyere n’ime ya nke na-echebe gi puo na
nsogharj web, onyunyo, na mbiputa mkpisj aka.

DuckDuckGo

Nke a bu igwe nchota jntaneti nke na-echedo
nzuzo ndi na-acho ihe ma na-ezerekwa
ngwa filter bubble nke ochucho a haziri iche.
DuckDuckGo'® na-ekewa onwe ya na ngwa
nchota ndi 0zo site n’ikpuchi ndi na-eji ya acho
ihe na igosikwa ndi ahu niile otu nsonaazu
ochucho maka okwu ochucho obula.

Igbanwe Ntoala Domain Name System (DNS)

Mgbe i na-agabiga ihe mmebi DNS a na-akpo
‘poisoning’ ma o bu ‘spoofing’,’®* nke ndi oru
ahja intaneti na-ebutekari, igbanwe ntoala
DNS a nwere ike inye aka n’igbanari nnyocha
DNS. Ndi goomenti na-abukari ndi na-ang
n’ihu nkwalite mmebi DNS iji gbochie ihe di na
intaneti ndi obodo nwere ike inweta.

3.2
Itu Mmechi na Nnyocha Intaneti

Open Observatory of Network Interference
(OONI)

OONI bu oru software efu nke ebumuche ya bu
ikwado mbo dij iche iche ihu na nnyocha intaneti
gburugburu uwa bu nke e nweghi ihe nzuzo
obula. OONI na-emeputa ngwa software'*® efu
na nke mepere emepe a kporo OONI Probe iji
choputa:

e Mgbochi nke weebusaiti

e Mgbochi nke ngwa ozi ngwa ngwa

(WhatsApp, Facebook Messenger na
Telegram);

e Mgbochi nke ngwaoru ndi e ji-agbanari
ihe nnyocha (dika Tor na Psiphon);

e Onuno nke system (middleboxes)
n’netwoku gi nke nwere ike ibu maka
nyocha na/ma ¢ bu onyunyo; na

e (s0 na arumoru nke netwok gi.

I nwere ike iji OONI Probe™® nakotaa data nke
nwere ike ibu ihe akaebe nke nnyocha intaneti
ebe 0 na-egosi otu, mgbe, ebe na onye e ji
tinye ya n’oru. E nwere ike ichota ozi gbasara
usoro nnyocha intaneti na webusaiti nchoputa
nnyocha nke OONI.'%”

Internet Outage and Detection Analysis
(IODA)

IODA na-enyocha intaneti ma choputa onyunyu
njikg intanetj ozugbo na ngwa dashboard'® na-
egosi ihe di otu a; nke a na-enye ndi ji ya aru
oru ohere isoghari onyunyu intaneti n’uwa niile.

Measurement Lab (M-Lab)

M-Lab™® na-atu arumoru netwok n’uwa niile
n'uzo mepere emepe ma dirikwa mfe nchoputa.
Site na M-Lab, ndi oru nwere ike tuo arumoru
intaneti ha iji nwalee 0so intaneti. Nke a na-
enyere aka ichoputa nkwusi nke 0so intaneti.

153 https://duckduckgo.com/

154 https://www.fortinet.com/resources/cyberglossary/dns-poisoning
155 https://github.com/ooni/probe

156 https://ooni.org/install/

157 https://explorer.ooni.org/findings

158 https://ioda.inetintel.cc.gatech.edu/dashboard

159 https://speed.measurementlab.net/#/
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33.
Ikwugide Mmechi Intaneti n’Afrika

Ngwaoru Onuahia Mmechi nke NetBlocks
(COST)

Nke a bu ngwa intaneti'®® nke na-eji data aru
oru maka itu onuahia mmechi intaneti na ime
ka goomenti kwenye idobe intaneti. Ngwaoru
a na-enyere onye obula aka - gunyere ndi nta
akuko, ndi nchoputa, ndi na-akwado ihe, ndi
na-eme iwu, ndi azumahia, na otutu ndi 0zo -
iji, N'uzo di ngwa ngwa ma dirikwa mfe, otutu
puku ihe ngosi mpaghara sitere na World Bank,
ITU, Eurostat na US Census tulee onuahia
nke mmechi intaneti, onyunyu data ekwenti
na mkpachi social media. Netblocks'™' buy site
nlebanya intaneti zuru ywa onu nke na-enye
ihe nchoputa na akuko gbasara mbelata 9so
intaneti, mmechi nakwa mkpachi intaneti.

Mgbasa ozi#KeepltOn

Mgbasa ozi a zuru uwa onu'®? nke AccessNow
haziri na-aru oru igba ndi goomentj mba uwa
nile ume ka ha ghara imechi intaneti ma
kwekwa ka ozi na-aga enweghi ihe mgbochi
obula.

Egwuregwu Mmechi Intaneti

Otu Association for Progressive
Communications meputara egwuregwu mmechi
intaneti'®®na-ekpuhe udi mmechi intaneti dij iche
iche na uzo e si egbochi ha. Egwuregwu a bu
maka ndi na-akwado ikike mmadu, oha na eze
na ndj okaiwu.

160 https://netblocks.org/cost/

161 https://netblocks.org/reports

162 https://www.accessnow.org/campaign/keepiton/
163 https://shutdowngame.apc.org/
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lhe mgbakwunye (Add-on) - Ngwa software na-emeghari software 0zo site
n’igbanwe uzo o si aru oru ma o bu ihe o nwere ike ime. Otutu mgbe ihe
mgbakwunye ndi di otu a na-atukwasi agwara mkpuchi ma o bu nchekwa n’ihe
nchoghari web ma ¢ bu ngwa software nke email. Ufodu ihe mgbakwunye ndi a
bu malware, nihi ya kpachara anya ka i tinye naanj ndi a ma ama na ndj sitere
n’ebe a kwadoro puta.

Amaghi aha (Anonymity) - Onodu nke amaghi onye ma ¢ bu aha

Ngwanro mgbochi nje (Anti-virus) - Ngwanro mgbochi nje nke a na-eji
egbochi, choputa na wepu malware, gunyere virus komputa, worm, na Trojan
horse. Ufodu imaatu nke Ngwanro mgbochi nje bu McAfee, Avast, AVG, na
Kaspersky.

Nnyocha intaneti (Censorship) - Nnyocha intaneti bu njikwa ma ¢ bu nkwusi
nke ihe e nwere ike inweta, ibiputa, ma ¢ bu lee anya n’intaneti, nke ndi na-
achikwa, na/ma o bu goomenti kwadoro.

Ngafere (Circumvention) — lji uzo na ngwaoru di iche iche gafere nnyocha
intaneti.

Nzuzo ozi (Cryptography) - Nka nke imeputa code nzuzo na-eme ka gi na
onye nnata nwee ike na-ezikorita ozi na-enweghi ndi 0zo nwere ike ighota ozi
ahu.

Idi ocha dijital (Digital hygiene) — nke a gbasara usoro ndi di ka ihazi file ndi
di na komputa gi, igbachi akauntu social media gi, iwebata ngwa ohury ma ¢ bu
teknuzu iji mee ka ndu dijitalu gi di mfe ma ¢ bu nwee nchekwa.

Ikike dijital (Digital rights) - Ikike dijital bu ikike mmadu nwere n’oge intaneti.

Ntughari ozi (Encryption) - Usoro nke na-ewe ozi wee mee ka 0 hapu ikwe
ogugu nke bu na naani onye maara ka esi atughachi ya azu nwere ike igu ya.

Igodo ntughari ozi (Encryption key) - Ilgodo ntughari ozi bu mpempe ozi a
na-eji atughari ozi ka o buru udi nke e nweghi ike igu. N'onodu ufodu, otu igodo
ntughari ozi a ka i ga-eji tughachikwa ozi ahu otu ¢ di na mbu. N’onodu ndi 0zo,
igodo ntughari ozi na igodo ntughachi na-adi iche.

Ngwaoru nche komputa (Firewall) — Ngwaoru na-echebe komputa site na
njiko ndi a na-achoghi ma ¢ bu site na netwok mpaghara na intaneti. Ngwéaoru
nche komputa nwere ike inwe iwu ndi na-amachibido ozi email na-apu apu, ma
0 bu njiko gaa na weebusaiti ufodu. Ngwaoru nche komputa bu ihe e nwere ike
iji di ka uzo nchebe nke mbu iji chebe ngwaoru puo na ihe ndabichi a na-atughi
anya ya. E nwekwara ike iji ha gbochie ndi oru inweta intaneti n’uzo ufodu.
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Usoro File Transfer (File Transfer Protocol) - Usoro netwoku isi e ji enyefe file
site n’otu ebe n’intaneti gaa na nke 0zo n’elu netwoku dabere na usoro njikwa
ngafe ozi nke a na-akpo Transmission Control Protocol di ka intaneti.

Mmechi intaneti (Internet shutdown) - Mmechi intaneti mgbe ama uma kwusi
intaneti ma o bu nzikgrita ozi eletroniki, mee ka ha hapu iru aka ma ¢ bu ka ha
buru nke ufodu ndi ma ¢ bu otu mpaghara obodo enweghi ike iji mee ihe, ka e
nwee ike jikwaa mgbasa ozi.

Adreesi IP (IP address) — Internet Protocol address bu ihe na-akowaputa
ngwaoru ndi ejikoro n’intaneti n’uzo puru iche.

Ngwanro 0joo (Malware/malicious software) - Ngwanro emere iji na-eme
omume achoghi n'igweoru gi. Nje komputa bu ngwanro 0joo. Ot a ka o dikwa
nye ngwaoru ndi na-ezu ohi passwodu, ndi na-enyo gi ha nzuzo, ma Q bu ndi
na-ehichapu data gi.

Usoro arumoru (Operating System) - Ngwanro na-eme ka ngwanro ndi 0zo
niile di nN’komputa ma ¢ bu igweoru ruo oru nke oma. Windows, Linux, Android,
HarmonyOS na OS X na iOS nke Apple meputara bucha omumatu nke usoro
arumoru.

lhe njikwa paswodu (Password manager) - Ngwaoru na-emeputa ma na-
echekwa paswodu ka i nwee ike iji otutu passwoodu dij iche iche na site di iche
iche na-enweghi uru ¢ bara iburu ha n’isi.

Okwu ngafe (Passphrase) - Passphrase na-adi ogologo karia paswodu, nke
na-abukari otu okwu.

Komputa nkeonwe (Personal computer) - Komputa e nwere ike iji eme otutu
ihe.

PGP (Pretty Good Privacy) - Nke a bu otu n'ime mmeputa mbu ama ama nke
public key cryptography iji nyere ndi na-ekwuputa okwu na ndi 0zo aka ichekwa
nzikorita ozi ha.

(Proxy) — Ngwa server ma 0 bu appliance nke na-aru oru dj ka nno n’etiti
nke aririo sitere n’aka ndi ahia na-acho ihe si na server ndi na-enye ihe ndi
ahu. Ngwa proxy server na-aru oru n’aha onye ahia mgbe ¢ na-ezipu aririo, na-
ekpuchi ezi ebe arjrio ahu sitere na-erute na server nwere ihe a na-ario.

Ajuju nchekwa (Security question) - Ajuju metutara paswodu nke naani gi
kwesiri ima azjza ya.

Ngwanro (software) - Aha mkpokota maka ngwa application, script na
programme niile ndi na-aryu oru n’igweoru.

(Transmission Control Protocol) - Usoro nzikgrita ozi nke na-eme ka ngwanro
application di iche iche na igweoru komputa zikoritaa o0zi na netwoku.

Telnet (Teletype network) — Telnet bu ngwa protocol nke client ma ¢ bu server
na-enye ohere inweta onu nke sysem ndi dipuru adipu ha netwok mpaghara ma
0 bu intaneti.

Tor - Ngwanro efu na nke mepere emepe maka nzikorita ozi na-amaghi aha. E
weputara aha a site n’'mkpookwu aha ngwanro izizi bu “The Onion Router”.

Nkwenye uzo abuo (Two Factor Authetication) - 2FA bu uzo iji mee ka ndij oru
kowaa onwe ha nye onye na-eweta oruy site n’icho ngwakota nke uzo nnyocha
abuo dij iche iche. Ndi a nwere ike ibu ihe onye oru maara (dika paswodu ma o
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bu PIN), ihe onye oru nwere (dika ngwa token ma ¢ bu ekwentj), ma ¢ bu ihe
e jikotara ma o bu enweghi ike ikewapu n’onye oru (dika akara mkpisi aka ha).

URL (Uniform Resource Locator) - Adreesi ibe web nke a na-akpo webpage.

UDP (User Datagram Protocol) - Usoro nzikorita ozi a na-eji na intaneti niile
maka mgbasa ozi di mkpa ime n’oge dika ikpoghachi video ma o bu DNS lookup.

Virtual Private Network - A na-eji VPN banye n’intaneti site na owara ezoro
ezo. ISP gi, ma ¢ bu onye obula na-esi imi na Wi-Fi efu | na-eji enweta web,
nwere ike ihu naanj njiko gi na oru VPN ahu, ebe webusaiti i na-eleta ga-edetu
naanj njiko sitere na server VPN. Nhoro di iche iche nke VPN di, site n’ihe i
choro.8

Nje Komputa (Computer virus) — nje PC bu mpempe code nwere ikike imuba
onwe ya ma na-enwekarikwa mmetuta di njo, dika imebi usoro komputa ma o
bu imebi data.

Proxy dabere na web (Web-based proxy) - Webusaiti nke na-ahapu ndi oru
ya inweta weebusaiti ndi 0zg, webusaiti e gbochiri ma ¢ bu nke a na-enyocha.
Otutu oge, proxy web a ga-ahapu gi ka i denye adreesi web (ma ¢ bu URL) na
webpage, wee gosigharia adreesi weebu ahu n’ibe proxy ahu. O di mfe iji karia
otutu ngwaoru ngafe-nnyocha ndj 0zo.

164 https://ssd.eff.org/module/choosing-vpn-thats-right-you
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